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1.1. #HiA

X —ERX 5 AR AGYIA T RSN« X IR TBIOS () PoST,  HEIE— M e
3o AT RASEIKRYIPRE SRR . RER AR, X EFIA-32(Intel Architecture 32bit)2%
TFEA T -

4 N4
1.2. &5

— B {TFreeBSDIIT A L FEI Gtk XEIHSHARER A, AR T HIERGOTE
HEIS . 39T LA

* BIOS POST

* bootOf B

+ boot2f}

+ loaderfy) B

© AR

boot0Fboot2[ By 7E F-fi} boot(8) i FR Fybootstrap stages 1 and 2, FEFreeBSDE3M B 5| ST eI FF1E - 7

B-MBHEAMEENEREREREL, WA USE TRIRAI X PR - EER LR RN A ]
RERENLER A A RITTA — 28X 5] :

M RTS8 77 5 BIOS ([ ) 1E B
F1 FreeBSD boot0

F2 BSD

F5 Disk 2

>>FreeBSD/i386 BOOT boot2?

Default: 1:ad(1,a)/boot/loader

boot:

BTX loader 1.0 BTX version is 1.01 loader

BIOS drive A: is diskO

BIOS drive C: is disk1

BIOS 639kB/64512kB available memory
FreeBSD/i386 bootstrap loader, Revision 0.8
Console internal video/keyboard
(jkh@bento.freebsd.org, Mon Nov 20 -
11:41:23 GMT 2000)

/kernel text=0x1234 data=0x2345 -
syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any -
other key for command prompt

Booting [kernel] in 9 seconds..._

Copyright (c) 1992-2002 The FreeBSD - NG
Project.

Copyright (c) 1979, 1980, 1983, 1986, -
1988, 1989, 1991, 1992, 1993, 1994
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BIOS POST

The Regents of the University of -
California. All rights reserved.
FreeBSD 4.6-RC #0: Sat May 4 22:49:02 -
GMT 2002
devnull@kukas:/usr/obj/usr/src/sys/
DEVNULL
Timecounter "i8254" frequency 1193182 Hz

* SRR AEDOO T OFf BE P P A E RTUR (P4l SR AL b — S oA i

1.3. BIOS POST

HPChNFL g, AR H)R A PO LA E(H . XA AT, TEL TR A AR B 320 (E
OXFEEFFff0. fRLTRETH A E MBS EPITIIE SN . a1, —P32fifEhla7ds, ERNIE
{E#E 0. cr1fPE(Protected Enabled, FRIFEZFEAE) fi KSR AL B A2 20 T PRI IEEZUE 2 St ik 182
X ATHEINZAHEELL, CEIRETIEAFE T I RAT, St SYEbhR %
IR -

{E OxFHEFEFORK /NF4G, K M T BHLBECHAGT TN, X A2 — MR N AL - BRI
DU HERETE [FIBIOSE AR -

BIOSZ RBasic Input Output System (EEAH AR ALY « EER L, EHREAE—MENEERN QB
7# %% (Read-Only Memory, ROM) - BIOSH & & FHE N A LAEEM: EHIFIRZEFIRE . mhixhe, JOHEE IR
[6] H SEBIOSFEAE AR ML OXEEELELL0 o G FHXMAIE EL S — A BkHeTE <, f8IRIBIOSHPOSTIFE .

POSTZE 7sPower On Self Test (i B8 - X ERFEMAFRE, RALEREMHEERZTE, N
BCPUREB AL G T BN . X—MBIFE - MEEPR, BURFES S - JHERTHFIBIOSH 21F
F LRSS S - R DUNEE - Jeiikehes - M5 RE515 -

POSTHIRRJG — W HUTINT  0x19F84 - IXDMEL MG SIREHE — MR KRBG12% 1T, RAMAE0x7c00-
F— DB X B R AR TR RIS, R 0 TR E . BY0ERS, RN SCRHuED
1 —EEE GEE RIWBTE - 0SHIERBRERING, 155X, F— 18X @uE - HEEH# O ih%
5, MEXMAIFFGRRS) GERFERIIER, ©XBHRAES| 5105 (Master Boot Record, MBR) » H—H1 5 &
IR B E AR

1 .4. bootOBﬂEﬁ

WEARATTE — T 3CH/boot /boot0 . SR MY L2 (/NSO - 1S fEFreeBSDZE 41 FiR i 4%
“bootmanager”, XN N AR S A TEREMBR

AIFTATIA, INT 0x19 $54-3E%5; MBR, HiFf/E boot0 [HJAZZ N FEHIHE 0x7c00. FFFH LM sys/boot/i386/
boot0/boot0.S, A LUFEAEIX B &L T {4 - X5 & s, —Br Robert Nordier43 5 )4 AEHIH)
REFP R B

MBREL {3 bootOR A {f Rox1beF il — MEFR LA, Ry 4 X3 . HAvH4RIET FRAsK
L), BHITFI6FT . 5 RIDRERERIFABRIS, 7EFreeBSDIIAES X Hslice(d) .« 165
THE - MIEFTREX NP EKEEAGT . BAGE PR REX—RE . BN, bootoff{,
PR R LB AREEINT -

— A KAEFRAE W T

© 1T U RGIERTY

© 15T A5 SR

Ve T Afndisklabel(8) £ (X —KIFHEE R, FEREF _HKE.
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15 5| S E AEIIRIL

* 6777 CHSR U HATY
* 85T LBARS USRS

— A KADFMIAFE & FE— 0 RAAER FWYINEER . LBAFICHS MR e~ FRIER, H
RIGRTTAAFAR: LBA GBI, Logical Block Addressing)fmsr X LIRSS X A1 4 XK, T
CHS CHETAT Rk B3 IX) FE7R B B X AN AR R X

SISEHEGEEE XK, HERE LE SRR, DERP A LUEFA TSI SRMEM D X . AR L h
FERLFEE S, bootOEATaH R EATE:

© PREEF S XTS5, HERLAETHR 5 SR

© AREARTGEFE N X LA R IRG] SR B T

© REETOXME MR, FRERIITZ

W 2BAE S FAET — DA 5155 X OX B 15FreeBSDJH [X) 15— B X B E? EIRELRENN, ARmt

Fboot2,

1 .5. bootZBﬂEﬁ

WYFRAEATE, HiT4boot2/E7E  boot0 5, Wil Z&fEbootl > 5 . 5L |, 51252
fboot 1EFHCE H 3¢ /boot B, AR FHAR M —IKEREL 5| S ARG - WEEL G 31, boot 123 boot X} fifi 75
SHERIVER : B 4k2 boot2HB1T 2 »

TRATRE B B — 3 /boot /mbr o 3XJEbootORIRIFLRRA - mor s U A2 B R SR BE P, T
HER RG] SPHRER DX -

SEIboot 2[R A7 JHCAE H % sys/boot/i386/boot2/ B, Sf RFTATHATSCIFAE  /boot B o fE/boot B I
bootOFflboot2 R FES| Sid BE f#H, A HbootoctgiX i) THEA 2 AN  bootOR) 72 NI /EMBRAI
BEAERL - boot2fi TAI 5| SFreeBSD 4y [X fFF o « JXLEAT B AU RGHEH], FrLVEANTAA Hls Z K1)
MLEE -

boot2f) FEALSS RARE LN /boot/loader, FREG| I REAIE =FBL.  FEboot2m WAL ANGE A 1E LN
open()ffiread() ZRAIBIFERREL, 9 WAL A BN E - MR SimEsl, BRI, B3
fff:/boot/loader,  HIBIOSHILIEERF EEEANTE, R MNHEA RS IEHITZ -

BRIt Ab, boot2iFTHLTAI ST IERE, loaderT LINEERER - REHTE - 4HKEH .
boot2 ff) 3t 1A AR J7 207

sys/boot/i386/boot2/Makefile

boot2: boot2.ldr boot2.bin ${BTX}/btx/btx

btxld -v -E ${ORG2} -f bin -b ${BTX}/btx/btx -1 boot2.ldr \
-0 boot2.1d -P 1 boot2.bin

iX ~Makefile -y % B btx1d(8) 1 F e BERE — i HIXAD -  BTXER RG] Sf R 25 (BooT eXtender) 24512 F (PR Hy
% ;i (client) SR ORI BN - I 5% P IEFAHBEER—BURAD « BTLL boot2E—BTXZ =, {# FBTXH:
HEAIRSS -

TEbIAREEEE, TR BRI . budd(®)RIA() X HIRIGE R A B R B
BER— MRS B AT SOk, TbtxId U E RO SBTXEEE R, 7S & FHUES X B
B AEIRE, DSEHRGES

bootOFNfTBkAL EBTXMIA A . SRJE, BIXRALHSIMERI G, Hikg—MRBERINE, REEH
B XML


https://www.FreeBSD.org/cgi/man.cgi?query=btxld&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=btxld&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=ld&sektion=1&manpath=freebsd-release-ports

boot2f By

* FEF8086HRSK o JXRIREBTXE 8086 U MRS - Setiz(fE 4, fpushf, popf, cli, sti, i, ¥Ja[pize
PR -

* FEPTIIA T (Interrupt Descriptor Table, 1DT) , {545 FT/A AE (4 Hh T AT 944 (BIOSFR b3 - 3
SLHITOx30, XERGRARA -

© I ARG execql exitf g AT :

BTX 37 4 JRj iR 75 % (Global Descriptor Table, GDT):

Z P RS AR LG T HEMEM_USR (0xa000) , #:#EfF(selector)  SEL_UCODEHR %/ AR EL - 134T
SEL_UCODE A #3035 R 77U PE (Descriptor Privilege Level, DPL) | 33X 2 f /AR - {H2 INT 0x30 541
WHEBFEET A BE, X BAEREAFSEL_SCODE (supervisor code) 75 & & FRANBR - IEANA 7L
SLIDT (RS RF28) B AT FOHRVERR RS «

Fril, M _execORS, REDRH AR EIRHUT . XS N LUESR P EERSE, s
T (page tables) « & FHARKFE (GDT) - A RIDT)E .

boot2 g ST — P EEMEIELE:  struct bootinfo. ;X MEFH boot2 HNIGIL, IR/EHHEE|1oader,
IR NN . XA RIER 52100 H Eboot2i5 5E , HosxffHloaderiZ g - X AMEEHE I BEFEN
HSCHE4 ~ BLOSTRMLRORE S LM /Hik /i X B H AR R - BIOSIRMLAIS| St s AIIKEham 5, AT R A
FER/N, envp FEEF GASETRED % . & XUF:




B 1E SRS AL

boot2 FEA—MEIAERHAMIA, RIETEH  load() . WA P AEEMEAN, TEENE7E— BRI Al 545
R, load() ¥&2E# A {4 (/boot/loader) - PR ino_t lookup(char *filename)#f] int xfsread(ino_t
inode, void *buf, size_t nbyte) FH3EWGF NI NTE - /boot/loader 22— NELFAEEC i #ISCiE, AN
B B ER AR T a.outh& I A ) struct execZER o load()FFgloader fIELFSL¥R . 3%, /boot/loader ZE[H
7, REBREAOHITZ:

1.6. loaderpiE%

loadert 2 —~ BTX &/, X EAMERAR . BH—#AA M T loader(s) , fMike Smith35 . [
loader 5 Ji% /2 FBTX AL HE £ 48 76 Fif T 1 183

loader {3 ZES5 -G S A - HNEBEEANTEE, Ai#loaderiif:

1.7. R#zAAL
URATRE— T RN S - SXREMBYRNTT % loader (6B MARERI(T R - X/ MILESANKI

FEX—ATHPR —LEBIR - B9E, NWR—PELFSREERE — IS0, Aol ASEER AR AR /red/
herring, —AMEBUERIICME . HiK, F— N ffsys/conf/ldscript.i386, AJ LUK BRARS 1 A 1d 1%
UH SRR . WEERETLT, T

FORNEMIA L FZRFS “btext’ « ;X PFF51Elocore. s HI7E X :



https://www.FreeBSD.org/cgi/man.cgi?query=loader&sektion=8&manpath=freebsd-release-ports

NZATERIL

B IR A AT AREFLAGSIR O — MU L HI{E 0x00000002,  SRFHIRAILETE BraF 17 % :

btextiff F {5 f&recover_bootinfo(), identify_cpu(),create_pagetables(). XLLfi|FEHLE7Elocore.sZ i,
XEEGIRERITIREG T -

recover_bootinfo XA FIRED TG SRFERAARKSE. 5%
W35 Hiloader5| S (AR ATid) . FHE AWk
H5| SIS B A X RERES S
FE, Rl struct bootinfo f7f# NN -

identify_cpu XA BRETNICPURTY L5 RAF A2 &
_CpurH
create_pagetables XA RN 3 TURAE A A 7 25 8] TR 0 il — R =

], FEHE—ENE

N RTFEVME (AARCPUR X AN T E) -

WIE, JAshs TR

MToTEACEED, FTHSSHbhtT a7 SRR R - Bl =17 RS R B = R U -

R Einit386 OB FESEUG B E— RS FRIAE— DS HYE T - BE/E I Tmi_startup()
init386E — M SREIF RS K IITIIAILREL, mi_startupOR N SEEFRTTLRAVREL HI% mi_ FoR
Machine Independent, NHERTHLES) - WA mi_startupO) BIR[E  JFALX M RESE, WRSERE]

4

=

0



15 5| S E AEIIRIL

call _mi_startup /* -BiEREEHE , EREXGRS  F */
hlt /* -AEREZXE ! */

1.7.1. init386()

init386( )¢ Y.7F sys/i386/i386/machdep.crf, ‘T 4t¥fIntel 386,55 F AT ARG WIIE1L - Loader TV EFCPUH#E
RIS . loader B4 T B HIESS -

EEHE

BA IS HMESHE “E5" M BSLIHITERE . (E52 B LU, X
I /A TR SEELER G T MR . 0 FIntel B0XB6IESS (O, ¥ MIntel A 73
80386 CPU TS5/ fhHIVER}, BB TEI LR BIR RRHA T s0886" (EH %
AT B RS TR H -

FEXMMES T, WERRETAE . FETHeEA AT, BRH B E R R SE R — R I TAE—
FAIH:

© WIHRLNAZRI AT SEL, I XESERS| SRR

© HERGDT (/AT R)

* R IDT (PHT IR )

© WAL ARGIERIG

* WIHAILDDB (WX SIRIRES) , an R e Bt N T
© WIARILTSS (EFIRESED

* EELDT (JREREIR T )

* J37procO(05#RE, HINIZHIZHAR) fipcb GHREEEHIE)

init386 () E SEHIHAIL NAZ AT A HEES 4L, XSG | ST HEE - eI E TS F (environment
pointer, envp)ififH, FiEHinit_paraml(). envp$g%t 2 FgloaderfZ e bootinfort:

sys/1386/1386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

/* -YIAEARTTAZED MhzE */
init_parami();

init_paraml ()€ Y 1F sys/kern/subr_param.cZ /7 . XA B —sysctlIfi, A A RS,
init_paraml()Af]init_param2(). X REMinit386() i «
sys/kern/subr_param.c

hz = HZ;
TUNABLE_INT_FETCH("kern.hz", &hz);

TUNABLE_<typename>_FETCH [ 3 FR BXEA B 25 & f1H :

/usr/src/sys/sys/kernel.h
#define TUNABLE_INT_FETCH(path, var) getenv_int((path), (var))

Sysctlkern.hz2 ZRZEIFHISRER o[RS, ;X EsysctlIfighinit_paraml()iZ5E: kern.maxswzone,

kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz, kern.dflssiz, kern.maxssiz,
kern.sgrowsiz.

11


http://www.lib.tsinghua.edu.cn/

init386()

IRIF1nit386() 1H & £ /m ik fF % (Global Descriptors Table, GDT) . 7Ex86_ & MESSHLEITAE H AR
AR, XA R B RS IECTIEE - BT, M ETE RS HUTRTE S 1E CS:EIP,

BB LIX ISR L2 OB BB CS” + EIP. KT H{E, Bota TR, &Kt
FHRIRAGFENT o FTLL, EXANITH,  FEARISIEE I IEREIPA(E - BXFf78s, UNCS. DSER%E
F, B2 RfR R RS EREFAYL, REIHIBERMFOETE, MR EREAFH AINDEXE ) .

X
EEE
FFF80386, EFEFFH 164, INDEXFER & H HIE 1347 -

FreeBSD (1) & R IR 1 8 79 B P CPULRTEE 15 1% 4T :

sys/i1386/1386/machdep.c:
union descriptor gdt[NGDT * MAXCPU]; /* -£FHARR */

sys/i386/include/segments.h:

/*
* -2FEATRAGDT) AL
*/

#define GNULL_SEL 0 /* -ZSHEIRFF */

#define GCODE_SEL 1 /* -RiZ{RIBHIREF */

#define GDATA_SEL 2 /* -RiZEIEBIRE */

#define GPRIV_SEL 3 /* -WiFZS 4B G SMP)BRIEREEEHIE */
#define GPROCO_SEL 4 /* Task state process slot zero and up, -fESIRESHE */
#define GLDT_SEL 5 /* -S/M#REMBEIEATTR */

#define GUSERLDT_SEL 6 /* -FPBEEXHBEIWRFTR */

#define GTGATE_SEL 7 /* -#i2(EStNiex0 */

#define GBIOSLOWMEM_SEL 8 /* BIOS{KisMZIARI(MMBIXESMAL) */
#define GPANIC_SEL 9 /* -SSENMELRGZREPRIETENESKSES */
#define GBIOSCODE32_SEL 10 /* BIOSHEM ((32fi{XB) */

#define GBIOSCODE16_SEL 11 /* BIOSHE[O ((16fiI{XHE) */

#define GBIOSDATA_SEL 12 /* BIOSIEM(ZIE) */

#define GBIOSUTIL_SEL 13 /* BIOSIEM(TE) */

#define GBIOSARGS_SEL 14 /* BIOSEN(BZEE , &%) */

HER, Xrdefines R IEMMFEIFAL, TRRERAFHIINDEXS,  FIENERLF/MRITEFHR
3l fln, PR LR (GCODE_SEL)H{E H0x08 .

TR L AR5 £ (Interrupt Descriptor Table, 1DT) o iXFKFAL K LT AFERE 1 W 2 4028
avgl M. flan, SUTARGOEAMAR, FP R AR SECINT 0x80 f54 « 12— MR, AHIRHRIIE
OxBOFE HIWrH A TF R BEHRIL T « X MDRIRAAEX N PRTAIFIRE - X MRFERE A, XRNZIAR
SCIEEN R

BT

@ Intel 8038637 #F “VAMIT , AILAMEGRH T il —skeallif 4 stiFHNE R
BIFE o AT AEFreeBSDIFARAIXMALA],  HVFRE Jy (BT O A] S K BhASHERR
RIRRAIE « AONEE — DI RIEFAL:  7Ef BLinuxity, 238 F|FreeBSDINZ AN S HF Y
XA ARG, ARSI R —LHEER, XESREFREBRET
5 MIARFERIEHITIERF Z BRI IR (Lid A2 APt B o sh S BE R I AN SRR i
(e

T IAR AT 3 B 22 AT LU 256 (0x100)4510 3¢ - %4 BENIDTS510 SR N 748 R I A 17 32 XE
NIDT=256, & A{H:

12



B 1E SRS AL

BTG E DA ER TR o RGU A SCCINT 0x80HI 2 4Ast :

BT — M P SR FHLARINT OxBOSE ST, 4 RASHIE N 2 1 744 B XintOx80_syscall, XM
PR, 4 LU B SRR -

IRJ5, PR & FIDDB IR ES) WHTHAIL :

ESSIRSBUTSS) R 5 — xSRI IR FAURURLEM - YL EES VRN,  ESIREBAMAL i T
FUMAEE -

JEERHA TR (LDT) F R AR A P RS FIEE - ROUE T JUMERER,  fBm R R, EiER%
VISR AT AR P B se 4 -

IRfG, procO(05HEFR, RIPNAZATAL A FR) (3E AR S5 il (Process Control Block) (struct — pcb)45 41 145
Lo procOfE—> struct proc £5#, A T —NARRE . ARGBITH, ZHRREZFE, FTLUX 45
TENEABE &R &

ZEfEstruct pcbiEprocE—ERSr, BRE X AE/usr/include/machine/peb.h Ff | PR&ET X i386f8 {4554
TERER, WFFRE.

1.7.2. mi_startup()
XA REH EVEHEF B, KT RGN R, REZ N ERE NN READ:

13



mi_startup()

|
RUEsysinitfEZR C427E (FreeBSDIT 2B FM) HHEA, BoLRAXENE—THNMEH .

RGN S (sysinithf §) @ JHHZREL - ikFf]lannounce sysinitxf SRl o 53X RATEIRT
E B :

ENIT B F RS PRIAREST_SUB_COPYRIGHT (0x0800001) | 05 R 1 HEZEST_SUB_CONSOLE(0x0800000) 5
|- FrlL, WRAUE RS S WIta L S5 AR R AT B ik -

IBATE—FBESYSINITORIERM T4 - BRIFMIZCSYSINITO «  ZZC_SYSINITOSR /5 A Al — M if S
ZER struct sysinit. ZE#5E BB EEH T B — 7 DATA_SET:

ZZDATA_SET() /B FF AKMAKE_SET(), ZZMAKE_SET()FE[H] G Ra & fYsysinit4 )%y :

EIFBATHIG T, DL ERRITERE, Far-Ea T Eg:

F—_asmE S TENIZ AT BT UL — N ELFTS (section) o« XK ATEPNIZRERE IS8 o 3X— 9 F5H
&7 . set.sysinit_set. JX—HJNZZE— P 32{{H——announce_sys init4EHy psiit, X PEEHIER S
A _asmiERPTE K o = _asmRLVRME TSGR - ARATEE & TR T E GER], TTHAE
GRS 320LE) BRI E AR T R, XSG T — D328 EA -

Fiobjdump%RE — DAt HIICH, BIFREERE REE X2 LA/ :

14



B 1E SRS AL

X— G EBEREIT . set.sysinit_setFOx664F T I K/N,  FrLl0x664/sizeof(void *)/Psysinithf R
GRPEET IR . BB, A0 set.sysctl_setdiR T HEHE AL .

WL E X —EIE fystruct linker_setf 25 &, 77 .set.sysinit_set¥iyl “Wi&E” I EE:

struct linker_set@E Y41 F:

SR LA, FICH 24 linker_sets A7 MELF .

SF—IF L sysinityf SRR, 5 IR — P LINULLSS BR0EH, SR IgmaRest a5 -

EIEmi_startupOfFiE,  FAERE T sysinitel SO AN HEAHLVERA) - s%mi_startupOFF E11HE
Fe, HARS—IWER. RE—INRERGHES:

ARG Agsysinitiel g AL fsys/vm/vm_glue. et SXNRFRAGA T g scheduler () o X pRESERR
ERATIRIEER, EFRI P HEIMA(PID) AOf 2 ——swapperfi2 . HiHI$2E] fprocoZfiy IE 2 A K
R AR -

F— R Einit,  [Hsysinitdf R initi# v

15



mi_startup()

create_init ()il i fork1() ZPHEC—DEIHIARE, ([EFHFANFEIMCHINET o ZX Dt REm I 25
FEPITRS,  start_initORSHEMM . IR RECE AEInit main. o BEXFEEH T IR

fginit, 4E3Eif/sbin/init, $RJ5R/sbin/oinit, /sbin/init.bak, #J5&/stand/sysinstall:




Yax =r £
|
5 2 E WZHEYT
iz .
JX—25 [ FreeBSD SMP Next Generation Project 43 » &R IR TR & 15 45 FreeBSD % FR 22 4hHH (SMP) Hi
5.

X S PR B )R T FEFreeBSDINRZ A BB, X LB AR LB I RE . BT LURJLAS
ARG - BURLH AT LU mutexailockmgrO)(RiF . W T AR ZHIE TA L&, BRAUE2E AR FRED
FEA], XL AT LGSR -

FEE

(CRARZNE, ARELRH mutex” I SEEE BT KA. TR
BRI, AEHEENIEETES . BT Elockmer() g 74 .

2.1. Mutex

Mutexgli & — M ARMRIEZ/HEE T ERB . — Pmutex?e— PEFZUAT DIgE— D SRAHE - iR A —1
LARERF CAEPIN A nutex, BAIEASER, HEXPmutex el . fEFreeBSDNLH, mutexPifife
B e -

Mutex "] DI IR E, (H@mutex— B Al — ML R B — B (R, Bt — SRR REER S
mutexif AR - QIR IRTEFEALR A mutexinf fEIR, 7] 6EH— > lockmgr(9) 1 .

5 e I NS HORTE

BEH

FENLIR RS Hstruct mixag & i) 2 5

P
FH BRIt x_initfgYRAmutex )25 . XD E T B R AEKTRIREEH B Mwitness HEES BEEEEHE . X
P FIERT X S bR witness TR 144 mutex

RH
Mutexf K7, FFREMTX *FRR . B PMIRERIE L AEmutex(9)H BT ffiik -

MTX_DEF
— P HEfRmutex

MTX_SPIN
— MEF A mutex

MTX_RECURSE
X mutex f 1 I

[ZSIRSES
XA A TR R IR S R BRI R SR . ST RURSALS, IR SR8 ARSI
s .

TR EREL
X = mutexfiiFF A s 74 AT LA A FO R AR


http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
https://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=mutex&sektion=9&manpath=freebsd-release-ports

Mutex

7 2.1. Mutex%1| %

proc.p_estcpu,
proc.p_cpticks
proc.p_pctcpu,
proc.p_wchan,
proc.p_wmesg,
proc.p_swtime,
proc.p_slptime,
proc.p_runtime,
proc.p_uu, proc.p_su,
proc.p_iu,
proc.p_uticks,
proc.p_sticks,
proc.p_iticks,
proc.p_oncpu,
proc.p_lastcpu,
proc.p_rgindex,
proc.p_heldmtx,
proc.p_blocked,
proc.p_mtxname,
proc.p_contested,
proc.p_priority,
proc.p_usrpri,
proc.p_nativepri,
proc.p_nice,
proc.p_rtprio,
pscnt, slpque,
itqueuebits,
itqueues,
rtqueuebits,
rtqueues, queuebits,
gueues, idqueuebits,

e B4 %t} RIS MRS R L
sched_lock “sched lock” (iff &5 28 |MTX_SPIN || _gmonparam, setrunqueue,
i) MTX_RECURSE cnt.v_swtch, remrunqueue,

cp_time, mi_switch,
curpriority, chooseproc,
mtx.mtx_blocked, schedclock,
mtx.mtx_contested, |resetpriority,
proc.p_procq, updatepri,
proc.p_slpq, maybe_resched,
proc.p_sflag, cpu_switch,
proc.p_stat, cpu_throw,

need_resched,
resched_wanted,
clear_resched,
aston, astoff,
astpending, calcru,
proc_compare

18

idqueues,
switchtime,
switchticks
vm86pcb_lock “vm86pcb  lock” (J& |MTX_DEF vm86pch vm86_bioscall
118086 i FEHE
BRI
Giant “Giant” (E.8) MTX_DEF [ LRI LIRERAR | %
MTX_RECURSE ﬁ
callout_lock “callout lock” (JiER} |MTX_SPIN || callfree, callwheel,
& ) MTX_RECURSE nextsoftcheck,




525 AR

Kt

B 2

RIS 5 AR L

E
e

proc.p_itcallout,
proc.p_slpcallout,
softticks, ticks

2.2. HEH {1

X LR LR AL/ B R DI BE
F.

£ 2.2 £HEHRPFIE

. ATUAB—MEFEREIRAOHRESE - BIE TS —%lockmgr(9) 2

BEZ (ZSISES

allproc_lock allproc zombproc pidhashtbl proc.p_list proc.p_hash
nextpid

proctree_lock proc.p_children proc.p_sibling

23. R RIFPEE

JRF ORI R H A — D BAERMBURIEORAE R, TR WX AR 8 0 BT B U (R #2068 R R A
FHEE(atomic(9)) . REHE MEARREHLH] (Flinmutex) gt & AR FRIPEESSIE, HEROELE

EEME XM

o mtx.mtx_lock
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% 3 5 AR

NN G, HghRKob), JNZRE T —FmEmN S MCESRHE S - BEREREIRRRSBRIEE T
%o IXPERAEABIA IR RIRTER T, 518 O RERg s /B L R 1 -

3.1. K&
x5
BRE A SRS SR D ES
i
MR E—R
%

— R TR

Ezn|
—FRE Z R R — MR A

3.2. Kobjiy T1Fi%iz

X N BRI R NI ER, WEERIEE S IR

Kobj TAERS, FeAJiiARIfMA - B M RE — P HE—RFMAT — M R 3R A B RAE—
PRI IER BME—BPRR % -

=R, PRI —IKATER, FRXRERRE P S MR 5% XA OFiR) #HH
FRIR - (AT, REWGRF - GFERZNX DRI —LRATF - ETERTOEN TR &R
IR—PHE—RRR,  BRAECEHME TSI ERAERENTEIR TR YT MRERERO T, A
AL S WA OFRER R R, DFRITSMRSEL, FRAERE NI ZG 15 AR R . PR
R OTEEARRED  REIND I IERR O ME— PR Hash i BB RIORIEF - WRXDTTER
AT, RHEERMERROTIER . WRXDIEGFERE T, REMHEREE (R R AR
BUACRE) ML BB A0, ST IR A AR e RSCRE A

XL RE AT R IR AR
Y5> B <>

3.3. {EAKobj
3.3.1. 549

struct kobj_method

3.3.2. RN

void kobj_class_compile(kobj_class_t cls);



N
« I

w
w
-
W
x®
-

3.3.5. B —MEORER

fif FHKObj 88— R S AL — MR 1 o 7 A R SRR 0 A - JE SRR AT Bl AR s/ sys /kern/
makeobjops.pl5Eff, BT A H BIUTIARSL AR, BIASD 2B RO IR B R -

TE3XMEHR A R 4 BE 29§ B : #include, INTERFACE, CODE, METHOD, STATICMETHOD, 7{] DEFAULT.

sinclude i )RS 7 P E 4 E— 5 R ZHY VB O (R SRR

|
Y+
i

FHETAINTERFACEFRE WO 4 - X MBFREF N HEAEAE R, B [interface name] [method
name] o ig&%: INTERFACE [%D%] H

Bilan:

SETICODER 4 E B A — TR HIE R R . T CODE { (AR )
ol

FHBETRIMETHODFH iR — 15« 1875 - METHOD [REWEZRY [5:48] { W& [, 88&F] 1

=

n:

S5 FIDEFAULTIRAE K ARIANETHOD.2 /R, R XTXBEINETHODAINS - BN T IEHNIE LR S 0%
s&: METHOD [RE{EZEE] [75%8] { (% [HESH }DEFAULT [ERER;

fln:
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53T A

5B 1R STATICMETHODZ (1] 5% ## JRIMETHOD TR Kobjit G, — M HSLERHERE —LKobj & A FIEE -
METHODSE ST 1AL BN e B H BR AL TGSk 80; B Gk X e H 5 s, XA X 4
SR EIVA R P BE B o TISTATICMETHODSE SN G2 AT LURAZIX AN PRA X REREIA B 71, HIRIEREL
BRI RS RELFIA S, MRS EARLX N AR FERIER FEE RIS EO 4 H - XXt
FHEFENKMFERZ NI N FEE -

@ FEE
X—BHE S 5ECHLREBRR . BEER MR T N RGN %L SHC
R CESREC -

HEsEBmNET:

S

"=

w
)
o
(i
K|
>
&

g
I

\

fFFKobj 58 — SR — 1K — M RIEFLF - HER; BN {# F T Kobji) “Xf S8 H T
H» (Object Handling Facilities), FHIMEEITEIIA/N . L FA# B ZZDEFINE_CLASS() » FEI 1L
FNF, ST — P kobj_method_t%{4H, FANULLIfiLE R o 4 JENULLIF A] F 72KOBJMETHOD () 37 o

RO HRE o RIBZEBOIAUN RERRE,  BHERAF A ESSEMEEN R (ops
table, FEE: W SR ) o XEBRETES E LR struct kobj_ops {3 ]
kobj_class_compile_static(), =Y H{# Fkobj_class_compile()3E 5L -

3.3.7. B — &R

fiE FHKObj I8 = 1 KE MK 52 = Kobgtf G AR (BUEKob) B KA — DU RELER . iR,
R 5 BT e g, i kobj_init QWAL G fKobj R H ¥idl;  HSLmTLLfE Hikobj_create() 43
BEXT S, F BENIEG IS G HIKobj R A% - kobj_init() 1 ml LIFHRECE — A SpT i K -

B Kobj (%5 5 A B % 5 A 225 F Z5KOBJ_FIELDS -

40
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WA

3.3.8. HARE

fif FIKobj i e Jm — Pt 2@ i AL A RO I R RTINS, BOZ5EEM e, m
HaERRE 6.

fian, g% Hfoo, Jiikybar, YRR
BEEME = -] FOO_BAR-(H&K [, -HESHI)
3.3.9. Ejg&tiE

Y —Flkobj_create O N FHFEM NS, AN XX 5 fkobj_delete() .  H—RAHFEWEH
B, AN 2R F kobj_class_free() .
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£ 4 F Jaill 7R %

iE .
Evan Sarmiento

<evms@cs.bu.edu>

FERZEUNIX® RS, f Frootid HRER - SX AN T2 fEks . R —DBHERE T — 1RG5+
froot, wiATLIZEMIAOIRREE RS FTE HIDIAE . 7EFreeBSDEL, A —LesysctlIfipss T root (AR, X
AL AT LURS 20t 2 38 R0 5 B DB B (R PR - X e 2 TN e, B — &5 7 —Fi{EFreeBSD
40 LUG AR iR I Z 2 TEE, iEjail(8) . Jailff— MBITEAE R SRR E— e &, A
KX RS X AR HEARMOE IR - BN,  — DRSS RR N RERIX Njail 2 SRR - INRESE
H—Leas RGO, R AREN T RNLE AR -

\2 ‘\\
@ EEE
B “dail” B EEE <N, s

Jaill B2 B — P B M e 2R . AfTAT LAZEjail s T & R AT REARIESS HI IR S5 8 #2/F, WApache ~ BIND
Flsendmaile XFE—K, BIEEHEHERS [jailfpyroot, XE&EEIEAMNFHEE L, MASEANRS
Fef o AN FERFall AR EEE GRAEE) o« WRARIEEFHE Bl fFam e ocr, REVURFEILEN
B—EWE, K&FLESys Admin Magazine, May 2001, (Securing FreeBSD using Jail) -

4.1. JailB R %458

Jall HFERAEA: FAPRER, BEtRaeille); BATENEHIail St RED: jail(2) RV XA
o FRFI P AR T el A% P ) SE IR -

4.1.1. B LR

Jailf FH P 2RSS £E /usr /src/usr . sbin/jail | H— P jail. A - X MEFEIXLESE. jail g
12, EN4%L, PR, SETRESITHGS .

4.1.1.1. BUBLEM

fEjail.crf, PR R SEIEME AR — D EELM R struct Jail JiARE R, XA RTYAI A B & E Jusr/
include/sys/jail.hz /1.

JallZEH g SR
/usr/include/sys/jail.h:

struct jail {

u_int32_t version;
char *path;
char *hostname;
u_int32_t ip_number;

}:

EAIRET L, %A% 2Jall @) BN SHFEX BAN R —T. FELE, Hardjail @firnr, Xk
SR RS TREIER A

/usr/src/usr.sbin/jail.c
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HERHI IR

4.1.1.2. M4

& 45jail @) MBS EHE — S RIPHIAL « SXRTEMLE LUy ljail Ry otttk . jail (8)RFIP kB33 A I 4 5 T I
Fr, FFREAI(Gail R BIpLsia i) -

B $inet_aton(3) “Rf¥E € HOF4F R R — M Interneti i, FRF AR ITE € A5 A 1A
d17 o inet_aton(3)i%E T4t fkin,  ZfEinh A2 Fntohl QA ENFHINF, B A jailshiy
AR ip_number B 5 -

4.1.1.3. N

B5, APSREFREHR . Bifdail 8 B8 T — MRNSRHR,  HFEHexecvO)IITHFIEERI &

I

IEQRBTIL, BREGailOBAM, SECREM I jail P PR LRI, AR IR, X LR RIS A
Hjall @@ ST58. B, HWITTHPEENGS . TEHIKFIGITIRIal EERZ LI .

4.1.2. MRBIAZRNRE

%

IMAEBATIR B S /usr/src/sys/kern/kern_jail.c.  7E5XHE X Tjail2Q)f 285 A « FEREsysctlIfi, 8
LT

4.1.2.1. sysctllil

frkern_jail.cH5E X T 40 Fsysctlifi:
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4 E-Jall?/\db

X Eesysctlii it B — A ER AT LU i &sysctl(®)i1a] « FEEEAN LA, X Lsysctlmif A bR . flan, bk
B —PsysctlIfi it &4 F 2 security.jail.set_hostname_allowed.

4.1.2.2.jail(2) R %A

BRI RS, RS JERjAlQ)TFEW N33, struct thread *tdffistruct jail args *uap.
td@E— PRI thread S AR FIFRET, 1ZTa% TR FjailQpEFE . XA L FICH, vapfga— 14
Tk, XAEEREE T — RN jail. cff kit R jail S5 A RIFEET - ZERT VA 25K
FFE, (RELE R — A Jai LM EHIE N SEUL %A REHH jail(2) .

TFuap->Jailn] LU T A B (& i ajail Q) pjail sitifh . 985, jail(2) i copyin(9)Rf jail it A 5 i 21
NEANFFZSE S . copyinO)FE=ASH: BEEHHAMAFERFEIRIHLE vap->Jail, FEAMNEF
ZRFEREWERI,  DERRIR/N - vap->Jailig m el S I EE R, R RTES
—jaillsEh iR H .

EallhﬂPﬁxT%H/\E%‘-E’J B A prison . Ll Aprison LAk FIAE NAZZS A o N IE A prisonZith {4

=
it
|x
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HERHI IR

W5, AGUAjail(2) )y —Pprisongi ik BE—HRAFE, FFAEjailFprisong§ia i 18 2 HI%E -

TH, BATRE RS HEN ARG Hjail attach(2), B TR HREEHITHRE -

XA ARG — AT DU T XA s AR AR A . BEHRRjail attach(2) 3 fi MM T £
o, BATEREHERE - LERELR -

FEFreeBSDAT, &30 A% AT I HZRAR 2 i g H threadZEF (AR A HY L i == N [ )
fprocsfifhy fAdtiik - YRATLIFE/usr/include/sys/proc. hii i Fl|threadffiprocE i A E L. flan, FEfE
ARGV T, ZHedSKPR B8 0 AR A thread 5 F (R TS, IEANRTE P UCAIAREE - tdprds A
fiythreadsEHi R FH A td_prochf SR —MEEF, X MEETE R tdFT R ARAE BT R AR fproc st fh . 25
FefRproctl & MR AT LARIR BT & A0S 7 (p_ucred) , HRRBTRIRHI(p_Limit) 454F . 7Eprocsbia ik
fiip_ucredi 51 FTHE ] Ajucred AR (R A E L, i87H — MRl prisonsfift iR E (cr_prison) «
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% 4 & Jall 7 R4t

frkern_jail.crp, pRERjail() LA ERIjid Y FH R %gjail_attach() . ffij5jail_attach()JEH K
#j(change_root ) LA ZE VAR B3R - # TR, jail attachORI@E—Fjucredssit &, JHLE BTh
HiRsprisonfE it (R EEERX Pucred S5 R f5, FRXPucred Mg fGERE FIAARE Lo IR, X
MR SBORA AR EE R . HEATLUE O BX S ucred S8 A N S E O AN Z B2 jailed OB, B
FHR E LR BA XA F P B @ F— el MY - FEjail i X5 Hh ok B BT A R A 00 A S 4E S AR 2 X
PAT Tl EANIERTHA Tl RGEA - 4— Tt execve g HUTE, TR MNE
ACHFR (ucred S5 R QKRB IR ZE BN, W E M STE — M LS ucredZE 14 {4 .

YRR AHRE X S R 8, RO A fork@)P R A crhold OYE H B (i FiE - Xk, RER
HIREERFE T TR EO Sy FIET HACHAE—8, AR R i M 25 -

4.2. 2RISR INEEFZ 7 RIPR S

HEBDIAZS, BRI NP AR - 85, XA AN . RIX R
PRt B RBOX L3R, A SR R ECRE BRI - ol :

4.2.1. SysViER2IEE(S(IPC)
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EET

System V FARENEME (PC) J&iEid VH B LHM . S ARBE A LIm EEHBEAEHEE, SRRzt
Oo RNV EREURE: msgetl(3) . msgget(3) - msgsnd(3) F1 msgrev(3) . FiE CERR|, —L sysctl T3
w LA jail T, HAF— & security.jail.sysvipc_allowed. 7ERZEERLGT L, X sysctl Wi
WO MRB TR, MEELKZE jail R . FRNPCEELE jail FRRRGHFERE AT LIS m ia 2R A EREE
SMERRET - THESBESHIRAE: HEMNH—MESRTEM -

/usr/src/sys/kern/sysv_msg.c:

« msgget(key, msgflg):msggetik [a] (AT HEQIE) — MHEMIATT, LURIR— MEHE TR ECH EHHTHERA
41

* msgctl(msgid, cmd, buf):@EidiX 1 eREL, — DIAER] DIE—EBMAFFRPIRE -
« msgsnd(msgid, msgp, msgsz, msgflg): msgsndjn] —PMHFELIE—SHEE. -
* msgrcv(msgid, msgp, msgsz, msgtyp, msgflg): FHARE A X R EFENH B -

FEIX LR O B R AR GT IR B e — D 3 AT

/usr/src/sys/kern/sysv_msg.c:
if (!jail_sysvipc_allowed && jailed(td->td_ucred))
return (ENOSYS);

55 RAGAA SRR Dhld — R R T HRERIFD . F5 8 AR BIRR A T Mgz,
IRT, RN BT R E S E#AERIRE, —BERIRIIEFEMRN . el FrfESE RS
VA& 5% : semget(2), semctl(2) Fisemop(2) «

/usr/src/sys/kern/sysv_sem.c:

* semctl(semid, num, cmd, ...):semctlX7E(5 5 E=PAFH H semidbRiAFI(E 5 EHUITcmdFE E HAm 2 -
+ semget(key, nsems, flag):semgetf . —M&f R TkeyH(55 244 -
S keyFflag 5 FE msgget () FIE XAHE,
* setop(semid, array, nops): semopiisemidiRiR KI(E 5 & 5L AL —4H FHarray FT 5 i HI#R(E -
System V IPC{# A& A AT DAL Z A7 o i REZ IR AT LRSS AT RE Stk 25 a] A4k 2805y DU R AR RS
BAEERGE N - XL RS RSS2 5 shmdt(2) .« shmat(2) « shmctl(2)Ffishmget(2)
/usr/src/sys/kern/sysv_shm.c:
+ shmctl(shmid, cmd, buf): shmct1f iR fhH = P 7 DX S il & F & L AR )
* shmget(key, size, flag):shmgetf 7 /4T size 17 f)dL =2 A7 XI5 -
* shmat(shmid, addr, flag):shmat’fshmidbRiR i3 = A 77 X TR IR 2 AR At ik 2 A]
* shmdt(addr): shmdt B 3 = A 77 X HEFEVR -
4.2.2. EEF

Jail DL —Fsik i) 77 2k Bisocket (2) R YA FH A R IR B BT WAL . T IRE—NERTRE T
&, EAefhEsysctlIf security.jail.socket_unixiproute_only R EHi% B N1 . WIERWIE N1, EREFE
AP B BEFE XL E:  PF_LOCAL, PF_INET, PF_ROUTE . 75|, socket(2)¥<iR [E] Hi4E: .

/usr/src/sys/kern/uipc_socket.c:
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% 4 & Jall 7 R4t

4.2.3. Berkeley &g 28

Berkeley 1 JEZHR M | — DS WHTERR, HHEEFAIRMERZEMED . BEBPEE TR AT LI R ZE
PR3 Fh £ 23 5 devfs(8) e 2l

4.2.4. MLEHMY

MZE Y TCP, UDP, IPFIICMPARH AL o IPFIICMPANF R —ThURIR: H R, MHRJZ . HZEnamiiix
BN, BRSPS E S| — M O E . namig — 5[] sockaddr 5 F (R ) TR
Bt HESARTTLISRE RS Mtk . — DN EERYIE . sockaddr “R—/MEMT, A T bk BURRIRFF AL
MR . ERREin_pcbbind_setup()fisinjg—f5 A sockaddr_infEHy (R HITEEN, X EEMEEE TE
?%?EILL{@%IS%E‘JE#D b KBRS PR . XZELL T AEjail P AR TR ENE TX AR TR T
JailfjIPHiL A -
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X RGE

VR VFABRIIE e £ iprison_ip O 4 - prison_ipOF =S8, —MERS () RIEFTEE (Fcreds®
R, PRSI IPHLE . XX PMIPHHENE TIX Maillf, kAL BULRE0. IR M E R
), sk, AR IPHBRERA SRR TixX N dail,  BRASE R AKX A4S W45 kS8 E Tl -

4.25. YR %

MRELRH AT, HIERailEH root, R Al B SR ECCER, 0 R
Be . RN . RS b
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55 5 = SYSINITHEZS

iE .

SYSINITZ — i@ FH R FIHET 5 2 AU THLHIRIRESE . FreeBSD H fij i Fl & Rt AT WAL HIBNASHILA 1L «
SYSINIT{§{5FreeBSD N %7 RETA] AIE N EUBLRBAS IN SR e il e - S0 - MHIBR - 8Rie, oX
B, NEAITBR N B B AL BB — SR FFOia it ZHEREZEHRRIFAL . I MERBEEN
AR (IAERRONKLDE] LS NN R i - B8 . SIS AR IS, ERERGUBITRINE . X&
BB AZEERERS (kernel linker)fl “BEIERREE 4 (linker set) SEALAY -

5.1. K&

B a4 & (Linker Set)
—HEERE TR o IXF T VR EE R IR SO R RS FE B OB IR B — T AR Sk AR ORE T -

5.2. SYSINITIR{E

SYSINITEAKFERERE ZRBOR A RS MEF IR Z A A RER S8 s FFEENTHR — MR AR SRR s
BRo XFRBERTTIEWR Y CHEREERSE A (linker set) . SYSINIT{#FH M HEHERR 06 & LALES 0 N EUIR 42
&, BEENEESR ERREAT - RE — DRI R R EETEE -

SYSINITH FE P AL S AR iR eREHE LUEHIAT - S —RAICSERARRE T REHPRIR, 45 HISYSINITSp

BIPIT T AR REII 2RI, € XAE<sys/kernel.h>FIf M2 sysinit_sub_idpA] . 58 “RALSEPHRIA
FETRABHTTRNTY, € X AE<sys/kernel.h>Hifjf{ %5 sysinit_elem_order[ .

AR 2T ZAEFSYSINIT:  RGEDENEERINERT, RO s AR E 2 - % T RE0E
HAERGUABIB FFHSYSINIT - 7€ SR AW (L EELE TS « Bilan, SRR 7RGV —PSYSINIT 5 S
BORATIE BT AT R LS - RS WEh IR P RO D B SYSINITO), X Ek4iHy BRI B3k
# N {#F DRIVER_MODULEC) Vil F H) R B ST TSt i A7 A, AARAFAE, FE T @ IwIia L - X — AR5
e, 2M—ERITHINENER, REFHSYSINITOARL « X TAR &M — i RS &, M
JDEV_MODULE() -

5.3. {EASYSINIT

5.3.1. 10
5.3.1.1. 3304

<sys/kernel.h>

53.1.2. &

SYSINIT(uniquifier, subsystem, order, func, ident)
SYSUNINIT(uniquifier, subsystem, order, func, ident)

5.3.2. B5f

FESYSINITOZESYSINITEZHERE & #EL— P SYSINITER I, LLESYSINITAE R 5T /A shal R in s i HE
F HHUTEARRE . SYSINITOHF —15#uniquifier, SYSINITH'ERAMREIEDL, BEE2TFRENMF
B TRETENFS - FRHRE - (LA REETE - FrEEREWITE — MEZTREH 23 -



Hre

5 5.1. sysinetO 45 1

F &, SI_SUB_FOOFSI_ORDER_FOO [/ 4435HI4F b EIHRE| M 2 sysinit_sub_idF] sysinit_elem_order
W BERT MR B AT, ] LUK B ORI B MM B L2 e AR DU &R
FR A BASYSINITRIHATINT - BUR B For Ml T — 75 ZER I ZEAE N2 S5O EE IS YSINIT Z B H T 19
SYSINIT o

151 5.2. Y EEsvsrro I 15

5.3.3. #7143
FESYSUNINITO)FFT R S SYSINITOMIARY | FUR T BRI i 2 SYSINIT T AR 4

] 5.3. sysuninTO) FA 5]
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Chris Costello 0 Robert Watson.
BiE .

6.1. MAC X HhRIX = RA

SR RAEJy DARPA CHATS 57111 f—%R4), AfitERT Security Research Division of Network Associates
/A F]Safeport Network Services and Network Associates Laboratories f#jChris Costelloffc#f2 DARPA/SPAWAR 4 [7]
N66001-01-C-8035 (“CBOSS”) , -}y FreeBSD Ifi H 4w 5 1] -

Redistribution and use in source (SGML DocBook) and 'compiled' forms (SGML, HTML, PDF, PostScript, RTF and so
forth) with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

ER:S

A THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS ASSOCIATES TECHNOLOGY, INC
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL NETWORKS ASSOCIATES TECHNOLOGY,
INC BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

c ER:
APV ANERARE TSRS %, AMERHIR R TEMKSE - Wn5%3UR
SCEHIA, MBSO -

FEi R R I AT PERRIIR T, AP R4 % SLURICHG (SGML DocBook) & “4#i%” (SGML, HTML, PDF,
PostScript, RTF &) it B R IEEUTE R

L. 1893 &R (SGML DocBook) .U ANIMEE HIPR B _EIRRRALE 7R « ARSHE AN R IR FAL 1 E A%
ERIEHE T17 -

2. A REFITER @& T DID. PDE. PostScript. RTF BiEHETER), UHE FRBAE R . &
FHE RN T RFABEHE S 5 & m— RS, DIERE TR .



UNEL

ER:

A A% CRS Y NETWORKS ASSOCIATES TECHNOLOGY, INC S PR 4t #8248 FE7EI R
ARBALMIPRER R R, AR EARTX R LEHNE - SR B BrE )
(R . AEfIEIL R, NETWORKS ASSOCIATES TECHNOLOGY, INC #5434 A ff] E 3% -
Al MBI HFER . IR, BLLRENRIR (B EARTEUH M EURSS IR
W~ (EH - BEEeR R R EE L) M5, TR S EH MR A TRE
W), TR AR AU G MR AP £ 3L - A SR RER
TR (BAEHRAEIEE) FH), B C# S m A %Ik A aT REdt -

6.2. RiEMEMNT

FreeBSD LI— /A% 429 RMEHES(TrustedBSD MAC HEZR) f775X, S TOmbilin 4= mIskmg (R <&
PRI ) SRERIETE SRR - MAC HEZRE— MBIV RIEEHINESR, VPRI 2 25K 87
TEHBRR A A% - 2 2 SR T LIFSBE A AL AT LU 725 | SR InE:, B2 s iTsh B . MRt
RIPREIL IR O (ERIB 1T E LR 2 RIS RER FEN RGO SR % 2 BT IIPRC S — RS HBRAE -
MAC HEZRIOFEAE, fAIL T X SR EAE SR BIR R A SE I, AT S P 137 20 2 SRS AR O T A XE S

AREFLRE 4 MAC SEREHESR, 9B R At— 1 R Bl A MAC SRR ASEERSTH -

6.3. i

TrustedBSD MAC HEZRFZ AL RVFAEE BIBAT BN ARIRAE AR S 1R BB AT, X6 PR A Uy R 42 )
BEGAITY R . BT ARR L 2N — D ARSI PR B Nt IR ARG R FES 1
ZRFMBIR, MENRREE R UEMIER T AEE . N TR T 2EMAIT &, MAC [ L5
T RER T RERIREERMIE, R, Wk RIEE AR . BT RN R BICHI ST - %
SCRF B RSB B -

AREFRAIEEA DR A MAC SEREEME T TIEREAEM P2, WA LUIRRE T % MAC #2202 40 fif
SCRERT NS [P I AT PR SRS AR IT 2 N LT -

6.4. T HIEE RN

SRS (RIFR MAC) | AR HIHERIE RGUSRM] SEHE A —HE FH - AU R SR . AESELE Bl T,
SR D7 R B SRS AT RE & 5 HEVi R (AR DAC) FrRMMIGRIFRIE A LR, EEZMREEE
B 5H PO BESRBUR P B ESR HE SCRr 0 - AEFRSERY UNIX RGerh,  DAC {RIPHEBE (45 SO U5 AR
ViR g T MAC R REEHIFIS K< . BIERGOAT EM L 2HLHIBT S GO 2 42 i 1
MAC ZaRIIE T ALREA, i, ZREE QL) HUFMEREE, Biva STEMEMRE, ETHENY
AP RS (RBAC) |, JANZY R SR (DTE), LA T FR MG (TE) - 2 & SRIR AT UL FRIR B Iy 22 2
B BPMRIIRE— RIS Z2MRARE, XEREaRE, AP h . AEfTaEmER, U
Fot g atnic (FRAFRIZS IR E T/ e B ) -

TrustedBSD MAC HEZEFFF 2 (AN SRIEAER A SCRF, ANOUA] DU SEE] IR FTE SEms SR REF T2 B HA
MACHZ2BEE@, HPMAD. X REES) REMNAR L 2R . s, EEERER
TRRAE DT R AT T BT S iR B R TG EAN B, BrRIMAC FEZR[RIRE AT IR SE e 2 H EX 2%
i .
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6.5. MAC EZERIAIZIR R 4514

TrustedBSD MAC HEZE A R ZE A1 M3 HIOR IR B AGE I, AR F BT AT 2R S Y B R 5T
FRSEHE I A REE o AR RGP RIS NS T 210 5KEE, MAC REZRRF 7 TTR & SRBS AR AN R LL—FF (3
MIEE L) BERXWATRES, FEREERRE-

6.5.1. RiZTH

MAC HEZE R 91| NZ T & AR

© MEZRE O

© HESRBEE

© SRERTE M

© NS REY Rt 2Rn

© SREE N O R EIZE A3 E

© bRdEHEEE

© ARSI O iR £ AP

© SRESREI N O R EL AP

o ANDRESEEL (ELF5 SRmS AR dn B A 2 - PRiC By s mRe & =85 57)

© EHEEIR T RMC R RS

« B Hrmac_syscall() RGiHH

DL MAC fSRRE I R TE =SB A 25 P22 4 SR

6.5.2. {EREIEEN

%f TrustedBSD MAC HEZR 1T B & B A /7 =UE =Rl sysctl 7 R4% « ilid loader Fi e, 804 T H RS
.

ZHRIENT, SFE—PARNEERMAREE  sysctl B loader  ZEEHTFRMFN), &
WIREEAN], ARSI R RS T, e, DR AES PN T AR TREES BEE. B
Sh, WRANGFER LR SR MAC R, NARRYECE T RS URESPRIC 8 B B AR
Ul JEF ANEWEL S MBS EANFE T RS LIREAR KBS HOREMES], HXMTER
TERT RETETE TGRS o QR SR A B B SRS St 6 2 I AR SR L e Y BR G DU 7 =4 o PR St
TR, X MO ERZE AL A, RE AT CRIE SRS ISR A D BE — Bt

SHANER R, ARGUE G AT LUE T R RO RE T ARSI H AR RS0 O, fL1F boot loader 25
B, OWRBSERATINE S E SRR, RSB AT IZE NS BN SRS SRR RGO HN . EE
BRAEAATAERE R, HCAnPE E AR A EN AR «

6.5.3. RESURNAKRER D

FEIEATHY  RGUH IR RN G2 & AT REA AL A0 ML, SRTIIN SRS A\ H s B (E PR B AR R TR, B

b, HE-PAORIUESERR, REFERMATENFRDYUHREEXHZ RIS E S #E,
R = BTG BRI SRS SR B NS E M b R AR - s A RS RS AT LU R X — 5 — B
ENANOREHORAN, WEEMNESENL, e — P AN BB RE, TGO ERE DL BE
THEESHE, WREAENIE, ESRRERL IS SRR EER B EERE, KRB PaE \BEIR, B2
RS EE R RN . WTEHEASH— D EFBIRY, RS — D AREZE (T HEEER K
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WS SERAAT BRI EROREIREAD) - SRALXMPE DRI —DEVERR, R —DRISEERNET, RvFik
EMRAESR, N SR L -

N TP TRV RERS ARG, BOrERA T AFMUILIEE . EAP e, SRRz a#
HA USRI IR AL RGUEAT Z RIS A RESNSE BRI RN B, HERA AT
B, EERRENO, WMRRLR RS #HEEI0 - A— MIRA SR, BEH— iR IEAEE
PP An s F SR S BE AT B, LRSS P R X SRS B 2R ) B P 2 AT R 2 R -

B2 MAC HEZEAN AR VFAE R LS N R A2 NP ZE, B DURREGE R E B AORERR S - HOm, InsetEn s emT
AE2 S P HEZR 25 PRI T A PEL ZE A = 4K A — B[]

6.5.4. ixicES

MAC  HEZRL TN B 1 SR 10 % 2 B IEPMC A RE VI RIBR IR R - FIIAMETE, FIRESE %4
BHAMCHIA—EIR]: B, (EAREBEIEMCFFEE, NESAS ATRERIR R E A7 H];
F, MAC HEZR IS AT AR, Bl fo v 2 AR RIS FEREZR NPT « GBS, MAC HEZRAEH
WX SR L E RN R ZILHRRIZE LHE  MAC Z&fRic. fan, EEF LK
MAC fRiCH R MERTERFRBRT - KUK, T2 E2PHErIH A TR B 2 50 2 FrEx Rt T
ROFREE L LR, flin, FERT 2N FREF S ZEERSH h HA N A — 2 S 2 5
B - MAC  FEZRFESIH— DINAZRT G, R X U7 Rzt G b PR 7 2 2 BT I
e RESREREE LT X EFEPE BN ENTAT REZ BRABIX 22 2 Rie Fr REt AT i ] 28
B 267, anAEE A O EREUE A RIS ESR R N EME IR RS M, AL R NER, HAgsE
PGSR N EPRIC IR -

6.5.5. FKEZE)FIRIFL 5H K

FreeBSD A#ZE— 1 Alie SXAN, B, (ERAE—FR 0 SIS RER t  UE AT B AR, i,
FETT % RSR[5 2 A N AR RE AT LATRI RS SE A R BN 1 BRSO AR - A SR SR AR R {5 T
BB AINARE, B2 0T EAE KA TR X FP RE, BIRERIR N A2 MR 2B
BEA—HENCIRE, AT P A AU SRIRERE - Dbt SRERATLIfEH  FreeBSD I fY[F|
JRE, EREEAFE BEIRD . REDRATEES R . ShXLERPFEENEHLIEE, HESHIEEMN
e B, REFIERNZ EBURR, 7, 7EIERENRAIA D o8 Ez AN E 6 R BRI BR R

Dl G I AR BB BGE BRI BB, SRS R AR A N T RS RT, E BRI AR SRS
NERFIERE - SXPEMEIEE SRR, 2R LB RIS, SRS AR BB S RN T
MTERIE T X 2B (AN 2 S8 T LB FIRELIE AL S .

6.5.6. SRASEA

N TICFKARMEA RIS E S, MAC FERYEF P M EER: — MERSEERF— T ehBRER . WIHER
HIEEE BRI ERE AR, LR SSEEREBIMER 7 — 1 5 EC IR SR AT AR HaE
MAC HEZR SIS B N BER BN BT, 2RISR Zafnd SYSINIT VAR — INEMeREG AR A, S5—1
TR IR, SYSINIT th 2 — MEMMREL . EHBE MIEIL L —N, EfEREA R0 —
DRBSERBOIN L X, B8 RGBSR S AREM EIEASRRRTRE (FIan, SREEERTTZX ALK G
PIFRCTI AT BEIRAN R ), BOE HAASRIE BT R A AR (F LE SIS Bk HBEAE R S5 S Z BN
) o KR, WR—ADERPIRC AT B, SRR ERE R & R

6.5.7. N[O &

NZARSS 5 MAC REZR 7 M TR EAA MR E: —&, WRARSS MM — RS APLIER] MAC fE2R & 2 H if
Wik o, WHREARSS T MAC HEZRFRME—MRIR 2 &% R R TL R & 2L BURE W IITEE - FRid
TEEFH MAC HEZREZMPMCE B O BT, HH, AZEEMARN RN T RSB,
AT LA YE MAC HEZR (A SRS LR EZMEATIC AR SS - Bildn, 7EdtfE . ARG ER . BT HiE - Mouf « [
i 1P EAKSIMEAN S G AR SRR BHRES BB TR L 2L iTEE . BN, HFHEEM
HEZ R Z RN, NRARFSHE S A MACHESR, DUER RIS HORARYEEL B CRObRE (AT LLEERT 77
FELZEMMCPIETE) EEXERE . BREWLZSMRPRBARFE BNV REHRE, B
PRI — AR R R, i, ERT AR G LA - TR 2 AR -
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6.5.8. FKIZES

WNER PR A RIS T 21 SR ASER, X LUK A SR 2 R HHEZR A — > B BB B R T AL

B, RHEARSER. HEl, BETEEmEE, HHUE SRR ERFORFAER A &
RESE - TR AR E ) H S AT RE AR (R - VIR « B RN RAGFAEESE) |
T B — T e NE A SRR B RR S 8RB iR H— MEN BB EIER . —RIBIT,
5 “UiRgdads AL, REMEETERE ERN AL o REAFRNEIE LRIES RS REE R
SHett, ERRERERY, TS LHRRESRU, FXNMFm. fiim, fRNERAET
KRBT IEXN 2D L2 REHTHE -

6.5.9. fRiCsZH5

SETRELN GIMNZEIICHITT FERTR—E, MAC  REZR9 AR A A et T —4EAT
EHEMILRIMCIARGAA - WHPMCRRE, partitionbRiRAF - JLEMEIRIC - EEBMEIRC - X[H]
(AEEHRA) - . MEMiL. KRR WEEERE, MCRIEESERATEREREIREIRTT K,
T [ s SRS AL ER BEAS 52 42 P 57 3 52 SCRIE T 506 SO SREX TR B0V 3L . FL P AR P fe it —#a =i
ETFAEIRIC, HREATRNRRERN TR ENA S SOFRERIMEROR - RFE, MAEFAT
LAER ZEIRCILE -

NP EIRTC SE B A AR R slab MR struct labeLEHREEMI - ZE5H 2 — DEIE KIERIRH, B
TLEEH > void * FREFMI—> long BB G245 - FIBHRIC A E A RIS ERAE ] MAC JESH, RE¢
SBL— “stot” {H, {ENHERD B H M RIARC TR AR ML A ERS] - T
e )77 25 [ A0 3 SO 52 4 FZ SRS SR i . MAC REZR [ SRBR R B 1 T — RF 0 R B T3 A%
R AR SRR AT ES], B, WREWIRIL - RCEISRE/ BRI SR o (XL
O, ATCUSEELEN T P BF A AR - MACHEZR S U228 A\ 1 B AR A — DR AR R TR AT — 198
[FHZA ZPRCHITEEE, I, SEIRERIREENS By AR M TR RENERGER «  HE— R shatt
REEEIREEH, TEREPMERITEEH LR RS ER T BT 5 - 45 1) MACHEZRSEE AT RE R X Lt 472
.

PIIEHA D R EGEFH — MEIRVR SO, AR — DA CRIER B A SREIR SR, IR R,
MFTRES RMGRE, FHERBEEHIIMC D ECRE IEN SO EERE) « BN, WREMLSE LAEH
W B A e vFRERR BB B R R — D EFRBL MATRE LI MBS . BEEIEEAE PR MAEEEE
(Mbufs) ELEFFRCHIERERICICR, SR EE B ©xf Mbuf FEATFRMEAIE K ] MAC HEZR{HH 51
. BHASIREE AR G P SR I BRIC B SRS R AL FRAR AT IR A s B B O Rl v A, X
AL KIS AN B EAE A AE SO TTIEAE W AR PR ] F SRS A AR SC R BSOIE AT A0 3] - MAC HEZR [] SRS £
iE, WEBIIEILEIPRE slot BOE90EE NULL, SEEE AT LUE R EBIRIIIGLHIPME .  FREERM
5, BN Mbuf SRCHIFE IR SRR, B EPME R Sh SN ERmS L nl G 77 2 4L # Mbuf
F{E 7y NULL FIFRICFRES -

RTFIFRFRRPRL, MAC HEZRAESUHF T R IR N H D BLR A . HEARE, § RBIEMET
LRI ZE S5 BRVERUBH T ARIEN vnode |2 2FRIEHIE & BT RIER — 20 — — BT, 2451E g UFS2 30if
RYUCHF - N T SR RS ARG G (RIS SUFERGNR—MRE) | RGeS & AT ek
fER— (8EET) §RBMR . ATREMEE, vnode HUELH A —MRC (v_label) 5By, FfERA
FMCEZR Y  vnode LERSLEILES, SKEE AT LR ESR AR, FFAEFREM N HIITE - ik,
AOAERUOAT VI FIERIGER, TSR ERT B -

EE

@ B, R—MEARIC A RV ASEE, MESOZER 5, FURES slot 178
B AGIEWER, B S 30T MACHEZER FRic 5B E1 3 — EEIRIERE ™8 IR
il -
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6.5.10. X R A IRHA

MAC  fEZR[EM AR T —HAGAM: HEHRESEAT m T E MBS TR ir e ERIN A
AP HECHF -

XEFRCEE ARG, B2 — MIRCRSHY, struct mac, {ENBIASE. X PEMRIERE— DR
H, HPgPITREE T —PMHNA MAC FRicE . B PITRXEWE AN : — NP sEaT, fIH
REBLEE - B KBS LA RS E M — MEERITLR AT, Xk, RFE, Hia RS T M EEM
SERITEREMER— BT . SRIRBOIRE AL AL, ENZAMC AN P IR hRiC Z AV ER i
MITAE, SXMSEER AL TARE T RIE L LM EE RGN - D EEASTHAE R BN N E R AR, X
Lo SR R BT USRI N A BB IR AL BRI RE, ITTRIAL T P AR P 0 bRic B B AR -

FI il f¥JFreeBSD AZFE{HE T 51 MAC M5 RS

* mac_get_proc() H T &) 4 FFRER L 2R -

« mac_set_proc() I FiFREZ A HI R L 2 Pric -

+ mac_get_fdO) T EMWHCIFRAFIIGI AN G (30U By . BEUHESE) MZeimc.

+ mac_get_file() FTFEIH I R BEZFTHIR AN A2 2RIE -

« mac_set_fd() AT IERELHTHHAFTATSIFAN G ( 30 BT . BEXHFES) NZ2en
ide

+ mac_set_file() FHTIEKMEE 31 R A BRAZ T IR N G FIZ2 AT -

» mac_syscall() I B AGUAM . RISERIRGEW A NME A TIR AR IR T R RSN, H
FRZHEE: AR T . BIER SR BOZ RIS N S -

* mac_get_pid() T EIBHMRESEEN A — MR Z 2L -

* mac_get_link() 5 mac_get_file() ThfEMHF], FU&HBESHAIRJE —TUONT S HEERT, & RHREZ
FSHRNZEMIC, TEERFREREIEHFHZ 2R -

+ mac_set_link() 5 mac_set_file() IEEME, REYBESHHIREG T AT SHEEN, iE¥EE%
FEHENZEIME, MEE R EE U2 arid .

+ mac_execve() 5 execve() HRERML, FURHIFE L AT I S BT — DR FPIT ARYEE NANERSEL &%
BEPUTHRNZEINE . BT HIT— T S BRI R Z 20 EE R i .

* mac_get_peer(), it —PERTFIRTENLIN, HTER—MZEERTHFELERNLZ2IRC -

BT FRAZERZ AN, AT LR T STOCSIGMAC Ff] STOCSIFMAC [ 4843 [ f ioct] 2% 2 25 8 F SR 25 s &
MR 2442 OO Z2 2 FRid -

6.6. MACRESIRIRIN R 451

TSR] UL B AR, AT AR IR, RSB SRS B TN SR BB 4
D, - BEHE T — AT A TS R . BTN, PR B SR L R pf
BIRAE, 3 BAEL TR BN RISV RIS . /MBI & F AU 5

¢ AT R E S

SRR RS H S S

o Al SRERA A EHAEAEROSEEL, Hotn, SRER TR L AEES
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o« AN XFFTIENAENT R Z EPRCHE TR - 4P AT EHER N SRR

© ADGE: XFFTIEt G FE AR AT W LU B O R A RE R SR
o SRMGAR ST IR R O R A SEER

© XPSRMEARAS ~ BEER A F eR EURN SRS A 1) P B

6.6.1. RE&EH

SRMEARER AT LU MAC_POLICY_SET() ZZAFE Bl o ZZRSEMLL N TAE: MZSEmganss (17 REUH % RIg IR
B AT RACTRES E A MAC ACREm &L,  HmRERS ) ZsRi B RS i Ebn & 6n, IR
I MAC HEZRHE LISKRS BT R 077 SO0 HofE T30, 38N, S AT RETE SRAEZE o SRS 2 BLFRTIRAS slot {H -

static struct mac_policy_ops mac_policy ops =
{
.mpo_destroy = mac_policy_destroy,
.mpo_init = mac_policy init,
.mpo_init_bpfdesc_label = mac_policy init_bpfdesc_label,
.mpo_init_cred_label = mac_policy_init_label,
7% ooo Y
.mpo_check_vnode_setutimes = mac_policy check_vnode_setutimes,
.mpo_check_vnode_stat = mac_policy_check_vnode_stat,
.mpo_check_vnode_write = mac_policy_check_vnode_write,
iF

WLFTR, MAC SRS D BREUA &, mac_policy_ops,  RESRESIEER A E AN REMBUER BT E A
Mot . ERMEN CADRHSE Nd, RREEFTHA O REIRemR MR R R e IE .
SHEEPEMAERAA D REEMW T .mpo_destroyHl.mpo_inite  ZHFA GBS FESMEZLIEFHRIE A T)
B, .mpo_initREBAN, MEEMEIANDRECARER MR - XRMFIRIBOTERR AL SREE C
MR EE, TR R ECAIWTIA LRI, LA R ER BB TR 1L - E— SRS ARIRE, R
F .mpo_destroy FISRABEHEME 7 HL i P 77 25 (R B B BB ROB . H BT, o8 T B H A O ek S R 3
. A EAR DA DR IRE MAC SRESSERIVE B I XMIRGERFGIIOT,  E5IFR,
SRS AL AT R P A DASBE S T _E B e R AR AL AT 8

Z I LATA SR SR AR AL 38, RO T REMBME— PRl R, DUERENTROR MO 3R - (R A =
WIFATEREN BT - ERISINBAEER, RO TBTNELTRERNZAEEREMF - 75, 3
] F A R R RS E R 2 B S % T AT & .

6.6.2. RIBIRE

FEFE IR RS S RO OTLH], VPRI BIRAEEO RIS, 5t B SRR MACHEZRSR (Ui B
HEl, CaEXHEHE =1

MPC_LOADTIME_FLAG_UNLOADOK
FORIZLRRG AR AT LABEN R - AARRIRMZAIRE, MR LRI IE LA B . AL 22 hRic
HPRE, T XANGEAEIZ TR RO RS HYBER AT fE 2 S B -

MPC_LOADTIME_FLAG_NOTLATE
FORNLRI R A R 5 | S R AT INBAWIIAIL - WRIZAREROXE, LERTEISRZ)E
TEMHZAREESCRE . MAC FEZEFIEYS . FRLEHREON LRI RGN R AT Z 2 C et TIE,
T X AREALEE & H RPIEFRI A L 2 2R AN S RIS R AT RE 2 R B -

MPC_LOADTIME_FLAG_LABELMBUFS
FORZSRIGIR SRy Mbuf fEEZ RN, B N EIME TR AN 17 25 (8] S 2 S A 40 BL A A -
BRETEILT, MACHEZRIE A2y Mbuf S EEFMCHERE, BRIE RS IEM RIS p = DE — DB T
IR o X FPEUATERCE SRR AR Z0T Mbuf IFRERT, EEHURTT T RAGMBIERE . AL, FEFLESF
GREAEE N, AT LB %OE A%, MAC_ALWAYS_LABEL_MBUF, 5| MAC HEZE S Mbuf {7 2 FRiE AL
et TS LR PRSI E -
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‘\ A) i:‘
Eil FER
AR T MPC_LOADTIME_FLAG_LABELMBUFS FrEEREIEE

MPC_LOADTIME_FLAG_NOTLATE #75H]  SREE AL AERS [E it A0 BRIE T A I R AT A
WIfE NULL ) Mbuf Z22FREfRE . SXREIATLESE S ECARC i R LB T
Mbuf 76— PFEE Mbuf Z& Pl (RIS 5, HL2PCiiEs-HIRh
2o WMAEIRAE RS T RAGIERZ AT gonE (A0, 2SR AR SR mEn) | A
P i Mbuf BFRC A4 B4 BL st AT LA B RIEE -

6.6.3. TRASA K%L

MAC HEZLVEM SIS R (U RPRTU RN O eR AL SRR E A O R, AT AN 575 B
FRAEAE, WRiatt - QUEMBEER, MIADREG AR U [P 2 H RS AR O 6
1 DUEATEENSZ2VMCREAA DR . b, 88— mac_syscall() AHBREL, BRI
HATFENEAFOAGTHAREER T, TRAED .

FESEIR IR E N GBR T DA RAESANFFEAN DR, WS RBE R HZS,  EROZAFN
TR NSRS - WA SEADREZ NROZR AR IR T 580, EEIE U RIAEMGT Gt
FInEEAE, DRSS EILOe gett . Mk, BFOANZERE, BREEEBELT, #AADRE
ZlE, BAaL T8, ALEetiRx R EEZeE,  BEXHFARRIEN T ER (8
SEARGMEZ2RE) HWEREEM . MEMLEBEE, 7S MAC HEZRA O R EUTIAE 2 30 -
TREE N O RREIE A9 BIFE 05 AR S FIH L 2 PMC TR EHE A RIS IR . XFE—2R, RIHSREE H-ANB
X RNEREN, WEEETIMC/EHIERIRE . HEHFREERX DR Z4F15h: MACHEZE S Bk a1
BRI ER S TR E RS Y -

6.7. MACREEAORHSE

6.7.1. IBEBERA O R

6.7.1.1. mpo_init

void mpo_init(conf);

struct mac_policy_conf *conf;

=

boAE

< AR H

SRESINECEE I . M RTEARIER A RN EER EAVE R8It dRREIRAY, X AR T RS At ATE
Ho QR EARSOIR I BT AT AEE AR AR PE 28 A0 A8 0 BCHRAE, 7T DLREEA T80 — > S p AR
SYSINIT() it 2 4 Faff AT

6.7.1.2. mpo_destroy

void mpo_destroy(conf);
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struct mac_policy_conf *conf;

o

boAE

< AR

KIS INB M . DAFHRIREER LR, RTHEEETF-
6.7.1.3. mpo_syscall

int mpo_syscall(td, call, arg);

struct thread *td;

int call;
void *arg;

HE B

“JL

E

45
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iy
i
Bt

A D REER BRI S R RSO, XSRS AN 200y B ] F P AR R A0 — BRSO MR S5 T A
THMRGEN - BT FPIR U RO SRIE AT 4 7R e 1R (L EL BT HE AR S5 RS RE SRS, BT 28Rl
AN DR B ORI SRS - M SCHURTARSS Y, % 2R A L Bl IS MAC HEZRIE FAH L A7
RS EYLE . T3, Ba— DRSS T RMBUNE S IIRE, A4 EROZIA AR R HE 5 UiR
HIRE, LIS MAC HEZR A M A0 H At SRS ARG 2 «
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AR AR B A T BT copyin ()% DL AR ST FH AR -

6.7.1.4. mpo_thread_userret
void mpo_thread_userret(td);

struct thread *td;

o & e

%

(=

FEFHZA L AL, SEMREEREERS AL AR R [ F P S (] (RGTRALRE - FHOREISESE) 2T MACHE K
AFETAE . EADISAREIRCA RIS R ZEHZA D RE, FAELHEAGRAREREY, HFAREER
I ZIERHE BRI SIR); ARAPRMEATREROR ARG R - FHAE SEiC R HAbEdE - A%
ANHEEL, XHREEIREEREE 7] REPEFAE p_label izt — P RE HRediHI R 2R, %
B AR I TOF_ASTPENDING R A AIERELR fIPS_MACPENDMET AL, SR ARG JEE— X} userret A pRALH)
VA < EIZ A DR, SR AT DIAEAR NS (] B [R5 B R S B E R A - SRR GRAE A TR
%, TEERIESHEE D AST HRAEFIITIRE, FRBETE AST ATREIRE 2%, T HAME 2 AR
FHRE PSS AT RELEN -

6.7.2. 1#1EFRIC
6.7.2.1. mpo_init_bpfdesc_label
void mpo_init_bpfdesc_label(label);

struct label *label;

B
i

Hbel
W
N,
H
i}
Hr
L
id

H—FE G LR bpfdesc (BPF f#iid ) #IMGMARIC - AT LAREAR -
6.7.2.2. mpo_init_cred_label

void mpo_init_cred_label(label);
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struct label *label;

B
i

Kbel
3
W)
Ih
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)
4ii
bR
it

A= DHNE LG E BRI IPRIE - 7T LUREERR -

6.7.2.3. mpo_init_devfsdirent_label
void mpo_init_devfsdirent_label(label);

struct label *label;

B
i

Hbel
e
N
H
0
il
4
ig

A—AFRE SR devEs  RIFHIIAMLFRIC o 7T LAEHR -

6.7.2.4. mpo_init_ifnet_label
void mpo_init_ifnet_label(label);

struct label *label;

B
i

¥bel
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il
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= DHE LG AR L& O RIR LARIC « AT DABERR -
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6.7.2.5. mpo_init_ipq_label
void mpo_init_ipqg_label(label, flag);

struct label *label;
int flag;
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e
fikag
iR/
S
fitk
AR

malloc(9);
=

i
1

B

H—DENEEFILE P 5 7 BEAS IR HUARIC - HA A flaghi(] FEIM_WAITOK E{M_NOWAITZ —, H]
S BE R HI I L YR A T Ry malloc(9) Tk A REHR - 1P 43 F ELHRAS M5 BsR el R AE AT PERER 4%
FORMPAE N REATHY, R SEERACRD ) ot i S RTINS (] AR« 1P 93 Fr B 2HPAS 7 HE R VBRI
I L3R H R R IUGR [ -

6.7.2.6. mpo_init_mbuf_label
void mpo_init_mbuf_label(flag, label);

int flag;
struct label *label;

B
i

fiag
iR/
S
fiE

A%
malloc(9);

E A=W

50


https://www.FreeBSD.org/cgi/man.cgi?query=malloc&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=malloc&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=malloc&sektion=9&manpath=freebsd-release-ports

5 6 2 TrustedBSD MAC HEZE

R
i

A—DEEEGILR)  mbuf  EHREAER (mbuf) HHAMLFMCE.  HA#flagh(E n] REHM_WAITOKA]
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6.7.2.7. mpo_init_mount_label
void mpo_init_mount_label(mntlabel, fslabel);

struct label *mntlabel;
struct label *fslabel;
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6.7.2.8. mpo_init_mount_fs_label
void mpo_init_mount_fs_label(label);

struct label *label;
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6.7.2.9. mpo_init_pipe_label
void mpo_init_pipe_label(label);

struct label*label;

i
R
ic

F— RIS BB B2 2 FRic - A] DARERR -
6.7.2.10. mpo_init_socket_label
void mpo_init_socket_label(label, flag);

struct label *label;
int flag;
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6.7.2.11. mpo_init_socket_peer_label
void mpo_init_socket_peer_label(label, flag);

struct label *label;
int flag;
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6.7.2.12. mpo_init_proc_label
void mpo_init_proc_label(label);

struct label *label;
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6.7.2.13. mpo_init_vnode_label
void mpo_init_vnode_label(label);

struct label *label;
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6.7.2.14. mpo_destroy_bpfdesc_label

void mpo_destroy_bpfdesc_label(label);
struct label *label;
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6.7.2.15. mpo_destroy_cred_label
void mpo_destroy_cred_label(label);

struct label *label;
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6.7.2.16. mpo_destroy_devfsdirent_label
void mpo_destroy_devfsdirent_label(label);

struct label *label;
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6.7.2.17. mpo_destroy_ifnet_label
void mpo_destroy_ifnet_label(label);

struct label *label;
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6.7.2.18. mpo_destroy_ipq_label
void mpo_destroy_ipqg_label(label);

struct label *label;
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6.7.2.19. mpo_destroy_mbuf_label
void mpo_destroy_mbuf_label(label);

struct label *label;
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6.7.2.20. mpo_destroy_mount_label
void mpo_destroy_mount_label(label);

struct label *label;
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6.7.2.21. mpo_destroy_mount_label
void mpo_destroy_mount_label(mntlabel, fslabel);

struct label *mntlabel;
struct label *fslabel;
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6.7.2.22. mpo_destroy_socket_label
void mpo_destroy_socket_label(label);

struct label *label;
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6.7.2.23. mpo_destroy_socket_peer_label
void mpo_destroy_socket_peer_label(peerlabel);

struct label *peerlabel;
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6.7.2.24. mpo_destroy_pipe_label
void mpo_destroy_pipe_label(label);

struct label *label;
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6.7.2.25. mpo_destroy_proc_label
void mpo_destroy_proc_label(label);

struct label *label;
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6.7.2.26. mpo_destroy_vnode_label
void mpo_destroy_vnode_label(label);

struct label *label;
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6.7.2.27. mpo_copy_mbuf_label
void mpo_copy_mbuf_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.28. mpo_copy_pipe_label
void mpo_copy_pipe_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.29. mpo_copy_vnode_label
void mpo_copy_vnode_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.30. mpo_externalize_cred_label
int mpo_externalize_cred_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.31. mpo_externalize_ifnet_label
int mpo_externalize_ifnet_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.32. mpo_externalize_pipe_label
int mpo_externalize_pipe_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
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struct sbuf *sb;
int *claimed;

B
i

Wbel
H
b

7
H

b2
=
*
D
]
bR
e
&Fement_name
=
gh
R
*
2R
Fr
10
5}

FR A N E R

N
i
=
30}
%Z
T
buffer
gllaimed
ES

5l

A

H

7

element_data

63



BIEPRIC

BT

m

f

N

R ot 3 Ot

L

RIEE ABIVRCER, FoE— DIAMBIE R RFRIE . — M MBIEEME, BFRENERAR R, E
HAH PR AR, ZAPAER . B RTRIMACSEELT 2R F SR FRE R O R %L, R,
ERRISHISCINRAD, FREEES b2 g, Stk Eelement namef5E 4 F - {1 Felement namery [
BERHIEIS 24 F MR, MEEREOC. (UHEMIRCEIRA RS W RE, AREJE0E. —B
R R EE Eelement data, i *claimffi(E .

6.7.2.33. mpo_externalize_socket_label
int mpo_externalize_socket_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.34. mpo_externalize_socket_peer_label
int mpo_externalize_socket_peer_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.35. mpo_externalize_vnode_label
int mpo_externalize_vnode_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.36. mpo_internalize_cred_label
int mpo_internalize_cred_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.37. mpo_internalize_ifnet_label
int mpo_internalize_ifnet_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.38. mpo_internalize_pipe_label

int mpo_internalize_pipe_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.39. mpo_internalize_socket_label
int mpo_internalize_socket_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;

char *element_data;

int *claimed;
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6.7.2.40. mpo_internalize_vnode_label

S
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int mpo_internalize_vnode_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.3.1. X R AW RITICEHIRIE

6.7.3.1.1. mpo_associate_vnode_devfs
void mpo_associate_vnode_devfs(mp, fslabel, de, delabel, vp, vlabel);

struct mount *mp;

struct label *fslabel;
struct devfs_dirent *de;
struct label *delabel;
struct vnode *vp;

struct label *vlabel;
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6.7.3.1.2. mpo_associate_vnode_extattr
int mpo_associate_vnode_extattr(mp, fslabel, vp, vlabel);

struct mount *mp;
struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.3. mpo_associate_vnode_singlelabel
void mpo_associate_vnode_singlelabel(mp, fslabel, vp, vlabel);

struct mount *mp;
struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.4. mpo_create_devfs_device

void mpo_create_devfs_device(dev, devfs_dirent, label);

dev_t dev;

struct devfs_dirent *devfs_dirent;
struct label *label;
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6.7.3.1.5.|npo_create_devfs_directory

void mpo_create_devfs_directory(dirname, dirnamelen, devfs_dirent, label);

char *dirname;
int dirnamelen;

struct devfs_dirent *devfs_dirent;

struct label *label;
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6.7.3.1.6. mpo_create_devfs_symlink
void mpo_create_devfs_symlink(cred, mp, dd, ddlabel, de, delabel);

struct ucred *cred;
struct mount *mp;

struct devfs_dirent *dd;
struct label *ddlabel;
struct devfs_dirent *de;
struct label *delabel;

L
dglabel
dd
Ui

i
R
ig

79



NI

SEENE B

R
ic

I BIEER) devis(s) FF S EEETUH S ARiC (delabel) .
6.7.3.1.7. mpo_create_vnode_extattr
int mpo_create_vnode_extattr(cred, mp, fslabel, dvp, dlabel, vp, vlabel, cnp);

struct ucred *cred;

struct mount *mp;

struct label *fslabel;
struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *vlabel;
struct componentname *cnp;
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6.7.3.1.8. mpo_create_mount
void mpo_create_mount(cred, mp, mnt, fslabel);

struct ucred *cred;
struct mount *mp;
struct label *mnt;
struct label *fslabel;
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6.7.3.1.9. mpo_create_root_mount

void mpo_create_root_mount(cred, mp, mntlabel, fslabel);
struct ucred *cred;

struct mount *mp;

struct label *mntlabel;
struct label *fslabel;
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6.7.3.1.10. mpo_relabel_vnode
void mpo_relabel_vnode(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.3.1.11. mpo_setlabel_vnode_extattr
int mpo_setlabel_vnode_extattr(cred, vp, vlabel, intlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
struct label *intlabel;
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6.7.3.1.12. mpo_update_devfsdirent
void mpo_update_devfsdirent(devfs_dirent, direntlabel, vp, vnodelabel);

struct devfs_dirent *devfs_dirent;
struct label *direntlabel;
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struct vnode *vp;
struct label *vnodelabel;
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6.7.3.2. IPC WRIFICEHIRIE
6.7.3.2.1. mpo_create_mbuf_from_socket
void mpo_create_mbuf_from_socket(so, socketlabel, m, mbuflabel);

struct socket *so;

struct label *socketlabel;
struct mbuf *m;

struct label *mbuflabel;
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6.7.3.2.2.nmo_create_pipe

void mpo_create_pipe(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.3.2.3. mpo_create_socket

void mpo_create_socket(cred, so, socketlabel);

struct ucred *cred;
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struct socket *so;
struct label *socketlabel;
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6.7.3.2.4. mpo_create_socket_from_socket

void mpo_create_socket_from_socket(oldsocket, oldsocketlabel, newsocket,
newsocketlabel);

struct socket *oldsocket;
struct label *oldsocketlabel;
struct socket *newsocket;
struct label *newsocketlabel;
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6.7.3.2.5.mpo_relabel_pipe
void mpo_relabel_pipe(cred, pipe, oldlabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.6. mpo_relabel socket
void mpo_relabel_socket(cred, so, oldlabel, newlabel);

struct ucred *cred;
struct socket *so;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.7. mpo_set_socket_peer_from_mbuf
void mpo_set_socket_peer_from_mbuf(mbuf, mbuflabel, oldlabel, newlabel);

struct mbuf *mbuf;
struct label *mbuflabel;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.8. mpo_set_socket_peer_from_socket

void mpo_set_socket_peer_from_socket(oldsocket, oldsocketlabel, newsocket,
newsocketpeerlabel);

struct socket *oldsocket;

struct label *oldsocketlabel;
struct socket *newsocket;

struct label *newsocketpeerlabel;
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6.7.3.3. Network Object Labeling Event Operations
6.7.3.3.1. mpo_create_bpfdesc
void mpo_create_bpfdesc(cred, bpf_d, bpflabel);

struct ucred *cred;
struct bpf_d *bpf_d;
struct label *bpflabel;
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6.7.3.3.2.mpo_create_ifnet
void mpo_create_ifnet(ifnet, ifnetlabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.3.3.3.nmo_create_ipq
void mpo_create_ipqg(fragment, fragmentlabel, ipq, ipglabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqlabel;
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6.7.3.3.4. mpo_create_datagram_from_ipq

void mpo_create_create_datagram_from_ipq(ipq, ipglabel, datagram,
datagramlabel);

struct ipg *ipq;

struct label *ipglabel;
struct mbuf *datagram;
struct label *datagramlabel;
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6.7.3.3.5.mpo_create_fragment
void mpo_create_fragment(datagram, datagramlabel,

struct mbuf *datagram;
struct label *datagramlabel;
struct mbuf *fragment;
struct label *fragmentlabel;
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6.7.3.3.6. mpo_create_mbuf_from_mbuf
void mpo_create_mbuf_from_mbuf(oldmbuf, oldmbuflabel, newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.7. mpo_create_mbuf_linklayer

void mpo_create_mbuf_linklayer(ifnet, ifnetlabel, mbuf, mbuflabel);
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struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.3.3.8.mpo_create_mbuf_from_bpfdesc

void mpo_create_mbuf_from_bpfdesc(bpf_d, bpflabel, mbuf, mbuflabel);

struct bpf_d *bpf_d;
struct label *bpflabel;
struct mbuf *mbuf;
struct label *mbuflabel;
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6.7.3.3.9. mpo_create_mbuf_from_ifnet
void mpo_create_mbuf_from_ifnet(ifnet, ifnetlabel, mbuf, mbuflabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.3.3.10. mpo_create_mbuf_multicast_encap

void mpo_create_mbuf_multicast_encap(oldmbuf, oldmbuflabel, ifnet, ifnetlabel,
newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct ifnet *ifnet;

struct label *ifnetlabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.11. mpo_create_mbuf_netlayer
void mpo_create_mbuf_netlayer(oldmbuf, oldmbuflabel, newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.12. mpo_fragment_match
int mpo_fragment_match(fragment, fragmentlabel, ipq, ipqlabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqlabel;
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6.7.3.3.13. mpo_relabel_ifnet
void mpo_relabel_ifnet(cred, ifnet, ifnetlabel, newlabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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6.7.3.3.14. mpo_update_ipq
void mpo_update_ipq(fragment, fragmentlabel, ipq, ipglabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqglabel;
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6.7.3.4. HIEFRICE IR/

6.7.3.4.1. mpo_create_cred

void mpo_create_cred(parent_cred, child_cred);

struct ucred *parent_cred;
struct ucred *child_cred;
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6.7.3.4.2. mpo_execve_transition
void mpo_execve_transition(old, new, vp, vnodelabel);

struct ucred *old;
struct ucred *new;
struct vnode *vp;
struct label *vnodelabel;
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6.7.3.4.3. mpo_execve_will_transition
int mpo_execve_will_transition(old, vp, vnodelabel);
struct ucred *old;

struct vnode *vp;
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struct label *vnodelabel;
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6.7.3.4.4. mpo_create_proc0
void mpo_create_procO(cred);

struct ucred *cred;

R0, FrE NS, ARG
6.7.3.4.5. mpo_create_proci

void mpo_create_proci(cred);
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struct ucred *cred;
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6.7.3.4.6. mpo_relabel_cred

void mpo_relabel_cred(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.1. mpo_check_bpfdesc_receive
int mpo_check_bpfdesc_receive(bpf_d, bpflabel, ifnet, ifnetlabel);

struct bpf_d *bpf_d;
struct label *bpflabel;
struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.4.2. mpo_check_kenv_dump

int mpo_check_kenv_dump(cred);

struct ucred *cred;
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6.7.4.3. mpo_check_kenv_get
int mpo_check_kenv_get(cred, name);

struct ucred *cred;
char *name;
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6.7.4.4. mpo_check_kenv_set
int mpo_check_kenv_set(cred, name);

struct ucred *cred;
char *name;
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6.7.4.5. mpo_check_kenv_unset
int mpo_check_kenv_unset(cred, name);

struct ucred *cred;
char *name;
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6.7.4.6. mpo_check_kld_load
int mpo_check_kld_load(cred, vp, vlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
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6.7.4.7. mpo_check_kld_stat
int mpo_check_kld_stat(cred);

struct ucred *cred;
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6.7.4.8. mpo_check_kld_unload
int mpo_check_kld_unload(cred);

struct ucred *cred;
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6.7.4.9. mpo_check_pipe_ioctl

int mpo_check_pipe_ioctl(cred, pipe, pipelabel, cmd, data);
struct ucred *cred;

struct pipe *pipe;
struct label *pipelabel;
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unsigned long cmd;
void *data;
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6.7.4.10. mpo_check_pipe_poll

int mpo_check_pipe_poll(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.11. mpo_check_pipe_read

int mpo_check_pipe_read(cred, pipe, pipelabel);
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struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.12. mpo_check_pipe_relabel

int mpo_check_pipe_relabel(cred, pipe, pipelabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
struct label *newlabel;
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6.7.4.13. mpo_check_pipe_stat

int mpo_check_pipe_stat(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.14. mpo_check_pipe_write

int mpo_check_pipe_write(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.15. mpo_check_socket_bind

int mpo_check_socket_bind(cred, socket,
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struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct sockaddr *sockaddr;

socketfigbel
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6.7.4.16. mpo_check_socket_connect
int mpo_check_socket_connect(cred,

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct sockaddr *sockaddr;
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socket, socketlabel, sockaddr);
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6.7.4.17. mpo_check_socket_receive
int mpo_check_socket_receive(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.4.18. mpo_check_socket_send

int mpo_check_socket_send(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.4.19. mpo_check_cred_visible

int mpo_check_cred_visible(ul, u2);

struct ucred *uil;
struct ucred *u2;
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6.7.4.20. mpo_check_socket_visible

int mpo_check_socket_visible(cred, socket, socketlabel);

struct ucred *cred;
struct socket *socket;
struct label *socketlabel;
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6.7.4.21. mpo_check_ifnet_relabel

int mpo_check_ifnet_relabel(cred, ifnet,

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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ifnetlabel, newlabel);
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6.7.4.22. mpo_check_socket_relabel
int mpo_check_socket_relabel(cred,

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct label *newlabel;
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socket, socketlabel, newlabel);
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6.7.4.23. mpo_check_cred_relabel

int mpo_check_cred_relabel(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.24. mpo_check_vnode_relabel
int mpo_check_vnode_relabel(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.4.25. mpo_check_mount_stat
int mpo_check_mount_stat(cred, mp, mountlabel);

struct ucred *cred;
struct mount *mp;
struct label *mountlabel;
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6.7.4.26. mpo_check_proc_debug

int mpo_check_proc_debug(cred, proc);

struct ucred *cred;
struct proc *proc;
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6.7.4.27. mpo_check_vnode_access

int mpo_check_vnode_access(cred, vp,

struct ucred *cred;
struct vnode *vp;
struct label *label;
int flags;

B
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6.7.4.28. mpo_check_vnode_chdir

int mpo_check_vnode_chdir(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.29. mpo_check_vnode_chroot
int mpo_check_vnode_chroot(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.30. mpo_check_vnode_create
int mpo_check_vnode_create(cred, dvp, dlabel, cnp, vap);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct componentname *cnp;
struct vattr *vap;
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6.7.4.31. mpo_check_vnode_delete
int mpo_check_vnode_delete(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

void *label;

struct componentname *cnp;
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6.7.4.32. mpo_check_vnode_deleteacl
int mpo_check_vnode_deleteacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type_t type;
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6.7.4.33. mpo_check_vnode_exec

int mpo_check_vnode_exec(cred, vp,

struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.34. mpo_check_vnode_getacl

int mpo_check_vnode_getacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type_t type;
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6.7.4.35. mpo_check_vnode_getextattr
int mpo_check_vnode_getextattr(cred, vp, label, attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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6.7.4.36. mpo_check_vnode_link
int mpo_check_vnode_link(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *label;
struct componentname *cnp;
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6.7.4.37. mpo_check_vnode_mmap
int mpo_check_vnode_mmap(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int prot;
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6.7.4.38. mpo_check_vnode_mmap_downgrade
void mpo_check_vnode_mmap_downgrade(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int *prot;
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6.7.4.39. mpo_check_vnode_mprotect
int mpo_check_vnode_mprotect(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int prot;
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6.7.4.40. mpo_check_vnode_poll
int mpo_check_vnode_poll(active_cred, file_cred, vp, label);

struct ucred *active_cred;
struct ucred *file cred;
struct vnode *vp;

struct label *label;
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6.7.4.41. mpo_check_vnode_rename_from
int mpo_vnode_rename_from(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
struct vnode *vp;
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struct label *label;
struct componentname *cnp;
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6.7.4.42. mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to(cred,

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
struct vnode *vp;
struct label *label;
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int samedir;
struct componentname *cnp;
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6.7.4.43. mpo_check_socket_listen

int mpo_check_socket_listen(cred, socket, socketlabel);

struct ucred *cred;
struct socket *socket;
struct label *socketlabel;

B
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6.7.4.44. mpo_check_vnode_lookup
int mpo_check_vnode_lookup(, , , cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct componentname *cnp;
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6.7.4.45. mpo_check_vnode_open

int mpo_check_vnode_open(cred, vp, label, acc_mode);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int acc_mode;
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6.7.4.46. mpo_check_vnode_readdir
int mpo_check_vnode_readdir(, , );

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.47. mpo_check_vnode_readlink
int mpo_check_vnode_readlink(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.48. mpo_check_vnode_revoke
int mpo_check_vnode_revoke(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;

B
i}
cred
S
{E]
1
e
&
&

vnode

Uphel
*
i
Fr
0

B RE AR K B AR IR TR PR 48 %€ vnode BT[] - D, MBR[E 0; B, sR[E—errnoff . #iX
FEFA B IR MRS EACCES, FHTHRICAICED; EPERM, FTAURAE

6.7.4.49. mpo_check_vnode_setacl
int mpo_check_vnode_setacl(cred, vp, label, type, acl);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type_t type;
struct acl *acl;
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HEMAXEEEERRE AP ESE vnode [LEERTIN ACL.  FLZh, NWLRE o BN, RE—
errnoff . W HROENRSRIG: EACCES, HITHRCAIEHAL; EPERM, FIFAURAE .

6.7.4.50. mpo_check_vnode_setextattr
int mpo_check_vnode_setextattr(cred, vp, label, attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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uio(9)

MR EEREERETEIOLEL E vnode FATE LT T A EL TR REERIE. R RENL
& 2 PO B SRS ER AT GEFR 20 EL G B M SERBO MRS - 51, B TAER B A KRR BT A 7]
REFAERITE S,  SRISBIREIZOB SARTER Hulort FEERMUH RS - WRIEAEDUT— MHERERIE, MIZ%L
uio F(EHFTAES NULL. ey, TILR[E 0; BN, JR[E—errnoff . FIXFEARIEEIRGHAG: EACCES, HIT
PRICANICES; EPERM, FHFALBRANE -

6.7.4.51. mpo_check_vnode_setflags
int mpo_check_vnode_setflags(cred, vp, label, flags);

struct ucred *cred;
struct vnode *vp;
struct label *label;
u_long flags;

HEMRERFEERETEN NG ER  vnode RELEHIFE . A, WHEE o, BN, &EE—
errnoff . U IOEHRYRS: EACCES, FITHRCANLAD; EPERM, FTFHURAG -

6.7.4.52. mpo_check_vnode_setmode
int mpo_check_vnode_setmode(cred, vp, label, mode);

struct ucred *cred;
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struct vnode *vp;
struct label *label;
mode_t mode;

B
i
cred
S

e

[E]

(=5

chmod(2)

HEMRXEERFEERETEIRSEE viode HRKERNAEME. M, WHEE o, BN, &EME—
errnoff . U POEHRYRAG: EACCES, HITHRCANLAD; EPERM, FTFHURAG

6.7.4.53. mpo_check_vnode_setowner
int mpo_check_vnode_setowner(cred, vp, label, uid, gid);

struct ucred *cred;
struct vnode *vp;
struct label *label;
uid_t uid;

gid_t gid;
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B
il
bR
g
Ed
F
ID

gfid
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MM R E AR EEIRE TR E vnode BSCH: uid FISCHE gid B NAEME - IRTFEH, HES
BUErTREBOR B (-1 o BTy, MLRE 0; B, R[E—errnoff . LM RUBEIRYRAD: EACCES, AT
PRCAIEED;  EPERM, FITAURANE -

6.7.4.54. mpo_check_vnode_setutimes
int mpo_check_vnode_setutimes(, , , , );

struct ucred *cred;
struct vnode *vp;
struct label *label;
struct timespec atime;
struct timespec mtime;

B
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cred
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vp

Lpligl
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Jhjime
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[&];
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W
utimes(2)

fiEime
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[ 5
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=
y
utimes(2)
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MR EERFEERET B E vnode BRI RIFRE R B LG EME - ATy, MHRE o; FBN, &H
—/errnoff . EEUFF ARG EACCES, FTHMOAICEL; EPERM, FHTFHUPRAG .

6.7.4.55. mpo_check_proc_sched
int mpo_check_proc_sched(ucred, proc);

struct ucred *ucred;
struct proc *proc;

B
"
cred
&
75
(a5
N
groc
&
i
®

AR EREERETANECE A EAENHESE . 2, WHRE o; BN, RE—Terrnoff. &
WA RGRIG: EACCES, M THRCAILAS; EPERM, FITRURAGS; ESRCH, MTHRMEAR WIS -

See setpriority(2) for more information.

6.7.4.56. mpo_check_proc_signal

int mpo_check_proc_signal(cred, proc, signal);
struct ucred *cred;

struct proc *proc;
int signal;

kill(2)

HEMRERFEERETAEN AL EMRERELERT - K, MRE o; N, RE—"Terrnoff. &
WEHRHERGRIY: EACCES, MITHRICAIEHAL; EPERM, FITAURANE; ESRCH, HTHRHBLAF WL -
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6.7.4.57. mpo_check_vnode_stat
int mpo_check_vnode_stat(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;

B
"
dred
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{E]
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&

vnode

Uphgl
®
i
bR
it

AR E R EEIRE T E RS E vnode BT stat . Ty, MBRE0; FHN, & [E—errnoff .
FEWE IR IS EACCES, FTFHMCAILAS; EPERM, HITRRA -

See stat(2) for more information.

6.7.4.58. mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit(cred, ifnet, ifnetlabel, mbuf, mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;

B
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2
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{55
RN
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ifnetfgbel

*
3
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AR R M 44 R S A RUE A5 /Y mbuf o Ty, NEREN 0 B, R[El—errnofg . FIfEFHAES
YRS EACCES, FHTHMCAILED; EPERM, FHTHFRAE -

6.7.4.59. mpo_check_socket_deliver
int mpo_check_socket_deliver(cred, ifnet, ifnetlabel, mbuf, mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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mbuffigbel
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MR ER T RTENNG E K mbuf AR - AZh, MLRE o5 BN, iXE— " errnoff. X
FEFROEERGRES: EACCES, MITFHRCANEAL; EPERM, FITFAURAMS .

6.7.4.60. mpo_check_socket_visible
int mpo_check_socket_visible(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;

NENFE SERAR B

sofiketlabel

5 A

R
ic

WRE M % T ARF B Rered BAEERUEA R ERE, Han, Hnetstat(s) #1 sockstat(1)fif F AR R ML 5E
LEREHVE T (socket) o T, MBRME 0; BN, iR[ME—errnoff . (A K IRGIG: EACCES, HT
PRICANICES;  EPERM, FTARAME; ESRCH, MTHRMAT WL -

6.7.4.61. mpo_check_system_acct
int mpo_check_system_acct(ucred, vp, vlabel);

struct ucred *ucred;
struct vnode *vp;
struct label *vlabel;
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. acct(5)
Habal
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MRIE FAESMCFI BT & CHRPRE, #EZERE T EREEh T -

6.7.4.62. mpo_check_system_nfsd
int mpo_check_system_nfsd(cred);

struct ucred *cred;

B
|
cred
S
5
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2N

R A 5 T A A A AR nfssve(2) -

6.7.4.63. mpo_check_system_reboot

int mpo_check_system_reboot(cred, howto);

struct ucred *cred;
int howto;

B
|
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B

reboot(2)ftjhowto
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HEMXEREGTENLIEETAER RS-

6.7.4.64. mpo_check_system_settime

int mpo_check_system_settime(cred);

struct ucred *cred;

B
|
dred
S
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MR P R G AP E RS-

6.7.4.65. mpo_check_system_swapon

int mpo_check_system_swapon(cred, vp, vlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;

B
i
dred
&

e

E

1
7N
swap
15’8
&
Hapdl
K
B
)
bR
e

A R BTSN — MEyswapi &) vp -

6.7.4.66. mpo_check_system_sysctl

int mpo_check_system_sysctl(cred, name, namelen, old, oldlenp, inkernel, new,

newlen);

struct ucred *cred;
int *name;

u_int *namelen;
void *old;

size_t *oldlenp;
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int inkernel;
void *new;
size_t newlen;

B
i

cred
%
5

f
RN

game
r?l%rmel n
sysctl&)
old
oldlenp

¥pkernel
R
it
n

1
B

I
len
sysctl(3)

8 R 1 55 = AR T ROZ R RV FERATHR R 1Y sysctl(3) F55 .
6.7.5. tricEIRIEA

=P ARG AR R HAT BN, RS A ERIICEE . N RIES W ST H
S, HTVIRERGE, BAGKEFRER A A AR, RE, WRES MRS D B RIC
PEATIER . EHPRMCA O R EOE F R g SRR AN G - M RARCTRHANESHIRIL, 1ENRAS
B REPIMCERIERRNCE e RbRHCRERS, Fril, AR TR BEOE R A s &
W, HMAR B S RPN AF -

6.8. NHERR LGN

TrustedBSD MAC HEZR 6 & T —4HSRIS TR AVARIL R, BFEEHMESITICLH MAC HEOE, X RGHEEIR
EHEERFMEL. B MAC FRICHRBESCRARY login FEpREY,  DUMGE T S ST A1 RRT AR 0T 5 (3t
R UMM O%) 22 TR . AA, BEEZXTHMHEZFEREHIIENEEHRE STk
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6.8.1. REZTLXAVHRICEIE API

TrustedBSD MAC $& {it i) K & FE R EFI RGTAA . VPN AP —FS— 1 SIS TC SR A4 DR
S MAC FRic. Wt, RNFHRERFAT UM E B MG RIPRIC, To/R It 505 X8 SRS i S RF T 2
Fiomis . YA TR, o ifconfig8), 1s(1) F1 ps(1), {3 FHIX LESRRK To R AHE O B ML 548 « SCHERT
HRIPRMCE R - X APL T 306 MAC EHI T H, Hhin, getfmac(s), getpmac(s), setfmac(s),
setfsmac(8), # setpmac(8) . MAC APIFYi% it 4 i 7] $:3% mac(3).

R FIREFFALER A MAC FRic B Mt NP, FRREFIEEGRRAIN SAPRE (mact) ;2
T C FRBEMINRIER, (ERCER B ioE, BT rAr EoreE A AEA . 81
MACHRCH—HRCTCR AR, EFENTRE— MM (&7, H) BJtdH. AT IE D RIEERR
TR E — MFERAT, HENTRTMEA 51%4 55 B AE R H SR #0077 T . SRASh
HREARSRIIPRL, EARMETCRR R NAT /H, TTRZALLES 26 - AR AT LU# A MACHEZRFZ {1
{ APL R — L EARICAE N TR AA ORI 2 A TR . B N ERRE DR Z 2Rk, N
FRIEHIPRE DA S TR T R B SR AL eSS - it @R RATEMNM IRz —. A
mac_prepare(3) Fl— MU G IARIMCICRERSIFEK: 50, H \mac.conf(s) FLE A in#iEg TR
BEWEN ARG - NSO ERETAE, FFARFNMARTFENAE RO TR KK AE I
T, WAER AR E S AR IHE B R 2R -

V- =2

R

@ FHIH MAC FEANSRF AR BN IPRE TR, A BBl AT I T 51 R 3R
T FNEREXBIRCE R BCUR TR &, WA R TR, AR RN
HRIEEARIC - WRNAREFREEIEBISCERE, AT LUER R AR Ao A AR
AR T BB -

6.8.2. WA FIEEIRC

F P BN CEBERIFMCE N, setusercontext(3) | HIFT N EEBEECH, M login.conf(5) Hrif) 5 54~ F
BORRBIMRILA MAC & bRiC - = LOGIN_SETALL #is#, B{% = LOGIN_SETMAC #iRATfTE €Y, 1XLL%
EMCRMEAMA P LN SRR E -

FE

@ AT, 7E4 R RIS AHA T, FreebSh 54 MAC HRic M login. conf I /2 B4k
SRR, RIS EORUREE . Ad ZERCRTI  setusercontext(3) APIRTiX
(BT

6.9. /&5

TrustedBSD MAC HEZR {15 N ZARIRGELL —FPEE P RO T3, 528 RO 250G - EN LRI A ILE A%
SN, REMEFHH MAC HEZRIDBNAEI I 2 bRiC B, SR R . REZRER ML RSP GEE T
KNG AU ESCIAFhoRmE, QA BSD BUERIEEIR (credential) 5ICHHERIPHLAIRIHER, LUK
FREMZ %M (40 MLS 7 Biba) - SKIUFZ2RSHIEMMENR, FTUSEBAH, UTHRIESR
ERRIIER -
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B ROE UM AR BRI RS — S B AE(E, I E R — TR/ W E R SEPREE « XA LU S
U B E fRT BN T B/ Bl — D DU R

7.2. G —RIETF(E B E M R—un object_t
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7.6. 1iZ2FreeBSDHIENANTFZ R A
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src/sys/i386/conf/CONFIG_FILE 7 A . ffE A] FH AAZED BRI A AR A] £E /usr/src/sys/1386/conf/LINTH
#HH .

HE—PRAGHECES, VRA]RERR 2 fimaxusersfi(g - HECHEEF AR 128 . EE, TEH
finmaxusers FA{E AT §E T ECAGIN KPR AT FHIKVM A, TS FETCIEETAN AR - Hclif-Rfmaxusersisy
— I EBEREIE, HHARINE TR, WINVBCLUSTERS, SR ANFF E B B -

UNSRARE) AR ERE DT HO B ROL% VRS 2238 i0 NMBCLUSTERSE « HS({E Vi Fl3E 5 £ 102451]4096 -

NBUFHL & (R EHIMLI R ST IS HL . X SRR E RG] IR BRET S R Gk /i & A7 KM R
EE: XSS —RAEEMRR XD SEATE3.0-CURRENT  F1LUF # A% H B AS I T,
TEHAR Y FHR0WET o AR RAESSENBUF . iR BTHET - N/PHESSEEER IR
HRGIHRME KRRIEZ FER TS AP EDTUR, 1A R # AL TAEZRIRA -

ERETEULT, FreeBSDINIZGR RS RAMAILET . VRAT DIAENALEC B SU A Fimakeoptions  fEREfEES
(debugging) MRS « R, R—MAREA-8,  BPRAFIREED RO L AR R N (B EL )& TMBE],
EER

makeoptions DEBUG="-g"

makeoptions COPTFLAGS="-0 -pipe"

Sysctlft it T BTN N T 2t - IR AR B S I Msysctls . R 5 VMIEEHIRLE D
B o

BATR VM RGREE RN B —L . BE, N2 RATREIEUFS/FESIU R4 i fISoft Updates .
e /usr/src/sys/ufs/ffs/README. softupdates B =T il B HIFET -

Hk, MALERWEZHCHER .  RMSEG DY DERE - B, &E4,  ERER
) < TAE WAL . RN Y ERDETEANFRCHEE R,  BRE EBAFERIE, T KITR
%o VRN S E BRI E PR SR AN FRERE TS KR, XELUERAEREEFEHET X
T o MRRACERG RS MR E (crash dump) ,  H—DHS RTEDEFEAF—HK,  /var/
crashb 77U &1 2 (8] R A FE ] «

NES | i385y [X AT LIREF BIBE4 XEUR RDARGUER, (B AR AT FANFSAR S5 23K 242 32 TR R 1ETR
SR -
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?}]1’; ;J.ohn Baldwin #0 Robert Watson.

8.1. 4&ie

X3 SO H A SMPng SRR AT 5T T4 . EERNE T EARREMER TR, HEEX
T FreeBSD NIZHIRS S HUTIRAL, 8 NRIHE T AERTTHBURN, F#k T ES DT RAT5IAL
KRR R FISCERFF AT LR ER,  RJE RN SE IR, A DU R 8t S s SR b, JF
T R FH RS S S0 B R RE ™ AR R B AR -

XSO E Y, RN LU S SMPng I5 55 K BBt 5B oL . PR TFE
AT HENERER, ERNSZHHEFTENE - KT OSBRI, 185 Z AT -

SMPng F B2 IAZRENS A HUT . EA L, WEE—MERMEHMEF . EiLNZEE &R
BT, BATFEMAFRLUHTZEAEEFESINAZINIE, XEFEFE mutex) « L2 /HuM A
(shared/exclusive 1ock) « {25 E(semaphores) f15% £ & (condition variable) » WIRAE T BT E
‘B SMP RiE, 1HS A RER —T7 -

8.2. EAT E5 FHiFyEMANIR
8.2.1. [FFIRFIESTIATF M

KTNEMARET RIS CEFRENAE, P —THAMTESESTERNN SR @S
Z, WAEAENFE-ZEEER, NS M AR TR . R, Ao
FAETRIEN BRI T,  (EHNRIENFRIER B . 52, W ARIE CPU KK
W RBURF BRI BRI S EINTE, TR BRI B R (R AOEEE, X THER BN
ARABAEY CPU Bl Al I - FFR N CPU AT LAFE HARBUR A7 BUAF B 2R 1 RS DR H P i R Y
KA E, (BAREE CPU ZER—HR T EHUTIE T#RME, IS —4 CPU MLGRIE, H TR EAIEL
E, DIRAFMETEROEMEEHRIE, M4 CPUATR .

i, FORAE—REEHS, WRETF @R —2R/RIRIER FREIERT R, HHE—CPU Ltk
JRFHRIER,  H'E CPU BIFEMESR AR IR A HLL AT [f] —REE P2k B RFRE1#RIE, IR Z
JE W EERRTEREREAETRS -

BBk, EOE R THRAEGS BN E AT SRR D - Bl #ES3HL sleep mutex B, 3]
HLS/1 (A atomic_cnpset [f /L atomic_set JEFTF NTX_CONTESTED il UFFMINRRIRE, Rl 1M
mb lock MEREIE R, FBIGHTRA. KT, BATESIRERRRTNA, b fEERIE
PRI R R R, ST atomic_set Y, JRARAE SRR (TR, MAREATET
PRI — . SOHLSAUEY atomic_cmpset SR AH LR IUEKIBRBBIIR, A X IR &
TR

BE, BETREARF-UCERSE— I NFRIT. FEETHEHZ BTN, st s e mse s
BT i, RFEEHN LRGN, RS, AN KRR RIET .

8.2.2. iz 5 5

BB ATEG GBI . XWAREE], AFERREL TN RSN EE . AT, R
HERELIEHMME),  ME MR U2 2 itF—2EME. ERAARREOBHTRME#RE
HHEZA BARKEITTH

F—MEER sx 8, ERLUH TSNS N FHHEMS, TS U = SO A o A B A
T,



EBRRZ NG R

BAUTENG BREE . TR Z A BORRYT R BRI . S, AFRBE AR — MBI - SR,
WREGHIERE, WHEERELELTENES . X2RRREGRIERQN, EHTaELEFT =50
HARRHATATREAEF A« Bilan, SCHREFEFHE RN 3 proctree_lock sx BiAIAFE mutex (R . #E A A
A BRI SOARER, FH proc B{RE N7 . (H2&, HE—LEHTy, Flininferior ;XRFFEIMT AT
FHEAREN EATIR, WS RE BB ARSI T, B, BRI A TR
HIZE RPATIRIERS,  Z AR Eh FPRIURIBERL -

8.2.3. LHIRSHER

IREHFEEHBORRIF TR EZENRE,  FREHUTEERIER, EARMNIERE R Z A H b
Bl FAEPUTIREZ RIS . SRR EZEARAZ, XA FEZ TR . H
i, ERTEIGIG A RIS R Z |, RS AR EBPIR -

8.3. M Sixitiic
8.3.1. XY FRMRHIRLIE

S LHEL LM UNIX® NRZFTREIRARLL,  FreeBSD LT W AL BAE F I SL OERAE N30, X
MRS L P AEAE B BB BHIE - (B9 TR L EMIEIR,  FHITHEREE N, & LU ARt
SRHBITH . B, FWERRFANMHUTEA, DRESEEEARERE . 1A, BT OB
DA ZFE—FWAAg, W ERAARNRIR, AR S EURIRMB,  DUE R LT P R T
I -

F il 7£ FreeBSD fi e RE R R B B HITARE - IXHEMIFENWERAET, B HrSERmZ T —
IRSEEER) BT SCUIHARIE - AERAINEIR, WAL, FIPEE TN SRR Z T, D%
FNAAR I ZE BOR B S 25 A REPUT -

9T ORI BB [R] [, FreeBSD NAZERAEK T 118 VA BERMS . HAT, FARIRIR mutex 5 % 4
Wi A RETRIT N SeRE,  (BR?X HARETE FreeBSD b SCEI N I Frifid 10 296 o 2CR B SR -

FARFTR K R A R FPERAE IR S SRR R SOP T . MR, R 2 EEAE I BRSO
PUT - XL ERR R, IIEMGERb Ay CBRE” PUTAERRR, By RIEIRCRAI AR A T
INTR_FAST SRR PRICIX L HREFF - B AT VAR Bh i fl & O 1/0 & IR AR —RA . i xest
BREFEEMEA LT, HmMEITEANGERGHEES], B dm R AEEH B 5 nutex.

e, E-MEOVEER LTI,  ATRAE MD AR . ROy PR R EN LT
SCRRTEY,  BTUEA LUERAEEHERER) vmspace (EMANFAHIEZSE) - Hit, ERER T
L, OIREIP T AAR AR R vmspace, T2 S SR WTERERT vmspace . BRI H T L RERY
vmspace ANFEFRITANES RERIH K, SR WTAAEAE P T ARRE N FHE F R vmspace Z B2 A R FHUTH - [
A REEIUA] REE P AR P ZE B SE A R A . IR L AEFHZE . MIE BRI PRSES
REM B LTI, Xk, B U PR RARE T -

XA AE T RN TR AR R AR, T HSEIIBRE S, R RIS AE R R E I REE
WA RCRA . HEDXEUAREE AT R, T HESL L RER M S BMERE TR, B LR R FIET
KPR RS SLEI B4R B (Glant) PREE,  TXFRHZER MR ELRRMELE . b, Mike Smith $21CRH
AT R T AP AR

L AU BREFE ATy, — N EE W LN SCHIE TR E A (predicate) fiI— N E B D RIARE LR
XHHATHIA IR (handler) o

2 WRAWEEREFF A ER, MM, SUTZEE. MRERREZRE, W% Rt
SEEE, NEONAPENRE . REFREE, sSCEHWeE TR, MERsT R EER -

FERX— TRl SRR RN L XM R AEFH SR . RO AR & A AR X — 15

X, FUEESEFTR, NZEEMREREN L P X TR, DT —2 528 Pl b
2R, BEEEBRREN LT U TE -
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83.2. AZIEHEIRRKX
8.3.2.1. AMZIE HEN

NG HRIBESRE A, HEARARR CPU SNPITIRAERESm I TIE. SR, BOEEBREIL TEX
B HLmHE, B —EERAHE TR, UETEILEL TS SBAMEL.

KT RRINZIE S TR E.  EREFERTHNSEF ST, KRETHRERETSTE
BIIEAEDUTAVERE - QnARRXFEAIE, ST — IR N SOt LRI IR T 12 2R -

RUEBRESAEIR SR ORI 2R, BRI Z 2 e 51 - fIan,  anR¥FE Biie mutex
WISREREE &, TR R G R — i€ mutex, FEAEMAR—E B TE, EOBRARTIZRERT
BEAGEBANLZIBIT T - ehh, FELERED, FIanE Alpha Ef) exec X ptREHbIE 2 (A1 4 52 AT I E AOFLRD
WAREBHEHT,  FOVER AR SEPRI LN IR E . X EACHET, 2ol A I 5 ORI
S EE ol

8.3.2.2. IFFRKX

i 57X AP ) SHE R AR IR A XA & BRI . W T2 SIS . BT YRR SMHE
ELFENEE setrunqueue HLRIBIT G - critical_enter f—FstIy AR E —LERERIL, FHE
KR HERR - GnRVEM setrunqueue B E TIX MR, TITCIRHIEAAEM Y A4l L EA e R Rk, #
AERERSE . R, BTWFX S BhE mutex sPHTRS ET T, T HAEW RN IREZ A B e
mutex, PGSR X APLUAUCHARE - HTXADEE, HETEIPRA TIETE, A NGE A4
AR

T RATREARREMR NS (], AR X AP EIE G ROEE, TIANERERES - WRERENGHENT, FRER
2T, MEARELTmAX, WERE-SEREIRE, FRE — PR TR ERE. F5&S
BimFIGREE, 2REX—E, WREHEL, WHAREXPHeN, DairEm it msizT

YRIZAT -

T 251 4 — 1 B g mutex B R AR . AURIERE AW EERE TR ED, TR P E AR EZB
i, DUBER AT REAR AR ER s M ROfE O . BT, X —HLHIRZE LI 5 [X API | cpu_critical_enter
Al cpu_critical exit pEHIFEALIA . HETIX— APL 2 7EfTH FreeBSD F (#7106 LA AFIE#/E M
FWT . XMOTEFAERMLE, EEHESEE, BERESHEMMESEI. b L, X—HbB) API AFFZEE
SREEFWT BN ICPH B mutex . R, b TEEE MR, ERRE T 2R ERE nutex,  E
EAFEFTAIRRX Lo FFE M MIAPT AR ES S MD APL, 3 H7EFS ZL06 F B ) MIAPI ] 5 fiE mutex
KA ATRE 2 E I ARCR - IRBNTRLRA TiX ML, T MD APLATRERF %, DR
Hoy— B APLIX—ZE5E .

8.3.2.3. igitHihE
WHITEREIR, M0 IR E AR MR EERERT, R T — S R A -

FER, BAEUEFAFERE CPUMTFE. BBEATERM A CPU, AFIB, HA A L&A
Py 4, B LERERRLHE 2. R CPUB L —{L5e0on 1 (AR AR, e, Bl
i CPU A PR BX — ] A&Ae,  iXRERVE P MU= ERARAEI21T T - R, WEMR > CPU fEif 5
BEAE, Fild PTEAL D CPU L HES, HEMMRMIFD TIERUMToma . Bk, Herres
=it CPUB I Hm L e M AR - HEB XM S L ARG NFIFHPRAS, B0y CPUB &E3AT
IR 1TAE 2 AR Leke -

B AT RO IR TS LSRR N AR RIS R s - FERTTE BT E LRIE S EMERTE RS, K
MRS 2BOLENENT (BAEHR LA XEHHRRT) - BT, WFEENKPHITHERE, FREZASM
FTARFERIR A 2 ORI AP - B, WRNGEHNX LR HFIITH SR AR ERE, T
WA RERFEIXLEEAE S EEARIREHIT B R 2 B & o SXBHE—k, CPU Bl BRIV R 77 LIBL &
WEARRIT - ANOREIZIGIERT AR, EXHFEREHFET A ERNIRBEFER - s, W
RN ARG R B 28 50 [ P S RAR N AR IR IR BX 2 S5 s, L RERS 525 A8 ARSI | R 3C
e Wb, BOAMBOLT, HAELEHERERAARENRAAER, 185 1CHEA & LRI HATeR R (E -
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AR

JE FET R BTE NI AAE R 5E 246 S TR A # B, RAE2REHEZNRESRME (race
conditions) . FEMELMERUXLE TSR BATS RSP, KEBILEER - Bit, FATRE 7tk
T FULL_PREEMPTION >R f5 FHET XS BT NAZEAERIIE &, X — I EZH T H -

8.3.3. 4121

i, AR M—A CPU Bsh| A — 1 ERBMIETR - IR GNP, X HSERE L
&, Bl msleep BREIZF FASK A 2% 4 . HE, EREHAEA, ST RER AR ERH]
By, HSEGETH . WT CPURVE BRI Z X AT RE 2R —LE RN, [RIJ9FR curthread FfI curpcb
DIOMNOERE AT REAE SRR A . T RAERERSIEER, BERZRYE CPU RVEEED
AT - X EAER LR TR, LURISTEER CPU RVE X -

HAETEA TR AN R XA T, BFOVEfIREm i B3 ERE, XERTRER—ME T E K
PR, BRIE R X ERR B2 IR S BT es BRI . WM, R T A— AT, HRUER H FIEE
FERACHIRT, AREREE 5 — CPU.

IX4H APT thnYZfEzEt], EHIAEIRIRMAL . X4 APT @GR K%L sched_pin F sched_unpin. X
A REH T EEEERE AL td_pinned. WIFRETHECNTE, NIEERHEHUE, MEETHETR
HEITHANE, RETRERIRE . FrEMREELSREIH, MERRIEESRIZEE A8 KA
sched_pin I fTfER) CPU LizfT. HTHAEZEECSEHETE, MAFEEEEEZERSEEEI
17, BF#H sched_lock Bl A 23k E1TH4L, FLifn] td_pinned AN0h 8. sched pin pREia R ET
b, T sched_unpin MIE RS - 8, XERECIRELEISE, HHEES e HITER ks
CPU b . FRHMEEEEHEFFSEN CPU £, N {# A sched_bind F{ sched_unbind .

8.3.4. i (Callout)

NAZALH] timeout FRVFANRLARSSTEM BREL, LAEDY softclock BR{E AT —i PR BT . FFRET AN
R R RIS R H AT, FRAERZNTR RE BOR IR [ P SR B R A -

ARk timeout GRER) HEiFH) 2 RFZEH—2)F nutex, callout_lock fRIFHY; AR timeout iR,
RS E S RX S mutex . 2 softclock MEFERY, ‘BRI R, HHHBBENATL . Fkf
BLWiE, softclock ZFES7ERFFTIRALAT timeout [A]3F pRETA B SEFEN callout_lock mutex. YWNERLETE
W 1% & CALLOUT_MPSAFE #7&, MITERA W KAz i, A2 lemY, HEZERR. HF,
callout_lock mutex & {EAREL AN FRFI FEIRGRTG - softclock ABTEREHGX 1> mutex I &3R5 /IO HBERFF R 1
—HOIRE - ASR/EH T DIAGNOSTIC, &R HUTH A& H00x, W@ THE—HE, War&4E
g

=

8.4. 15 E LB iR A
8.4.1. £1E

struct ucred SZNIZNFRIVEIREAT M, Tl F 1E 0 N A AR D9 S 1) B U7 [P P B < = BSD-JIRAEF)
ROCKA—F “EREH> FREDRCETREGE: F—REEMETREES 5, MRATRENHE
PATIER, MBI SRR AR - B2, WEERZSIH - BTESTIHRR T SSB R EH ) E iR
WERAFT 2, XFMR SR AT N - R EAAR R SMP i, X —fRAH AL T KRR
BiE, WRHAERKEERNREREA LB, R s £ G L= RS R P A

THREMEIE -5 AN, $OANRATZR);,  ARriBEER R RESEE, TR TRESER AR
BZM . cr_mtxp mutex [ FLRI struct ucred 5| FTHEL,  DIEIPH—EUE . (R EIRSWAR, 20
TR REPRSFERGI A, BN E AT RELEX A6 B ATH 28 35 i i R rh ioReg -

struct ucred mutex £—Fiit mutex, HTFHEREZEE, Tl mutex #isLHf .

HTZHATURESRE, TREFEEL N2 URE, M —MRREH td_ucred, FEHEN

HE LR YW, AT AR TR proc B, KB AEHHRIEL S p_ucred,
L G BB R B 5
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WRSR BT ARG AR A AR R SR AT U R, M td_ucred A URIET N 2 BAREAI(E -
IXFEAERS B S B UR (IS I B0 - NS BaEE R E AN, REERAREE IR Y td_ucred fREF
TR AR p_ucred,  DAERIEAZI; ]2 I BE 28T A0 0%

8.4.2. XM R MR TR
RN AR -
8.4.3. Jail 511K

struct prison (R7F T F T4 ARLEIE Y jail(2) APL B jail BT EIRVEHE(E S o X ELIE jall BUEHLA - 1P
Mok, DIR—SSMRHRE . XDEWERE ST,  FOiE X — 5 RS G iE T 2 A2 MR
G AFEE . T — mutex, promtx RGN HTELITH jail G519 4k Al 2228 AL F ViR -
H— g AL jail BN ZI LB, AFFHFHEHERE) struct prison ghrl UFIAELXLEME T « K
TEANTEBARE EBHRIERSC, 7L sys/jail.h fEREH#E] .

8.4.4. MAC #E%2

TrustedBSD MAC HEZE £ ) struct label fAFEZ4Ed— RYINIZIT S AVEHE - — MR, INAZ ARG label (bR
%) Bl SEX R NAZR SRR BRI R . a0, struct vnode i) v_label FR%E HHEFTHE vnode
I # vnode BRI -

BT BRAZIPREN RN SR PR 251, MAC HESRB R Z4E T — A B S CIEM OAEIE RIg SR . R
W8 LA EUH — 1> 42" mutex (mac_policy_list_lock) fR§7". M T HEMS RN HATHUHEATIF £ Ur 4= Hl
B, ORISR, AT, MR D ARFEE LR A IX D mutex. MAC ATHRIER]
TR P AN B (A A 1 mutex - FEEERAE,  FIANSCHE RS0 G L OPRERRIE - RFEFAR) . BBEHCR
BEF, BIANTEE AR SR SRRE R, FRERFR M mutex, T HESKGIHIHECNE, LOBSRIEH R H
PEATIEEL -

R TR EEFREANNEIRENSAE, FRHE T — 152 E nac_policy_list_not_busy, (HiX—%{FZE
AR ARERE R L THR A RER, BNARER5| 2B PR . AT SAER MER PR 1E
WiE T R AR LS/ BEOTER: 5 sx BURRIMTET, SRR N ERTALRE T LUK
JE, TR AV EE EAE MACHEZR A O (BiAHER) A8 A B)8 1R 0L -

8.4.5. t&IR

TSR, ATRPEEEORER T — M mes, TR L=/HM OX) 8, FEHRFEE
REE (CIHE=EHb 20, B EA TR T JLAJ7 (580658 A A 2R R X iR D 1], X EER T DL
7t sys/module.h | HAEERAEH RIS T o X PMPIRIT A EZE module_t (DI T7 K F8D
4R modulelist_t JXRPMEEMMA, DI . ZEE G — DRI SOBisRng, FHE(FHEIEL kern/
kern_module.c fJECHS o

8.4.6. Newbus i& & #t

newbus ZGHEAT — 4> sx 8. AT RFFE I (30 B (sx_slock(9)) 15 #1— 77 M RFFE M (5) B
(sx_xlock(9)) « NHEBERE—M AT ST LB, MHMNE AT I RARIE TR L8 AL B AR B8,
X eI H AR R HkR, (40 device_get_softc(9)) , MM AT AT - FH3F newbus HIELE
MBS TS R, EBAN B S LB ERH, mABCE RS -

84.7. 518

8.4.8. #HIZF LTS
- ARERIREE
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ﬁ
=

- proc @i K H 5%

- FERGUA R AR RV A Y proc I, 4 td_ucred
- PERE (AR E

- M TE

8.4.9. \{E 2

AEETHTT EER M TIREZ KT sched_lock {5 EFIER -
8.4.10. Select 71 Poll

select Al poLL i A B K 70 44 PRI 98 2 X0 PRI I — B T A UL R SRR T R T
AT .

8.4.11. SIGIO

SIGIO i35 FuvFt REI sRAEMT R SR T BB/ SRS A 28U, o SIGIO S5 HtiEH .
BRENENZ L, RAvr—tRau AN s1610, X MHREGHRAN NEE (owner) . H—30Ff
SIGIO JEFF IS 5, AREL & —FREHFBL, QRN GAREMIMITY NULL, - )R — 5 [ FdiX — M struct
sigio fUFEET . X —FBtfH—% /7 mutex, sigio_lock fgif". A SIGIO 4E{f AL, WL “f&5H”
FAfEX—F B, DI RA I &I AR 80 73X B BRI

B RKEARSGARANTEMN G, B — struct  sigio Z5Hy, FHEBIEEZNRITEE -
BE. FE5EE. BE UARTXEMEN—REER. SRR ARE S — 1 CEM struct
sigio 4IRS, XFEREARE posigiolst, TN EARZENIE pg_sigiolst. XELZRFEHEN HHEAEEL
PREHBIERYT - PR T LR struct sigio iEREEIVIRRLA LA sio_pgsigio FEZHh, FE struct sigio
TRZ T BAEMI R AR E . RS, AN RELIUEH S SICIO AR RES, &7
SRR AE A SIGIO STHFFRREL, N fsetown 5 funsetown RpELEM A%, LIh AR EALEMEBIM 2R
SIGIO B2 [A] € SUBIFP - B H AT LU S i 4510 i LRSI T ECRIAZIX R R, flan, e TEER
TERY,  SERSI RN E SRR BRE, BT U2

8.4.12. Sysctl

sysctl MIB fig55 & NNRZINER,  LAUMH SN R ARSI R T St & - X251 % 2/DWAFMEE
FHIRIR:  H— xR a4 S B A ER S M AR, H TR SR sysctl 152 (15 A] A N A% AR B A R
BRI H . BT sysctl R EESH (EEBZ0 MEGOTEIRUREESEL,  sysctl YLl ATxEX
LR BAHRA) EBUE S . HET, sysctl (E— 2R sx PRI sysctl BAERIBRITIL, R, XL
BEHERBIRIPE, FHEERELERIPIE . X TR0 RIS N8 LB sysct] #X25)
I SC -

- TRENG sysctl HEEEFTETHERIERMY, MEEHEIEE . copyin Fl copyout EEHE, HH
copyin~ 8. EIHE . SHE . BB copvout. —fHY sysctl HJE copyout IH{EHFE ] copyin
FrSEIRHEHE, (H9Ra] LURAIHAOREEY . SR, XTETE sysctl (b FHER PR FH 58 — RS 8k e BB 7
M, R TREE ML .

- W FEFEIED,  sysctl AT LIA i — 4> mutex $551E) SYSCTL_FOO ZANSEHG A o 1X0F 24 sysctl #2H
e WFEH sx B BiEmutex, BEEERAE—RIR mutex 7 SMEOEHSERS, AT LA SYSCTL_PROC 3 i,
HRIERIERR_ LB

8.4.13. {£%BA%! (Taskqueue)
fE55EBAF] (taskqueue) i I EFEH 15 2 FEEIFH TR R EIR A8 - taskqueue_queues_mutex & FiF

f#3# taskqueue_queues TAILQ f8)i . HiX M RAFEEHIHE — mutex BT struct taskqueue Z5#4 {4
F o FERCALE AR EIE R H BZETRYT struct taskqueue FREIR A SEENE - NIERAHZE, FHIESM
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o BB PR S TR BB RINE, R LBEA R E7E kern/subr_taskqueue. c 1|
SN FAE -

8.5. LI ijiER
8.5.1. {RARFAZ!

PRERPAF & — P TR FL — 5 F0EiE (wait channel) b RIRZEFRSIRAEIRLEN - R FEE L
BT AR S RAER 2 H — MRIRPASIZEH . HEEASEE D EHEN, EXRIKR
PASNEEA R LA RN SE Rl - 555 il B SRR A0 PREREAS TN CR A7 AE— D ERS IR -

PRERBAZERS R R A7 T 6 & 20— B AR A R iE A PRIREAS - XA _ERIHRIE
sleepqueue ({RERFAZI) BE. EEE T —MRIRIAZIREER, LDIE—BHE mutex. AL HAE mutex
HTFRIFIRIREASIER,  DUECHE EARIRBASISE I A . — DS frEE A2 R MRS - iR E
ZNEREAER S RnEE L, WIRIRAS AR RIERER SR — MR Z SN 2T AR . S WIKIREASI
HBREAERS, AR EARME— IR ERIRIREGRE, M2 IRIGEIRIRBAS A2 R 2R BRI RIREAS 454 - &%
JE— M ERERTEKILIZFTR ARG EIRIRINS ] - B T2 ReE AT HE LURIAN A PRBREAS A [R] A 1R e S AR B
B, AR B ITEAS AT B 2 #5775 HAt AR AR A RAREAS -

sleepq_lock pR#y 2 B (11 € S frilE _LARAREASIBER) H i€ mutex . sleepq lookup pRELZ7ET PRAREASIAL
IR EREEMFEFHEE . WNREHRIIERIREAS], E2iR[E NULL.  sleepq_release pREIZII4EE
S FRHEE BT RIRA B HE mutex FEATARE -

FFEAEINAMKIREAS | iH5T sleepq_add SRSEAMIA - X EREISEEIESFIEE - TR DRI SERrEE R
mutex FJFEEN . SFRRHRRARE,  DIE— RGN . ARECZ T, NET sleepq_lock JyfkfR
PAFIEE BB . NREFHEEAZET mutex (RIFE) (BEFEHERBIRT), NRHF mutex FEEHEEN
NULL. 7] flags (FRA5) SEONEHE T — M REFE, HLUERRERENRINAZI BRIRIASIfREY,  DURK
AR 2 752 A T ) (SLEEPQ_INTERRUPTIBLE) o H fif U W FIE B A PRAREAS Y. @i msleep FiI wakeup iR
E PG RAREA S (SLEEPQ_MSLEEP) | LR BT 4 425 5 (Y R ARPA 5] (SLEEPQ_CONDVAR) = fRHREAF1ZEALAN
BREIZM NS HGE 2R H TNE M S10E . WA sleepq_add FORES, NBH/RHFERERR) sleepqueue
BEE T sleepq_lock AT EBAZ /5,  FH O ISR ek BC7E PRRIRPA S L PR 28 2 Wil R BT 5 Fl T ORI S5 RridiE )

interlocko

il L 1A sleepq_set_timeout A] LI (RARIXEMRS « X P REHISEEIEEFHEE, DU LUK B Ehi g
HOn AL [A] - AARIRIRRI B D BIRRIE ST, MLARIE ] sleepq catch_signals pR#f, X4
HREE—MSEESFHEE . WRERECSEERARES, N sleepq_catch_signals KR [E/F 5% ;
HEBUT, HREEMZEO0.

— BRI AZIRIREAS | H, BLATLAGEA sleepq wait pREUHZ —FHFHZE T . HETEHRA T4
LR, FAMNBRTHAXE SR ELFEAEN - WBIES, SRR SERERESTHTIRIRR
Ao Hr, sleepqwait WREUFHMER, HFYATAAEN MR (wakeup) % BAHIKEZIT
sleepq_timedwait pREUNNZETF, EEIHBIAREREAMMEE, & AFRAIFEH sleepq set_timeout %
BAHEIS; sleepq wait_sig pRELASEFF BAMMEEE, E0H HAKIRUHWT: T sleepq_timedwait_sig pR%(
& AR R - GAFIF sleepq_set_timeout T E AR, AR AOIRIRMH WX =Fisk it 2 —. B
HIXER RS — DN SRR S FHEE - PRILZSL, sleepq timedwait_sig f)5H — N SHURE — /R
{6, FRZHIM sleepq catch_signals i 2 M E L IRRES -

WREEW EAMIKE BT, SEAREESEL, WERRHESIREE, RRRIRAD . MRERER
PRARBGEE IS 5L PSR AE R BB TTIT,  WISREIMRI) errno £(fH . FEFEFEME, [HH sleepq wait
HAGRE o, EHHAAEASEIEEEREGH2ZERELR, MNERE T T — KBS RRIR . [FRf,
ISRAE A RARIT AR, FRRIE% L, M sleepq timedwait_sig RfiR[E|—FIR & 42 HEI B BE R
Rt mFREFERASE 0 M HfEMH sleepqwait_sig =f sleepq_timedwait_sig RHUATFHZE, NI
I  sleepq calc_signal retval SEREEGHARRES, HBLEFEGEIREE. BEFHHH
sleepq_catch_signals B38| FES RS, NIENSEUELS sleepq_calc_signal_retval .

FE[R]—RBREE L ARERAOZRE, ATLLE sleepq broadcast &l sleepq signal pR %R B BMEEE . X 15
S EI A ISR BRI E RS - R EEZ AR LS (priority) S2EEIZ D, LIR—RE (flags)
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+=£#%7] (turnstile)

ZHETR R EWEIZTIRIRIASIRE . RSB ERRRIMLIEH,  RFHIKE SrEf it et
SEER BEE MHELERAZHE . RESREEATRENTON S, HUBAKIREAS %
AR MENR IR0y o Biltn, SRR RBONNIKE ESRIREAS AT - sleepq_broadcast p%HF
WE TR ERIDEE LM IEAARE, T sleepq_signal NI AVREEEFHEE LI Se i m s M LA -
FEFIX LR R J,  RUE S f# A sleepq_lock i fRHEREAS L% -

PRERGAE AT LB I sleepq_abort pRECRHITHIRMIRT - X1 MECAEAERFE sched_lock i A fE
VM, AL TRIREAS 2 I . EAR 4 AT LIEd (A sleepq_remove pR & FE € HIPRHREAS
Bre XPRBEFEM DS, ARIREEMZIE, ©RELRLTTEE RIREE R RIREAS Z R 7
HUEE . ARG AEI MRS Z £, BRI T 57— frmE I RERAS L, XA s ECRF A 4
AT B HR [E] -

8.5.2. TF%%|7] (turnstile)

- 5ORARBAZ B LB ANANTE] -

- B if) /245 /B (lookup/wait/release) - 445 TDF_TSNOBLOCK 5 A& 4% o
- SR L% -

8.5.3. X F mutex LI —LEL4R TS

- FATRA R ESR mtx_destroy() 7575 mutex, FERTIEZ 2T EMIRAHREENRHFH?
8.5.3.1. B mutex

- A Im AR .

8.5.3.2. {KEE mutex

- ik mutex oA B TE A A

- AAFERFE BRI THEBRY, W] L% A 2% mutex f mtx_lock .
8.5.4. Witness

- BRI 4
- EAfT TAE

8.6. HE1E/
8.6.1. FAKTIREFN ICU %

- struct isrc

- pic JX5f

8.6.2. H'Eo]dl/iEFM

- BRI interlock [£45 sema_wait?

- e N IR HEAERERSE sx 87

- I — ST IR A 5 TR A
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HAEEA . WIRESRAFR R HEE . X ARIE R T T RE K
2 WARHR

RARVFEER SRR . 8 critical_enter(9) API 3775 AFE H
M X o

ForEs/PEEX.
% ML

NFFRIEEEES G NFH R EMNE -

FoREYE/ FARTR -
%: [ MD.

AN ERAE.

ErHIT R CHR Y & AU AT HOIRE RS . XL T LA
BRI, SR RSARATE . AR
TR AT AL SRR -

—ME L ERINZEAE . BT, RAEPARERTER SRR
RERE -
Z W&

A RE S A B EE T msleep &Y tsleep FHEEH I AIRIREAZIRY, #R
Lk ANRBRAR -

Z ILBHZE .

ALPRER PR —FM7E AR IRARA (3 AT R A 8. B82S (lockmgr) {77
sx Bk H Al FreeBSD H{UHRIATRARE . 2, FL sx 8f, fin
allproc (£:#Ri#7#8) F proctree GHAEH) WK A H AN A ARARE -

Z ILIKHR .

Hy struct thread FTRIAMAIZEAR - LB F] DIFFEBL,  HHHEMILAIH
(FE'E

LRAE ] AR _EARBRA A RE SU AL -
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£ 9 E 4855 FreeBSD iR ZIXGHIEfF

S{E : Murray Stokely.
ErtitEFMintro(4) : J6rg Wunsch.
iE ..

9.1. @M

AERE T A yFreeBSDYR 5 & ANAEFF - RIEREE XL LE T XHFZATRAGHEHE
REVRE, ks, ITENPL, KRR MERE - WEReEF-Z2RIERSH A TEHRF eI SR ]
PRAE . WEPNERDNRE, BEREEF BRI &I, TSR R ERRZEE I . saiksh
FEFFAT DOBER S n it R0, B i sh BN TR ‘k1d fEFRERINE -

RUNIX®ERAE ARG AR ZHOL A B S 1 moR VTR, AR SO0 RSO « XSSO AE S
ARG IR B F AL T /devE N o fEFreeBSD 5.0-RELEASELLFTH ZATRRA . %devis(S) B3 FfA I
WA FreeBSD , B PMsA TRLIEFRSEIE, HHMY THEMESEFFLE . RETR £
BORAE T REE LI 1 TMAKEDEV B 7 1) -

WAEENEE T ] DU AR, TR i shig T

9.2. Z)EAZEHE T E—KLD

Kdi O R F RGUEHE BT RS PSSR AR DIRE . X AVFRE BT #0905 & Rt TR
BHEMEEEITHAE, A T IS s AR S E S -

kld 3@ T T AR A & (R -
+ kldload - iR AR
* kldunload - ¥} AR HL
+ kldstat - 51|22 Fif i 2k ek

NAZAEER FORE FPAEZR

/*

* KLDIEFHESS

* _-ZAndrew ReiterfEDaemonnews EHINEFFE%
2/

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /* uprintf */

#include <sys/errno.h>

#include <sys/param.h> /* kernel.hHERINEX */
#include <sys/kernel.h> /* -{ERYIIAILAREERRIEER */

/*
* -fNEACIERE |, TASRALIEKLDRYNFFOENE,
*/

static int
skel_loader(struct module *m, int what, void *arg)

{
int err = 0;

switch (what) {
case MOD_LOAD: /* kldload */
uprintf("Skeleton KLD loaded.\n");


https://www.FreeBSD.org/cgi/man.cgi?query=devfs&sektion=5&manpath=freebsd-release-ports

Makefile

9.2.1. Makefile
FreeBSDE (I T — P makefile 1, & 3044, FIJFH T AR AT DUBCEE 4533 URBETINE] AR AR T -

] B4t FHY X >makefilejz frmakesf GE 5 6 1 S skeleton.ko, BEALA R a4 Al UEEMEEIA:

9.3. IR ZYXENIEFF

UNIX® $efit 7 —EARMAGHAMA PN ARF A - SRR ST AR, AR LR
P LB ANE E IEENRET  BIAS /dev/MAKEDEV Iy R AR A AL T REBH & T A, (B RIRIELE
TH& AR B CRIRENEERT, ATRERG 2L mknodBIE(R B RS T4 -

9.3.1. BIERTIRET R

mknodf & FHEM M SEROIERET R . (ROIIRERETRANET, WHERORE, WEMNESHEMX
EHINEH -

9.3.2. IFRETR

WEERY, s ideves, E2F/IFRGA TR PR ARE LT REYIH - XTHPR T H
THEEWHEFMEERS  WET R, BEEH &AM 2R & IR e M A B 7R R -
Devis{AfEdff T, (HOAREM LIERMENETFT -

9.4. ZHIXE

FROZ SR TF BN P AR EREEE, SUEHmEuRII AP #E .. XERRETRN— R EWENET,
TR A K& 8] B4 1 -

XA B G TF2ILEREEEREME, JHSIRIEEE R E 2R XS ERES R . TR
TR, —/ & TFreeBSD 4.X, —/M&F FFreeBSD 5.X .

168



% 9 Z 45 FreeBSD & & IKENIET

151 9.1. 3 F F-FreeBSD 4. X{[a] i {315 A& HR B AE P 5L 51







% 9 & 445 FreeBSD % £ IR EHTLF

151 9.2. 3 Ff} T-FreeBSD 5.X[a] F {315 & YR BHAE FPL 51
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% 9 & 445 FreeBSD % £ IR EHTLF

7EFreeBSD 4.X LZEIIRENELT, (K SR AN T fr & 12 IR IS RGT L B — 1174
e ——
RIS, IRBIZRES A — LR, 1.
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Bz GHT=H)

HIERE R & T —E A -
FhFEBEIR
+ Dynamic Kernel Linker (KLD) Facility Programming Tutorial - Daemonnews October 2000

+ How to Write Kernel Drivers with NEWBUS - Daemonnews July 2000

9.5. RIRF(HTH)

HABUNIX® RS 7 — KRB 3R, PO - BR& RN Ve IR IR RGBS A - X
RS E JLPIRER, SERIEE AR . R EHTHSRIERRT, BRNARFREATE
FEARII 2 R FEMER AR A A RIBE ] - X SECT R BARG CUERSE, BURES) & FIT
AR E RO RE . T ERIFRIEER, WRICERMH BRI ER G RERE TS
BR, XN T — B . X ANEE, BIERN AR AR TR, EEE, P
Fra Vi BE R AREFER N8 E SR MEHAFAF (Braw”) & . BTIMHFEIUE (KX) FE
HARFE IR R &R —IK, WEE MRNZAERAEE A, (A f a1/ OB R 5 B
LE)—ERSy, FreeBSD JFF 1 M7 S AL &L 1% & W SCHF

9.6. MLR ZIXENIEFF

Vil 485 g IR BN e AT ZAE FH B0 10 A« e R DMREHRE 2 BT NN R E bR g A
open (), Xof 4535 & F) 5 FEE 5 P R G0 Flsocket(2)5] A

HETT, &SN ifnet(9) BRHLFM - MERR &R, LUK Bill Paul 85 [ L JRENARF -
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58 10 = ISAIR & IXoNiZfF
S{E : Sergey Babkin.

4R A FM : Murray Stokely, Valentino Vaschetto #1 Wylie Stilwell.
iE ..

10.1. i

RENR T G GISAE SRR PR A — L« X LURRRINAED M, RE S ABAESI R IE
AR, NS XARRMOGR RIS . Bl T 5FriherER-IC R AT . ESLA0F] 5 7] DIZE L PRIk shiz
PR RIS 3] o epflaha BR(E BRI SRR -

10.2. ERERE
SR ISAT RN BT A B AR & SO H

#include <sys/module.h>
#include <sys/bus.h>

#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isa/isavar.h>
#include <isa/pnpvar.h>

AR T FHRTISARIE S 2T RGTHIR Y -
T RGUE LUR R AT AR, H Rl i A SRR 7 e ORI
ISAJREHRE LI ST RIS IR SR MM SRR LL . X TFaFh oo KEERRER, el

B2

» static void xxx_isa_identify (driver_t *, device_t); j&" T /o LI hIE T A2 % &SI HTET -
EXTTISA% R, X PMAHIEERRAE: R REREEEEEREN  (JEPnP) J7¥E BTN R, X
MEIFER] AISEILE -

* static int xxx_isa_probe (device_t dev); 7EC 1 (8kPnP) fIEHRMLZHE - X T OEESEER 1XE,
XAt BE AR i e BT S LE S ) B BT -

+ static int xxx_isa_attach (device_t dev); HEREFWIIEIL IS -
¢ static int xxx_isa_detach (device_t dev); F1&i% & X SRR BRI 45 -
¢+ static int xxx_isa_shutdown (device_t dev); &% % H I HITIESBIRH -

+ static int xxx_isa_suspend (device_t dev); RZ5iH AT BEIRSBIEERIS & - HA] LA 23T Rk
P

+ static int xxx_isa_resume (device_t dev); MIFTEEIRZAIR E B E S & HITETIRA
xxx_isa_probe()Fl xxx_isa_attach()Z2 NIRRT, HRFIFRRIEZ AR FEA LU LRSI

N — AT R S RS BRI R -
/* -REMEBETEER ¥/



Device_t¥g%t

BLALRIEE g xxx_sof taR— Mk FFRERISEH, CESAE IR FEIR MR BIRHALT - B
LRI 2 BIERERN G MRE DI —Dsoftciihff «

WNRARENRE P EON AT AN, S KRR P N e Sy, YA Load_function() e ALHEAT AR B
REFFRFER) IR EHEEE TAE, HFfload argument{E Rl — NS & fE#it % . IR AT
BN (BEIER, EUAEEREEINET) | W XN S RE R0, BRI SRR R T

‘}[

RN TR A R SR POPHIR A T S 1), AR AR ATUE L— D E & FrESCRFRIPnP IDEEE - X MR
JRBNAE B SCRF PP IDAYEIIE AL AT SRS A - 53X LD Ry HORE 1R B FIRY 5 feid A -
BRARIIT

WRIKENRE P AN RPP A, EANRTE—PMZEHPaP IDE, 41T FR:

10.3. Device_t}g%t

Device ti N LHHIME LHFRE KA,  XEMANA RO EWEIEFFH S & 1R BB NS
%o THEET IR RIS S T E0E:

+ device_t device_get_parent(dev) FREUE & I B2 .
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5 10 E ISAR & RN fP

+ driver_t device_get_driver(dev) FKHUFs [ HLAKEHAR P45 TR ET -

* char *device_get_name(dev) SREUIREHFEFFHIZ T, TEFRATHT B FHH "o

* int device_get_unit(dev) KT S (58 MNP KERANLE NOF RIS ) -

« char *device_get_nameunit(dev) JKEL4 % . AIEETEE . FIITwox0”, “xxx1” &,

* char *device_get_desc(dev) SKHUS & A - JEH € AR B IR % & HIFFIELS -

* device_set_desc(dev, desc)iZEHMNATE L - X MR A MIATE R descF AT, ILFIXDTFAF B FED

PRI A -

* device_set_desc_copy(dev, desc) WEMAER - MAHIE INEIAI SR ZPIX, XFEdescFHf
BE LS AT DA T A & 7 AR F ISR -

+ void *device_get_softc(dev) FREUFE M| 5% & R BRI SRR  (xxx_softchity) HIFs%Et -
* u_int32_t device_get_flags(dev) FRENFHDE I H 4R E TR AT AR -

A RUSE A — MR J7 () i #device_printf(dev, fmt, ... )JIR&EINENEFHITENRE - © BIERERR
n BILEMES -

device_tsX Le /7 1EAE X {:kern/bus_subr.c FHSZI .

10.4. BB X4 5B sNEC B AENR BIFERM A7

ISATR & A NAZBC B S P AL T -

device xxx0 at isa? port 0x300 irq 10 drq 5
iomem 0xd0000 flags Ox1 sensitive

S E - IRQIEEAHABE B Bl 558 RV BHR(E - R X B ER EASFRERAR, X
LAER AT . Blan,  FEREIRAANTE ZILDR, A L] ik s ic B HIRE IRQIXE - 4
RULESH L PMISAR L, ATLIAEBCE SCIF TR EMis B4, Wnisaosiisal, MR FISAGL L
R -

B (sensitive) @ —MIIRIENR, EIER LAERNTE IFBURS & Z RIS & - WIHIER PSR, BRI
MR AE B B A sh R A -

T ERISARE, REER TRSEFPHRERIINEESES . EHERGTEENSG M RELAEH—
PEET - MRAGPREF— KW Ms, EXNMABSRFAAE - EES, fil:

device xxx0 at isa?
WA RE—NEESWIE -

{EXF SR PRPEL R/ AT BEhRBIA s, — DECET MEBEEARASPRIE RS, WL
MIECEAT, BCE T M.

device xxx at isa?

IR ARSI F BESCRFRE B aRAI R & O, JH MmN ZEE—ais L, oA
BAHLE XA E RS EY T - BEhRAa &R B shisin -

MMRISAEZ R E HEIER, ZENEGWT:
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BHR

PR &EIREFRIRBIBIRE (BRI PTEPPiR&RIPnPIRSg]  GIRE) IEEHUFBORA o bATRA
WEEHIERERINEISALL ERFIERS B INEFRIRBIGIRER L& 5 TN TS R REGE
K o TPNPIRFIGIREH AN FAE HABIKNAREF, BIAGER: IEhAR R 5 E Frids i BB se & SR BRSO -

FEAPAPESGEPOP IR &t AR, LIBHLEEATHERM 5 -

WEPRIC 9 B8Rk (sensitive) A 3EPNPI% £ 1) TR GIFEGE  GnSRERME & RS, B2t R
(attach) 5 %2 .

P JEPnP iR & AOFN AN E L RE LRI EE 0075 S A -

PnPi% & MEEIR IR Ed 3, HAETITAEANERIER: /o NFFEHUTERE - [ROFIDRQ, FiEXE5E
ERRZEEAS .

WFEAPIPEE, FrAISAEIERE IR GIRER 2 PO . B P BRI & NP H0E
o ZOPEIREF IR OIS Bk — MRS RIE O ATRER), SXMPEOL T, BA &S ILErshie
F7 AR « I{GIRE 20 /5T FH TSA_PNP_PROBE () FLSKHIPnP IDAISRANAE 7 SLHFAIIDFFRAELLAR, 4 RIDAS
FERFNBRE KW XEWES NIRRT, GRS EMPIP & RIRNIEF, AR KA HPnP
WA TCA ] ISA_PNP_PROBE(), X FREIE#AE, Z/ADEM— ZHIPnP DI H IR [F R -

HMFIREBREERE 2R E—NEE BHRE) |, RIIFhRE Tem(E -

AR EE A TPoPR & SR 2 MR O AIHBIL . Flan, ZEMRAED FIRTH = 5% Ll AR A Eh AR
KPR o PIDIEHEEST HROUN R « FERRUGIRE TR EEE ERRIREFFILSE (BATEU, IR0
WehteFr B EREAILER, IRE-IRHK, RE-2HEE K5, it TE) - RS DIENERF R EE
RIEME, AL BSTRAIR R - Hit, RNEREFFRE0, MEARHE TG

BERERIAR BIRE D B RF — KM AR BN KN FFIRIRG RS - MR HPnPHEIL—FE, W TFH—
W, WX —RHTENRERERT - BTSRRI IRSRER S REI, SA SR+
AETLLHE -

BT HRIE s R PP s W, ENASHOEEMIK (—RIEAZRE, —X(ERPP) - HIR
RAIGIREBR MR,  XFMER M RE e SRR RE — & A2 PO & WEhiEF EEWIK. —
VBRI BECER, —IRIEN BRI -

ST BENRAEIEE (APPSR ER]) BA—PRERGEE, NRNNEEEHHEenEs
JERT - HBLENLMELRAANGER bR, B2 NFTE B aRM A (61 BT 5 9 0isl & hs, Bl
& i sysctlfe LT A 2 IR -

iE I {5 FH R £ resour ce_query_*()Ff resource_*_value() ELfEVIIAIACE BRI, MM AT DU BEH fth A
WIECE - ENIRSEILALT kern/subr_bus.c. 2Z(IIDEfEEIREN4E 1386/1sa/wd. cfl SX FEGE BT« {HAL
ARSEERBCERIPMETT I - FETECE BRX R BB E A DA ERD -

10.5. &%k

MR ANBINZECE S RE SRR E SR, FHERBIN%. SRR EITXE S E R
FRFHER O SR device tRIEM S 2 RERBIEL TR . N TERENTHEE, Wl LIEEEH
resource_* pREFRIECERIR . R, EHEBEATEBAEEIES,  FIHX) UAFE—S e A

.
BEFRS G MERHERE . B RBRRR AP FAHREANT . FTISARS, &L T FHARE.
+ SYS_RES_IRQ - Hiif &

« SYS_RES_DRQ - ISA DMAJE B &

* SYS_RES_MEMORY - BRI 21| R GE A 1743 A] HA) 3 # A A7 AT [
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+ SYS_RES_IOPORT - %451/ 0¥ {72 58 170

RENRIMEE NOTT IR, BRI AN RZ & H N NAEXE, B SYS_RES_MEMORY AU BEHSR 5 H0FI1 - B
BRMECEFMRAT R, PrERIRERERACGES unsigned long KA, H HAERR AT RALSRHIFL
#e (cast) o« WIRSALELE, REWTISACN]—BEELELN] - [SARE RVFIBTTRH S -

IRQ: 0-1
DRQ: 0-1

MEMORY: 0-3
IOPORT: 0-7

PR SRR O R R IG (E AT ETL R - W TIRQFIDRQEFIR, IHE—MBSET 1. WERIESIHY)
k.

B IRAE ISP T = MR BN
* set/get
+ allocate/release

+ activate/deactivate

SetiZ B BRI AIYEH - AllocationfRE HIERKLHE, (15 HE L&A EELH OFREEERE
WHEREGEH) o ActivationfifT L ERISNEMGIEEEF /T VIR SR (Blan, T N7E, ERm
SEINZR RIS E]) -

BAETIRA A

e int bus_set_resource(device_t dev, int type, int rid, u_long start, u_long count)

W ETLE « AR 0, HNLREERG . —But Wi A type, rid, startal countZ —f]
E?EEEHT)‘WFE’J/EIW IR EIEER o

o dev- W FFHIHR A
* type- ByFZEAY | SYS RES *
o rid - RAWFRFIBTIRS (1D)
« start, count - BFJRLE
¢ int bus_get_resource(device_t dev, int type, int rid, u_long *startp, u_long *countp)
BUSBHRTEE - ACEHBRE0,  fn SR BRI AR E SONR [ 8RS -

* u_long bus_get_resource_start(device_t dev, int type, int rid) u_long bus_get_resource_count
(device_t dev, int type, int rid)

EFERR L, H AR Estartscount « HEEAOIENLTIREIO,  HELANSRORE BRI start SIEEHZ —, T
EX IR E 0R BRI RENR - Iz, WTHIINIESRER, BORISABTIRAY start{E 0T «

¢ void bus_delete_resource(device_t dev, int type, int rid)
THERBEIR, 2HEARE L -

¢ struct resource * bus_alloc_resource(device_t dev, int type, int *rid, u_long start, u_long end,
u_long count, u_int flags)

festartFlend 7 [8] 5 E HH E B A& & F RO 5 Hzcount (. BOYEREI M B — D BEIR - AT, RICHERNST . iR

FIRMARBOZE, WEDERE . startH0, end ™0 (&1) HEXNHFIRE  RRE LI LIETE
if bus_set_resource()iIXx B E(H: startficountgiZ EfTH T, end=(start+count), XFIEFHLT,
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R LIRTBEIRSE E 3L, MR EEHR - RAETdEE S A%,  HEH I HISAREIN RS AL EE
(HER&AREEAAFR JTiEHF TRBRE) -

BERRR— 1 (IS, B R B
+ RE_ACTIVE - (F{3-BHRSM LR B 5 E0O% -
+ RF_SHAREABLE - BEURRT LI i % 1 SRR 7 465

* RE_TIMESHARE - B[] LI Mzh FEF i k=, gl W MRsEFFE 8L, B 4
SE Y [A] R BERH A — B -

« HEFRE0 . #BLAE AT LUEA rhand_* (O MR B AR FRAS -
* int bus_release_resource(device_t dev, int type, int rid, struct resource *r)
« BEIER, roybus_alloc_resource() ;R[EIHIAIHE - FIINLREO, AR [EEE 1R -

e int bus_activate_resource(device_t dev, int type, int rid, struct resource *r) int
bus_deactivate_resource(device_t dev, int type, int rid, struct resource *r)

o BUEEUAH TR - AEhNBRE 0, HEREISE R - iR BTURME S 2 B Y Fi R — ISR R
JIJ35 [E] EBUSY .

e int bus_setup_intr(device_t dev, struct resource *r, int flags, driver_intr_t *handler, void
*arg, void **cookiep) int bus_teardown_intr(device_t dev, struct resource *r, void *cookie)

o KE/ D ETPWAEERS RS . BDINLREO, B IR EERE -
* - BHEIE BRI TRQE BTIR AT -
flags - T SER, WFZ—:
o INTRTYPE_TTY - ZXIm A1 R FAF KA E - M spltty OBFREN] -

« (INTR_TYPE_TTY | INTR_TYPE_FAST) - ¥y AL NZmRAY 14, T B A L IAdE & IR
(= E ) - EHsplttyOFFIKES] -

* INTR_TYPE_BIO- HRMiZ &, AEIECAMIZRIZS L. [ splbioOFFIEA] -
« INTR_TYPE_CAM-CAM (3@ FHijj[A] 77 1=Common Access Method) M Z8#4I58 . f#iFH splcamO) RHLTA]
* INTR_TYPE_NET - (4% 1 #5235 - fHH splimpOBERIEN] -

* INTR_TYPE_MISC - ZFHEERE - PR @I splhighOBEHETIERFEN]T. splhighOFFMlTH

AT B FHTRS, ICEERR TR TR, - mEISNEMISCR S, BRI
HERET, WASHEE T Bk -

+ handler - $E[a 4 FRIRFF A0F8%5T, KT driver_intr_t#f 5E Y fvoid driver_intr_t(void *)

o arg- fRBLE L ERFIS R, PR R RE o HCEREFRE Mvold B R (R SLFRKTY . 1SA HilTib
BREFHRNEREHRITSIIEASE, FUE (HR) HERARER&EsoftcEH TR .

» cookie[p] - ) setupOFZUTHIE, 2 {Eihsh teardown() B FHFHRIFAEFRF -
TE X T T iR E BR A (struct resource *) o & IREN 2T 40 5 & B4R IE -
+ u_long rman_get_start(r) u_long rman_get_end(r) B84k 4B B B URTE Bl FACIA FN4E R -
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+ void *rman_get_virtual(r) B #80E BN SR E bk .

10.6. S 4% ATFIRET

REBO N EFRNEF IS E 2 A PEGE SRS NF HTH0 - BRMRREA S (.
(@) NEM T&&E R L

(b) N AT BALEIE N

B@, T AT RER B R LRINGES EAF 2 FRE P IR - T /R _ BRI BE B N R
Hohtzs(E], F ENAFR) PPN B RE S SYS_RES_MEMORY SR - SRV Bl AT AR 5> BL 3
&, ERIREAEEE fEH rman_get_virtual OZKEL . BEE AIKENAE R Rf R #ipmap_mapdev O Tt HAY, 3
AR EEMEH IR R . B E ROy BRIRBIE R — AR -

KEZHUSAR N A BCE N7 T 640KB-IMBY B 2 [F] (1) LM E . FELLISARFREE RN FEIEE
FLFIMEU R A ALE (HTFISARLL F24f it RE]) o XFIER T, WRVEE &N ERRE
HMHELZ NG BanEd, EMEE) |, W LOEFE&FRNNEREH IO E — > NFEH - 7
% BIOS SR IF7ERCIA T 14MBE 15SMBAM A B IMEF N AE 2SI - QIERBIOS IERfMIR 5 N7 25, FreeBSDELAERS
IEWRE AT (LUFREE fE2BI0S Al gE4 HIAlEE) -

oLl RREIRMHI R B E, WEMADMASKER DR AP RORUE . AR R
S, ISARHBEVTRI1I6MBLLT BNFE - HIR, RE i 2 (8] FofE SR DU AEA) B Bk =S [ PP AT BEAS 18, %
B A REARAEIT U/ WCERRIE - LT RGONX LR RIS AR L, T LA IS
P HETEM -

DMAJK 7740 e B/ T 71454, bus_dma_tag_t 7 bus_dmamap_t. FF% (tag) HiiA T DMAPNFFE R
Pe. BRET (map) FoREHUXLE B TRRINTESE . £ BRETAT LS Fl—HREEE .

PR A T B RO TR M . TR FREMIFFE Bk, T LI B ™%, (B
RYHEER -

i, BE BT A TURRE (FERNE) . R S A BERFERONER, 1hE
AT A S I — R, X PR AT -

{5 T2 O R B 7 2 o -

H—, DE—RRGFEREZERINDESENGF (LUSFT SRR - X—BAT BN T 5B EmaE
RIS R ARLENAE X o FRXEEAN NSRS H R R S CERWEFRLTESYHE NFL
B ) — B R

HZ, REMAE P EER KSR+ - XA N ST RS, BREMFaBRHER. 1
AR ENBEERIGAE . RSB —FHAF G ZoRkE T H (bounce page)”, FEHEIFF
fl - AN SRR TUE 5 ARAERS, B & oha® MBS, R/5 NRGRTTE & 22 - =
BEHRE, BEr e N B ST, SRS HEE DLEIEN AT & RIS AA TR « SR RA7A0 S5 0T 2 18] 7% D1
SEFERRAER A o X — B T RRERmpERZ £ BREREN B X, ERfeH, HE%mX.

TAEAEDMANAT ERIRECS

e int bus_dma_tag_create(bus_dma_tag t parent, bus_size_t alignment, bus_size_t boundary,
bus_addr_t lowaddr, bus_addr_t highaddr, bus_dma_filter_t *filter, void *filterarg, bus_size_t
maxsize, int nsegments, bus_size_t maxsegsz, int flags, bus_dma_tag t *dmat)

BIESHIRE - AR EO, HNLRE R -

* parent - JCHRZEELENULL, NULLA TR THZEIRZ -

« alignment - 3B ALATTE FINF X FINFFE K « “no specific alignment”BH{E 1 (ST LU Y
bus_dmamem_alloc()fijA~2 bus_dmamap_create()iEFH -
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« boundary - WFEEHHEAR,  SECAERANEEZES - ¥ T “no boundary” fFFH0. (AT LU

bus_dmamem_alloc()Tfj /2 bus_dmamap_createO)VEH . I R2H0RF « TR R LIIEEEDMA T =
AN (WHLZE%, DMAMEHISA DMAEHIZHRIEM AR & B S) . WHTDMAR A R, 8
FLLIAAER T64KB (6471024)

* lowaddr, highaddr - & FRifil HLARS: . XA TREIATHETAFESECRYEIER R vF TEE . 5

BT & SRR LUS AN R 58 R T 7 ST -
* % bus_dmamen_alloc(), MO%|lowaddr-1f A HbbAN A RVF, B AIHHEAS SR FEF -
* ¥fFbus_dmamap_create(), [f][X[[lowaddr; highaddr]Z SMIEA HIBEGE A R AT U5 1R] -« TERELZ N
%ggﬁ%&%ﬁ%ﬁ/@@ﬁ HERE RG] - AR E R AL IR REL, WA X AR AR
© WTISARE, EHE (RETEEE) -
lowaddr = BUS_SPACE_MAXADDR_24BIT

highaddr = BUS_SPACE_MAXADDR

« filter, filterarg - jHyRRE L E S50 tnRfilter ANULL, MY iEH bus_dmamap_create( )}, #A4NX [A]

(lowaddr, highaddr]# 1 ANAT ] . ), [X[F][lowaddr; highaddr]pty 454> B it i 18] O DR 9)
BN RB AR A, HEREREA VI « HERER) FADy. int filterfunc(void *arg,
bus_addr_t paddr) . = G{7E AT LA DT R B AT R E0, R E AEZ(E -

* maxsize - JETIARE AT LIS IR SRRNFHE (DUFTT) - BRXMERMEGS, SETLERX,

XFEH T, WTFISAE XA AT LLK ly BUS_SPACE_MAXSIZE_24BIT .

* nsegments - R SCRF U/ ISR B AIBRECH - AnSRANINPRS], ) A R (A {E

BUS_SPACE_UNRESTRICTED. U ACARZEFEAIIXME, T FFIRESRE LFRFRHl . nsegments(f 25
T BUS_SPACE_UNRESTRICTED HUHRIEANRER TRFrnsibhsy, (AT LURFENEN PR - nsetments )
SEFRBR ALY H250-300, F i MIERF S ENHERI H (BEIF ToIELE W SRR 4 2 U/ W ki
X) -

* maxsegsz - & SRR AL/ MR B BB R ST o 6 TISAL & KK (B BUS_SPACE_MAXSIZE_24BIT.
+ flags - BFREOALIAT - ESGERAIERR VB

* BUS_DMA_ALLOCNOW - Bl FREZER 1 5K 5 Be BT A ] B FH 21 0 S 2 T

* BUS_DMA_ISA - WEMIBSH— MR, (U TAlphatilgs . 1386HL3%EE LE - AlphatilétiIpTH
ISAR & HPN B X MRS, (BRIPRBEOE iSRRI BT -

* dmat - $5 AR [F] TR BT B ) TEET -

¢ int bus_dma_tag_destroy(bus_dma_tag t dmat)

BB o AZHBRIE 0, AR (B EERAD -

dmat - FEHBAIRZE -

¢ int bus_dmamem_alloc(bus_dma_tag t dmat, void** vaddr, int flags, bus_dmamap_t *mapp)

18

D ECVRE TR —BRIESENF X - W BRI R R/ N IFRER] maxsize . BEINLREO, FNR EEE
R - S R TR0 P E ik, (BRI 2 Hi 2/ F bus_dmamap_load() i H AN %, -

dmat - %

+ vaddr - JE[E FEAEROTRET, ZAEEESIR] A TR | A 43 BC XS N AR R A -
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+ flags - BEFREOALIAT -« PfE— BB IERR

* BUS_DMA_NOWAIT - fi iR (N7 ANE SLRDATNGR BB R - SRR EIERE, W AvFFIE MR,
EHEINFRTH L -

* mapp - $5 AR [A] (AT HI IAE AR O FE R -
¢ void bus_dmamem_free(bus_dma_tag_t dmat, void *vaddr, bus_dmamap_t map)

FEL Hibus_dmamem_alloc S ACHIAA - HHET, X4 ECHIHAISARREIFIN AR E S - B, &
WY EFREE N ROAT RER I (A R PR EE A AR X8 - ANEER Syt RS Le X s, SR /5 T [l
SBLE . X REIRE AR 24 3 bus_dmamem_free(). 7EIRMT RS ST LI -
* dmat - §R%
+ vaddr - A 77 A A% R A
* map - FRBR (R bus_dmamem_alloc ()i [&] f)—71%)
« int bus_dmamap_create(bus_dma_tag_t dmat, int flags, bus_dmamap_t *mapp)
IR QIR LUS AT bus_dmamap_load() - AZZHMERIEIO, ) 3% (Bl FERED -
* dmat - fR%5
+ flags - #ip FRIEFRAIALE - HIE MORTE SUSAEMERRR, Bt B ATE2&0.
* mapp - & Al [A] P HT L A A AR TR ET -
« int bus_dmamap_destroy(bus_dma_tag_t dmat, bus_dmamap_t map)
PHERBRES o FINMBRIEIO, AR A EE R AD -
* dmat - 5B RERATPRES
* map - KB EHER RS

¢ int bus_dmamap_load(bus_dma_tag t dmat, bus_dmamap_t map, void *buf, bus_size_t buflen,
bus_dmamap_callback_t *callback, void *callback_arg, int flags)

TN 22 v [X B B A (B T8 55 Y bus_dmamap_create()al 3% bus_dmamem_alloc())Ql%E . 221X BIFT
H THEHHEHSWNE, BEEEMFEIREMENR, HRIEARFE AT KETTE - 20 @Y BRI R
HIEUCH, JRRHEE DL EREL - [EH R A AR 7 X R - RS B SRR 1 X 2 S BRI
PRI L AN SR 5 200 SO R 1 DCONRESL RN ARAS, PRAESR RN, 2 st v X mT PRSP 38 FH [ ek 5 - 2R
[E Y R EOLEIHAT LR E 0, anSiE SRBHRA , S ReROREAT, NBR[E EINPROGRESS - f5—FMEIL T,
SHEBA 8 B e B8 18] (4 [R] 2 AR B AR 5 £ 35 -

o dmat - f5%

* map - Jipt

* buf - G X AL R Ak

+ buflen - L [X F4 5

+ callback, callback_arg - [E]H %K H S5

1] 3] o P R TR

void callback(void *arg, bus_dma_segment_t *seg, int nseg, int error)
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* arg- 5{&3#%4 bus_dmamap_load() [jcallback_arg #H[F] -

* seg - BOmiATHIEEE

* nseg - FUH A HFIA T M EL

« error - FORBAHULH: W#GRON EFBIG,  NIFRZE RVFHIERAE B B TTIEA NG X . XFEN
MEAT AT IR E AEREF TR AZL o MXFE IR KRR PR E . IRTEA AR
SC, PRzh RRFPAT DILE B8R, BRI X 2 R AL S A

BEAT B -TE ST TR

+ ds_addr - Bz Eisk

* dslen- Bt

+ void bus_dmamap_unload(bus_dma_tag t dmat, bus_dmamap_t map)

unload the map.

* dmat - §R%

* map - CNEAIBLET

¢ void bus_dmamap_sync (bus_dma_tag_t dmat, bus_dmamap_t map, bus_dmasync_op_t op)

SEa it TYEE RS, RN XSGR TTEETRY - WREGE IR iR X 5 BT
KRZ P LHREEGERS I LAE . TR B 5 a0 i XA R -

* dmat - §R%

* map - CINEAIBL

* op - EHUTIFEISRIER) KT

* BUS_DMASYNC_PREREAD - M i% £ 5| L& [X FIL4R1E 2 fif

+ BUS_DMASYNC_POSTREAD - M % £ 8] 221 X it E J5

* BUS_DMASYNC_PREWRITE - M\ %% [X 51| % % 15 #:VE 2 il
+ BUS_DMASYNC_POSTWRITE - M 221X 5| H & M BEZ 5

2 BiJPREREADFIPOSTWRITE Sy 2548, {HRFRFIBER T, KUt IRhiER? HNREREEEAT
Fibus_dmamem_alloc() X5 KN ANTR [ -

M\bus_dmamap_load() Fiffl I Bl R £ 2 iy,  BEACH R AR TIY « HF BRI A vE R RS 1B
JENEE UFR o XREEH Ti3864R RAGHY B BUEL H BSEPRIRHI1£79250-300 (A% J9 4KBIRL 2 F P 45 F9 AR
N, B ERIRN AT, M HELHE HRAER) - HTEEETRASEmMAE, Fitixd
6 AN ERE LR E . FBiE, NTREEEEFMS, B SR EH KRS .
RN BT IR L DA/ IR ERZM X, MR = —F 0 —FR AL HE,: Mg X —i
g, RRERLE, WEMBZRM X T — s, WtxE -

F—DEEEE R BEE ATREFR RIS X A/« SRS X AP i) BTA TURAL S Y08 EAGESE, W AiE
BT SRR R R IX R Jy(nsegments * page_size) o fila, WFRSTFFHIBMIEASRE J10, NIFE386
AT AR OR ST I e R R DX R/ N9 40K o U 5iA B B KD ) R BEAE AN s R 1 {6 P — RS R B -

WFRREFIRAAN T B/ e, B e P A BRI R B i) 1B 0L TR SR RE PG X RN,
MR IpIER: MRTTIEEN TR R X, wAERKEIEE T o 2 Bl — MBS X ARy R 776 -
184



5 10 B ISAR BN T

T 2 5 B A Y B R RS, ARYE T BT A B AR E AN R o FRF R T BRI (R -
ST MEERI RS, XA E BN RSX:
bus_dmamem_alloc -> bus_dmamap_load -> ...use buffer... -> -> bus_dmamap_unload -> bus_dmamem_free

KT NIREHRE PR G st 25, HF BRI RN X .

24 4 Fhbus_dmamem_alloc ()0 ML, %33 Bl 0 el P O e LN N AT T
bus_dmamem_alloc () F s F ) —4F « XFRENL T AT DAARIEEEAN G2 10 XA E R — A~ B i s (BRI [l 8 ]
DIETIERE) |, I EERESLAIHIT GKIZEA 2R EIEINPROGRESS) o X FRIE LT B JH K%L T 2B R
SRFY L .

AR

REBEERE AR, WHERER, EREEMIOERATIE. KRGS WRALEZ MNFEXSE, WS
EAHE MR —MEMFENEIRDEE (SRR FFALA FIRE PR B — MRFIER -

LN R P X 2 fbus_dmamap_create() QI ABRETRS, FT EARIRERER, BRI AUREUS AT It
S5EE REHTRY - REBEERG T AT
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s = splsoftvm();
error = bus_dmamap_load(
dmat,
dmamap,
buffer_ptr,
buffer_len,
callback,
/*callback_arg*/ buffer_descriptor,
/*flags*/0);
if (error == EINPROGRESS) {
/*
* -RITHENREURRKRSERNES,
- EAERREZIFHANINIT T splx()Stsleep () A LKA,
&
}
splx(s);
}

AT SR TR T I 5 Al

L St BRI R CEG AORERGER  (FIANCAMIESR) |, T A it — 2 A B RO B g Eh
PP A S, FRSEHRES ﬁwﬁ'lﬁ?k ZRAFERZBOMNIFEL « HTREHEIER, REEER
PAFI ERITERSERA BT RER DM EF

2. WARIERZAEREOREIN AL (FIINTFRRE ERGRIETEER) | WHEEZWXEIRT LiRER
BhriE, HER tsleep(). F = EIHREH ML, TR HIUTAEHARERIINE . WRZE T FP
PR, EROZA M MEEEME . FEXFOTET, EEREEE TR LRLE (R BT AT
Ul) BB TR ARG KSR AT P A A B - [EIRSERL Ja, TRV e Rt BE B A A7 i ) BEECE AT
FrE BIAL 2 -

10.7. DMA

ISAj5\Z%HiDirect Memory Access (DMA)Zj@IDMAEHIEE (KPR LREA] PRIRA, HXHARTCRA
1) SEER . O T AELLETAISAS T R, SIS AL A R P R B P AEDMASE I 25 P . 55
&, FreeBSD f2fft | —E %Y, iXLE AR L EDMALR HIZS i) ZEHA 0 i s BB AR R 1 ek -

R AR LR AR L LB BE AR & - ERPCLE A0S & —HE, AT E SRS S A
ik EAIEIEMDMAZRISHHEE  ME—FER S FTUOI TR, EAMEEGEJ MDMAE ]
fre  EERIKANIEFES, RSIDMALEHI ST I MAE—E R BT A 0T s EGE — P DMAEE )
TR -

void isa_dmacascade(int channel_number)
FrE #— P RE B AN SRR TR - M E B SIEFRS, FEZE J FIDMAKE S AR -
TR AR R, BEIERIMAGE 2 . IR

¢ int isa_dma_acquire(int chanel_number)

PRE— P DMAEE o AIIMBREO, AAFHEIE SR B B € IaEhiE P IR MR EIEBUSY - K ZH(HY
ISwa%%‘BTﬁE#\%DMALJE PRI R ROE A BB s B A SR BEIR AR D AT XA ER
B2, BRBMIAER - RAER, N5 EEE DMAFFERf Zpanic .

¢ int isa_dma_release(int chanel_number)

FERSE B OR B UDMAGH TS « BEROEE R A ATUNEER IEEIEAT PR % (5350, BEBUEIE S R &L AN EE
B AR E ) -

* void isa_dmainit(int chan, u_int bouncebufsize)
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7B R B (M RGRR I X o ESREVR PR/ NANGE IS 64KB. LUJE, ANARMEHEZ M XA A
SEYEELLR), BOBMISA  BEA VIR LR, sUSRedKBAA S, N BEhEARHE KX .
RS AT & A mgm X (B4, B bus_dmamem_allocO)ZECAOARLE) | N AFFE
Fisa_dmainit(). {E{FHIH A% 2 iksdid DMASE il 25 (& L B HE 2R U7 (F

« chan- g5
+ bouncebufsize - DIZ# 7714 f 58 SR X IR
¢ void isa_dmastart(int flags, caddr_t addr, u_int nbytes, int chan)

HEf R BHDMATE B o SCPRJA Bhi% & BRI HZ BT R F B s B R EDMASE IES - ERESRITXER
TEEER) HAEISANTAEE 2, IR B E S5 R i X« AARFERGREITIX,  (HRGREITIX
S Hlisa_dmainit() iE, B TIERIEEA/DAG R, MRS panic. FiER B MR #HZ%
XEEOL T, Ef B ohPs DRI i [X .

o flags - (T #EHD, REHESERAIBRIERIZETY . J515(B_READA] B_WRITEH f+
« B_READ - J\ISA 4k 8 77
* B_WRITE- \\NF S HISAR % |

¢ BRAW - 45U BNIDMAEHIZS R 2C &M X, HAERTMES R BEERURLEAD, BFREE
e —%im X (MR, JK3) BRI REAR &R A — MemZ AL & X P rokds) - Rk
HIRE, ZHEOVS—IRIFRAR, AR N —IXEHZE LA isa_dmastart() . HAEAN #
PR B o [X B FHB_RAW A S -

+ addr - B X b hE

* nbytes - GIPX KR« MAUVNTET64KB NAVFRENO: Ky DMAFEHI SRR 2 F## 7 64KB, TN
RIBIECHEE B0, S FE AATTMARCR - N TEESFTMETAER, KELFAHEEL,
R iX Ll E B Rz T - TERRERILT, &S — DT -

+ chan-3@ES
* void isa_dmadone(int flags, caddr_t addr, int nbytes, int chan)

WERIREEETRE. FEANF . REEHRGRZ M X EHRIE,  NPRAEUE MR M X F5 TLEIJH 1R
ZiIX . 285 isa_dmastartORMHEE - RIFEHBRAWIRE, {H'E— R A& Nisa_dmadone() -

¢ int isa_dmastatus(int channel_number)

AR [5] =5 i i R R TR fE isa_dmastartOHitE B READIUIGHL N, IREIET —EA2ET
Z o EEE RN TS ANEMIIERM X P KE - EXWHAERERSRE SR T e i
REIF TR WRF TR0, MR AT HER R -

e int isa_dmastop(int channel_number)

JBCFF = R R 3R (B3 R e e ) 7 1T %

10.8. xxx_isa_probe

X BRERI A R EAAAE - ARG SO AR BLER RS (WPl N7
k) U E BT AL AT R IR R SR -

MTEREMEL, WRAREIIENLE, S INEHE BRI, 08 R AR H A R, R 2R E]

—MEERER - FRREAN FENLIOREE ENXT0. HABEHRE fERRHAb S - Talifi(E BkE
AT o REEERANE PR E T FIRAD -
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XXX_isa_probe

HPnPR A SRR L MR O A TUREE - Flan, NEESER R 2 RHRAE O MBS Sz 0 -
P SRANAE FERRF TN - AR GIRE R E A E ARSI AP RIS S (e, SR [EI0fY B EhEE
FPEERAEPLER, BRE-IMHRK, RE-2HEE, &%) X, (R0 s ficeishie
FRabBE (HCR S NERGIRE S SRE-1) | TWFERGSCRE AR & R e e B (R R
MEIEEFIRE0)

BTN TR o softe l RGTE R R BIRE Z B0 BC 2R RFIREREERR, MRFFEm RS D)
BOHPEC - ULanR I R, SR L PRIERGE o BRI R E R rE IR, Bk
BE T A RES R IE AR AT 2 HBOE B - nRIKNALD) 2R, #ORTF B A GURAFHAELUR 5%
fIfE xxx_isa_attachO). HARINEHREFFIREIT(E,  BUABECRIL T RIS R & oA H L E B IR & 90
e Htixfh BN RO AHERERRERTAE R RR, HERZNREEER FIREPERTETEN] -
Zixxx_isa_probe() iR [EI0F, FEREIFIREA B — MFER, MEFMAPRENINE) 7R = X -
EAEBRRBRS AR LREBNEOL T, RVFIED FRFPAE MGG RER [ 0FNE AR A PAT Z 1A CRFF BT
I8 -

B LU & R PR TE ST 18

struct xxx_softc *sc = device_get_softc(dev);
int unit = device_get_unit(dev);

int pnperror;

int error = 0;

sc->dev = dev; /* -HEHEEIR */
sc->unit = unit;

R REPNPI A « RERIEE — M EPnP IDYIRAIRIATHY « 3% 65X DM RSIREF SCHFAIPnP IDAILL
AT AT LA H A R X SEID R % & B 5 FfA -

pnperror=ISA_PNP_PROBE(device_get_parent(dev), dev,
xxX_pnp_ids); if(pnperror == ENXIO) return ENXIO;

ISA_PNP_PROBEFIZEEAN T : AIRF (& HIT) BURHENPAPITME], TR EENCENT « AIARH(FE PP
EE], EOTUERIDAEER ) A£—1D, NEREENXIO. 5, WRBEEFESCRPP HILECRH ) —1
D, MER[E0, F HHdevice_set_desc() N FHBUE 2 TR TIRE -

WF B BN RE PO R PP &, MEILE R T

if(pnperror != 0)
return pnperror;

X T AR PP IR AR P ANTE AR, RN IREh R P 2 Z 8251 PP IDR, HUNSRAEPnPR HiHS
1BFIENXTO .

RMGIREE 2O FERLEDREIEIR, WI/0MAS, RAIHHN R . WT ARG, KT
A AER BN A E ML TR - PnPix& I A BIRAEPIP 7 RAGHUCINE, RRESEFAFEHCK
BWEAT-

BHE VISR ENRDEEMER S - REFRLEREATFNLE ETFFHTREEAER (RE
PNEFTE RS EHRRNZRE) « B EIE Bl 12 HSm 1A (E:

sc->port0 = bus_get_resource_start(dev,
SYS_RES_IOPORT, 0 /*rid*/); if(sc->port0 == 0) return ENXIO;

Hei A QR AP AEsoftes By R DUERRERGEA « G RFEEH MM SO, WIS RE A B 218
MITCIEEARZ - RBANERE] wwH, MWHREFHRAIA . M5k, —SaRehfer A=, ZXEm
PrEFRERSRE, -
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5 10 B ISAR BN T

IR, MOX LA E NOZ AR A identify OFIRE - (BRIHER — N IE S A HR WA A7
Heprobe OFSERLELT: QIR SXMPER ik — L EL b BURAS & A - IR BIARILHEAT sensitivefffr. B
VR E AR, RJER Hibi . [Hidentify OFIREAEFTHHNZA $AMH, HEENAS%EBBIER
BEHATREPALIX LR -

WIFE, AVERIRGN O USRS E R 040 (PPN | Bl NEERESUHPEEX M
,%\ °

B 5 S BLHF G — v R A A (Ffpk(Estartflend BER B “FEFFA Tl iTbus_set_resource() & E
HIARLE(E” )
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xxX_isa_probe

BUAE AT LAV (] 1 BRI B AP 2, Bl It el DLLLE M s 5 A BRI B & B S B T E R
PREEAEH R - GERBOH, MR AT REE b A A AE X Ml B, S Mt EARAIE %% -

KN B EE R FIRE A 2 B P A TR R E o X Z RTEA T BRI AT IR, R
DADELAYOSEHR - RN FIFE LR IRAREK ASER , R LRIFTE SR AR N SER - SRR & AT
IXEIS EIAMESL, AT AER & AR L E SR, VR LADREEER, HHhE B RIRRES, A& —
SLRRSNS (R IR ER AT 8. RUE BUEDELAY OFE (R HLEs EARER A RCR Y IR, (HEERACPURIAFE,
BERREOE R —E HIREMRE -

ARG B AR E TR B AR TIE, EF IECEFHRN W . (EAEBOXHE -

HHAGT BT Z IR & BIBETIZL S, pREL xxx_probe_ports O AT RESLEIR&HliA « (B AR A — s
T, M AT LIRS R TER . 9%, X PaPidtd, PP R BN EHNA -

BRI BIFR R = 80 SO R L B A A R X BT R BRAVE R, BCE BRI - B0E - AR E
E— MR LRI - FRNEIRER S R AT AER AR AR, XSG EE R FIRD G, 1 TE
T AT LB A b B 2 R I R R A

N IERT DAEENRXBCE SCIE IR, BRE N R R L s v] LIRS R I BLE R Ao P HUCECE - iRW
MEGERTAT AR, AN WRUEY mTREA P IRBE N X ECE SO H B Bk, (B ARATTHLE
HOETH2, MR ALBERZA . — P SKBAEIT AT LX)
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5 10 B ISAR BN T

R, RE S EIRQFIDRQT FH A B R -
WR—YBATIER, ARG R AR BRI B A -

BE, BT FE BRR SRR E AR Bl TR AR 5. softcsE7E £ A AT
BB, BT R MR R E T B RN BRI #R T -

XRSEREHIRMBITE - BIRABBAS M7 5ER, R EME—1 Wb, HERATEER T H A
F:
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xxx_isa_attach

10.9. xxx_isa_attach

LSRRI GIREIR [ ) H B AR GRS D IKENIE T, MIERBITE 71 SOR IR P SEPmER B R 5E - N
REMBIFRRE | MEEEGIFEE RIGERR AL softe, WEEHMEMFIREIRE - Fi, MRE
MGIEE sRE0, TRIREMIEIX M HERBIRER = AR R AR Ao - A SRGISRE A (E, K
NP AT REAN 2RI -

WRAINTERL, EREFIRRREO, EHINEE IR -
EERBITE AR SRR GIREAR L, K — Lo AR IS — RS R E+ -

RGP ECFBOE BT TR BTR - T Y DA A W IRIDR B AL OB, IR BB AL - Bl 1A 2R
MERECAELE T TERREGE, R el REESsofteh . IRRMFIRE T T —Ein
BERIBEIR, AR ERROE (EFEHRAIER) -

DMA% 3K i 8 (DRQ) LU BT AR S HE - T isa_dma* O eGEURHATHIMAIL - Hl40:
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5 10 B ISAR BN T

isa_dmacascade(sc->drq0);

T E SR (RQVE FURFR - BRT SMICLASh, FEBNEERFROPITALIE BB R Y 5T RE - 725 EHISATRE)
P, HAGIRRLTETGE RS ERRFEHITT . HAENRENETF, ZRAE, Elf%E
R ZEsoftcffgt . — MREEMFFAET A EWsoft BN BN EL/E, Msoftc UG BITSRE S, MM
HIT S B softefR RN - [, XA~ A WERAT AR SLNNARFELRS —, HAareilt=R
B BPERREHACHRN, EE DEMEMESEERERE, mMeEf] ZEm Uk ERRAINEhE
FPARH -

RN TR 2 S A FFEATOMA, X RN TE R 2 #2 HiA 7 2050 B
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xxx_isa_detach

SECT AR RIBIRIE, BN HHIAIL - Wt LA REE I BrE e, BRREATE/EN -

BT RG0R B EEH & EATEN R GI R B RN & A - B R IR SRR FPARST B — 2250 TR A 0l
SMER, HRFTRER, BN

WRYIA L GIREBENEM AR, BUOREHHR Z HITTENE RE L. -

RGN SR — PR RS ERBAT IIIAE T R G0 - SRl IX D PIRAE T 2R T I sh e Fr A 26
B FRTUCE . BRIA . W4 A . CAMSCSUE AR & 5555 .

WS E B TAEIEH LR E AL

Ria, WEMTFHEI . REERRE, A BRN S B AL . BRI — P H5L. githsoftefiibsy
FATZRREA, FIEA] REHR R B T LR R B E TR -

LR IR 2T -

10.10. xxx_isa_detach

ARIRENRE P R X KA, HAKEh R B 5 o T sk, ) AKEhAE i B BRI RE ST - AR
PESCRF IR, IR MRE N R . (BISAREASCRARTR, X MR TISAR e AR &
o HEINETFORED RSN AN, BRZEIT EE BMANNERERF =2 b £ RS0
FTEOL T A BRI JREhfefr, H AT MMHEEER, XEERERE I 5o ERE FL
NMERG - FH—NEREE AR TN EARIKEF K 10 S EER LT EZH A EHRME -
THREIRENRE R — BB AR IE, AR SR T A RPLE L5617 OF YRGBT TR afi=iix
WRADBALFR) - R, HTEEEEE, SRR EGE-

WRAENIE RO S, RS BIRRIRE0, TR E R -
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5 10 E ISAR & RN fP

7 EPBREEENER . ZMKE - EEE R BN N 7RG E - IR E SR EIT TS,
WA E W NERE: TR B B RIS AR AT 0 B - AR IR TR E N T RET
S 2% P B RE T AR SRR FPAEE BT - 38 5 1 5% P (BA PRI 0

struct xxx_softc *sc = device_get_softc(dev);
int error;

error = xxx_detach_subsystem(sc);
if(error)
return error;

N2, WANEFF] e BB AR R A —EAPIRAS - AR IL AR R E A TR R, ZEFHDMAEE AN
T LOBE SRR IR N AT « X T ARSEBIRFFM S, X IER KA GIREAT T, B RIKEhRE T A aiE
K BIRE, BATREFHHEMALT -

XxX_isa_shutdown(dev);
BB E BRI R E A -

xxx_free_resources(sc);
return O;

10.11. xxx_isa_shutdown

Y RGE R AR ARG - B R A BRI . T REEUSAR & S A2
PRENME, WX REOFERIELT, HNNEEHERDN S WERIAL - BF S &0y
B PPRRH, UREERERFREFRERSQNE (S TREERAE RBMERESIER) - R/
ZROUT, R FEH 2 HIDMARI i, FHE LR 20T e fd MFER - TS ERGRTRELE,

R FA TR AL -

10.12. xxx_intr

HEISR B R SR BRI 2 VR AP T B pR R - ISARERACRF it = (RERFIRIG LIS
PRI SERR Ean R AP B R B A, JLF AT AR (S R W ok B HCisees « ORI, AT A B s R R 1)
& AR e AT AR - IR, I B RN R[]

ISASXENREFFHIIHAE R B & T SENS & - WAECEIKST, = WHbus_setup_intr ORPETAKENTE
AR 7GR AR EMSE - RIEHNE, ERYRIGMLEN softcfiFaht . Bt rhiat K
HOBEHE B T A6

static void
xxx_intr(struct xxx_softc *sc)
{

EisfTAEHbus_setup_intr ORI RASHIEE  BIFWTIICHR L - XEIREZHITE H ik R XA+ i
AP R HAE AT -

TGRS, TR GRS AR

while(xxx_interrupt_pending(sc)) {
XXX_process_interrupt(sc);
xxXx_acknowledge_interrupt(sc);

b
PR A P R RS R 1808 BB R, (EANBEIR FRIT RIS N, JRE I RGUM BTN .
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£ 11 EPCHRE

ARERf 10 FreeBSDIy [ 45PCLE 2 R # 9w 5 I sh R P T L RIBL A

1M1 17N 5%
X LHIE BR 2 TPCUA R AR Qi O I R B % . BB INEkikld 2 B2 m b —4 .
11.1.1. RBIRENFZFERRB(mypci. c)




IR EN R FRIR S (mypci. ©)
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RHIIREN R Makefile

11.1.2. R_EIRENIEFFAIMakefile

WERARF LTSRN Makefilefg A—PEZ, IRATLLEAT makedg oI eiiefr . 0F, IRATLLE
frmake load RFYXahFE A4 E] 4 B IEAEBITHINL A, Timake unload ] 7E3E 85 I EINENRE T «

1M113. E3HF

» PCI Special Interest Group

» PCI System Architecture, Fourth Edition by Tom Shanley, et al.
11.2. Z4FIR

FreeBSD-fy AL S8 A1 SR BEURFR AL T — PRI [rI 06 R AGHLA] - JL AT & #REMARIMEL (PCL, ISA,
USB, SCSISE%E) MIEZT A, FHiXEida&E FEMATCESERIERE (FIanNFE. Pk, =E
DMAEE) -

11.2.1. EthibEF1Fes

F T WPCHE & FH SRS, IRTEZE MPCIELE 25|53 B Base Address Registers (BARs) - FREUBARM [
PCLEF 5E B2 T W fh 2 4F K $bus_alloc_resource()H .

fltn, — A IR EhRE P AT BEAEattach () pR B A LSRR AR 7Y



http://www.pcisig.org/

118 Pl &

FAEUFF AR R A AEsof te g5, LMELUSATLUER EATRIZ&EE A -

IRIGHLRE S IX LA Sbus_space *#y—iL RFEEFTFE - G, WIETFATREE ST AHREER
e, FRSBUR T R e B 17 3

KU, FTLUH TR S 55 45

IXEEPREGLASAL, 16 A2 AIRRAAFAE, VRRL HAHR I H] bus_space_{read|write}_{1]2]4}.

FE

@ 1E FreeBSD 7.0 FIEE F A, 1] LLFH bus_* pREisk (L% bus_space_*. bus_* pREUH FH
ZHUZ struct resource * 551, AR bus tag FIAJiH - XFE, AT LLKF softc it
i) bus tag 1 bus FIFFX B AR AR E A, K board_read() M E -

11.2.2. AR

F I 442 FROR 53 T PN 7 B BL 77 2T R R SR RAD A T - 58, AU S IEIRQETR, A
JE s E T A PR EOR A BLX N TRQ -

IR, K B#&FattachORERIFI T H I EEGAME -
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ER BRI B HIRE R AR — L0 . R TSI & 1 R T i, HAERF R TR —
Hbus_teardown_intr() RE|, {RELGE/REIFECEREASEWAR, FEMERREEHITT X4+
W Zb PR AL LR FE AR C R B o BT L BRI AORT DARERR, 8 P L pR BSOS AR DU RES A AL A B R

11.2.3. DMA

ATEEF, REMATHLERMA M« AHEXEREEE S 552 FH]bus_space_dma*()pR%L. = FfT
X DU FRFERTARS, SXBURLATRER KA - SR, H ATAPLEAWTELE255h, Fit—H Ef1EE TR
Ja . BN — TR AR AR T T -

FEPC L, 8T R FEDMARSNE % L AT B B e Bk, FRT FreeBSD{f F BRI 773 H AL B I
Ik, XA . EBHE, B REL vtophys ORTLIFF B A -

SRTIX R I p % fEalpha A A —1E, 3 HEATEIERZERE—1 Fiyvtobus ORIRREL -

11.2.4. BUEN B RIR

BiHattachOME D ECAOPTE RIRAE R EE . DAV NMOEIR, B RIS 1 N 2R UERH 2 BCAR L&
IEFRRRE, XM IREIRNAEF £ Ia RETIR AT LAGER -



£ 12 5 B 1A10] 75 7ASCSIHE 8

4R FFM : Murray Stokely.
iE ..

12.1. &4

RSO B 1 % FreeBSD TS A ARENRFRISCSIIUE KBN T A, ASCRIA R 15 B MLl FIEN T
.

* ncr (/sys/pci/ner.c) fWolfgang Stanglmeier and Stefan Esserfg 5
+ sym (/sys/dev/sym/sym_hipd.c) fiGerard Roudierdg 5

+ aic7xxx (/sys/dev/aic7xxx/aic7xxx.c) fJustin T. Gibbs#g &

FIMCAMECTEA S (1EF Justin T.Gibbs, [IL/sys/cam/*) Faffsk . = —LBfRi ik A dof th 22 i,
FF BFEZR 2 M Justin T. Gibbs fCRS A —F R EHUFRES,  FoRFHARC H “recommended” .

A LA RS B2t AT - REBI G P ESREAT, HH FRRREBEERS, BENRAE
DT - SXAEE R T LI B i SRR RS - W T BEIEMAEhIER, HE TR REE R,
FH FEMERe SOSERE AT THE, W TSN 2 Rorr) BSRRE, sigal e
H & & TR EABE T o EA SRR R R MR 203 o X LR H DO BA A FRIR S
BEnEmAERRI . EZpE, BESPMERTSEE T, aFEEET, AUERENRS) B
FhikEl .

12.2. BAAERMEEM

CAM{R T 7 (Common Accessethod) « T LIKSCSIA 3 T4k 1/OME: - XV HHT % &35
PR AMRHIL/O MR IREN TR S BTk IR A AR 7 R AISCS L+ DB /S AF T ECA 4%
LR, XHREIREEE RS R SR N/OMATIES (SR . XF, WAREEN
ESL

© SPEREIER - ShER A (RS, BEWF, CD-ROMEE) [IKEhiE/y
* SCSIEE MIRHR(SIM) - JERERII/Of8 2%, AnSCSILIDE, MIEHL S LS A ENERF «

G ANENRE P NOSTRMLIE SR, R EA 185 e Jy SCSIn & 73| H-1F X EESCST 4 {43 3| SCSIz 15
PR SCSTHE ORI SORHX an & ffidsn SEPRfEMF (BE Qo RSEPRAEF A RESCST, T2 FIANIDE, M5
X LESCSI 4 L Ao B (1 native iy &)

BT LB VSR 2 G 5 SCSUE LSRN RE /T, LA T IR A ] 5 M SIMEK) £ B2 2% FE BT O 4% -
SR A SIMBR SR P 75 2 EL 8 N FICAMAR SRR S5 31

#include <cam/cam.h>

#include <cam/cam_ccb.h>
#include <cam/cam_sim.h>
#include <cam/cam_xpt_sim.h>
#include <cam/cam_debug.h>
#include <cam/scsi/scsi_all.h>

B SIMIREIRE - AU 58— MBI R [ICAM T R GUEM E B 2 - IXAEBRENAE ) xxx_attach() R £f
(BLAEARILLR ) xxx F T ME— ABKENAE - 22 FHIZR) SAMRISEAL . xxx_attachO % H 5 I ARSUE L B
SHECEE WA, BT ARERXE R -



18 FH AR5 1

XTI HRTERL: B TR ELS SIMKER 11E KA
struct cam_devq *devq;
if(( devq = cam_simg_alloc(SIZE) )==NULL) {

error; /* -—LEAMIBERRYMKIE */
¥

Ak SIZE REATLHIASIIR DN, EREEESHIRAEREE - & SIM IKSHFRFE SCSI R _EREWIHATIE
HAERIEE - — BT LA N A E
SIZE = NUMBER_OF_SUPPORTED_TARGETS * MAX_SIMULTANEOUS_COMMANDS_PER_TARGET
T AN THISIM B HHARFT -
struct cam_sim *sim;
if(( sim = cam_sim_alloc(action_func, poll_func, driver_name,
softc, unit, max_dev_transactions,
max_tagged_dev_transactions, devq) )==NULL) {
cam_simg_free(devq);
error; /* -—LEFERACIB(CEE */
b

ERIRBNTNRERIESIMIATF, BATHRAL deva, PINEN TR ETEIEMEMEMER, mWHEIET
NNFF -

UASRSCSIR B ZASCSIE 4L, B AR 2T B E /Y can_sim 4514 .

—MEBRFEE, WRSCSIRA AR —4SCSLR &AL E A M, BN RFE— | devabitgib &4
SCSIfEZL? FECAMCIEITERE P28 M E S HE— ™, KSR ArEE %k .

+ action_func - FE [ IKBHFEFF xxx_action s EAFEES -
static void xxx_action (struct cam_sim *sim, union ccb *ccbh);
struct cam_sim *sim, , union ccb *ccb ;
* poll_func - FR[aINENFEF xxx_poll() s AL HIFEET -
static void xxx_poll (struct cam_sim *sim);
struct cam_sim *sim ;
* driver_name - SCRRANENAZFAHIZ T, BI40 “ner” B “wds” .
* softc - FR[AXNSCSIR IR T RN FR A FFRITEE! - SX BT LS # IR Bh AR 7 R IR FAEH -
* unit - SFHIZFERITT S, QN TEEGIEE “wds0” B AR 0 -

+ max_dev_transactions - JLFREAEF N NSCSIHFRA ekt & (simultaneous) ESSEL. X ME—f%JL
FEAEETL, HAEIE SCSIRA TGRS . toh, WRPEFHFERIT N HSHIFENES S — 5
%5, ALV EAEE N2, BLIPAMEESG IR E 2k .

+ max_tagged_dev_transactions - FEFERIARTE, (A2 EFREREIT - FREESCSIER & AR EZ N FHSMT
R BPMES BT DE—IRE, HEAERNEE . YIRETHFEES, © FERERRE—
AL, XPESCSUERLE: (FNAREhART) BREERIE WP FES5ENK T - WS BRI ER KRR
B o ERURTSCSIIERLERHIRE

B TATEM S5 BATHISCSLE AL ES K ER AISCSLE 4 -
if(xpt_bus_register(sim, bus_number) != CAM_SUCCESS) {

204



5 12 5 38 F 5[] 7 IR SCSIE %

cam_sim_free(sim, /*free_devqg*/ TRUE);
error; /* -—LEEERAMBHRED */
}

WREARSCSIE Al —Pdevaghitly (A,  FATRHHEZREENREEZ IR, BIORHE—KEL) |
NS4S S2&N0, BNSCSIF EEREEMN AT AFRS . FREEFE € H CRM i cam_sim45H .

X ZJEHA B fIES e 2 E R EICAMALE - HIAE devaff)(E R LI E 7R FEFTH LUR CAMA i i FT A
UUsimiyZ &, devad] LNHE S H -

CAMIyiX S P S fR (it THEZE . HUEHMRARE (SNEKEIER) . AUk BINERENEEF, T
LR HCAMT RE0A S - ALMIRE) BFPERA] LU SELR I oD A EIR , X AR S i A At
EH BB -

XFPEAER)— N T T RUE IR EE AL . BDFESMEMLL “path” T X BN ER AL E - BIre
EREM BEASREITES GBI RLE . HINESOBRET URER RIREHES (X%
&), FOAEEERERE TUREEIRE B FIITR,  mHEB A 2 #deallocateth REE—B%3%) -
FEAEMEZ], AFEPEEIRES, shBSEREERELEN, REINESSEELERONTHE, HHXMT%
AT REAFAE A — D RIRUE RIS AR AT RES R NN AT - ST RAEMEN, BINTEELAH/EL LF xR
AN FBECAT AL - IXFERA TR RESE ATy LU S LB M B ORI TE, B LUS N 1 R

struct cam_path *path;

if(xpt_create_path(&path, /*periph*/NULL,
cam_sim_path(sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) != CAM_REQ_CMP) {
xpt_bus_deregister(cam_sim_path(sim));
cam_sim_free(sim, /*free_devg*/TRUE);
error; /* -—LEHRAIBERE */
}

softc->wpath = path;
softc->sim = sim;

IEWRETE SR, BRiRETE:

© SMEIREIENEFAIID (BTHRA—MERE, kit =)

* SIMEKZNAEFHIID (cam_sim_path(sim))

s XEEHISCSIEFRE (CAM_TARGET WILDCARDHUE EFS i devices”)
* TiXEHISCSILUNE (CAM_LUN WILDCARDHGE BEFE “FrELUNs”)

WRAENEEF ANRE X DR, ERAREIER TIE, BUAEEELL T BATEFR (dismantle) HB4>SCSI
S5

FAHEsof tesh i RAFBAZ TR LI LUS (EH - X ZRBANRAFsimiE (BRE I RBATIER, MATLiE
M xxx_probe();R I ZFHE) -

XA B R E SR WIA BT R 2 — 0 - O TIEFEBHIERT R, L8 T — 1.

KFSIMBKENAERE, B — MFIRESGBRII S (I BIREEEOA AR T o XMER T B SX %
FHISCSIH R AT RER M IF LR - B FA] J9iX N SEAF A CAMEE N — B o Gl i X R R AIE SRR R
CAMFEHIER | ICAMERE, ERsGdEIc:  (FE: 2F PRI RISAES)

struct ccb_setasync Csa;

xpt_setup_ccb(&csa.ccb_h, path, /*{L&EEK*/5);
csa.ccb_h.func_code = XPT_SASYNC_CB;
csa.event_enable = AC_LOST_DEVICE;
csa.callback = xxx_async;

csa.callback_arg = sim;

xpt_action((union ccb *)&csa);

205



18 FH AR5 1

IAEFRATE — TFoxx_action() Flxxx_poll ) HISRBHERF AL A, -
static void xxx_action (struct cam_sim *sim, union ccb *ccb);

struct cam_sim *sim, , union ccb *ccb ;

M RICAM T R GEHIER RIS LT « Simflfiih T RSN, CCBYy  iHRAG . CCBAEZCAM  Control
Block”. ERIREZHFE LHIKIEE, B NEFIARLERUPESHASE . FrEXLLFRT FiEESE
NFEERHICCBLHEL . (B X—BOMRMER, EB1T5%E30)

CAMBR ST HFSCSHZ i 25 TAET &2 % (initiator)(“normal”)  #x, 3CHFSCSIEHIZE TIET Hin(target) (L
pscshisg) fRat. X)L BATRB RS LEBE G RATED -

FEXT I EERZE (Ma)igul, 778 SRujRgEigsime A HEE
+ cam_sim_path(sim) - }{f2ID (&0 _ETHE)

¢ cam_sim_name(sim) - simft] 4% 5

+ cam_sim_softc(sim) - ¥g[ajsoftc (RBHEFREEIE) SRIFEE

+ cam_sim_unit(sim) - IG5

« cam_sim_bus(sim) - J42ID

AT IRA A, xxx_action()A] LLFEAX L pR AL 2] $IT5 AR A © fsoftc S FFRE -
TERAIRIIP AL ccb->ccb_h. func_code. (I, 8% xxx_action()f— />R AswitchZH .

struct xxx_softc *softc = (struct xxx_softc *) cam_sim_softc(sim);
struct ccb_hdr *ccb_h = &ccb->ccb_h;

int unit = cam_sim_unit(sim);

int bus = cam_sim_bus(sim);

switch(ccb_h->func_code) {
case ...:

default:
ccb_h->status = CAM_REQ_INVALID;
xpt_done(cch);
break;

b

Mdefault caseiGAIFRA AT AEE (RIRIRMGS) |, @ HRERS #i%XEF| ccb->ccb_h.status H,
3 H i1 Y8 xpt_done(cch)FEEE -~ CCBR [H| E|CAM A .

xpt_doneO)Ab M xxx_actionOH i Fl4anl/O1E K] LIZESIMARENTRFF /3 E fSCSHE 25 HhHE
Pho (i BIEVOIER? ) RE, HikaEidlpost) —HEHES, TR HIERAALIE ELE AT,
xpt_done () A] LM Iy &b FER 51 AR A R A -

SKPr L, CCBIRFAZ DI E — MR A, MR EEMIRE . CCBffE@saxxx_action()filFE
A, HBUSIRAS CCB_REQ_INPROG, FoREIEAEZEITH « /sys/cam/cam.h Fiig SCT HERAKPRSE, €1
ROZREAEFIER BRI RAPRAS . HHEBRE, RELR LR —PHRESE (ko) M—LaTEg
BREOREEIN 2K (D BERRAL (i) # «frk(bitwise or)”. #2$ES7ELUE BiFE4HMITE - SHENTHCER
LIFESE IR BT (Errors Summary section) %] - AT REAIR AR A

* CAM_DEV_QFRZN- x4 fhFHCCBI, 4 RSIMIXENREFAGE] — = EeR (FIan, HEENAER ANFENA R EL
T SCSIL) . R Y xpt_freeze_simqO)VRZE ERING, TR & A H A A PAE M R A b 21
FICCBIR[EIECAMEAS,  SRJ5 7 Rl CCBIR B X AR A FHl xpt_done() » JXMIEFR 2 (#1GCAMT 3
GrabPRERR)E MRVREAS -

+ CAM_AUTOSNS_VALID - #5Ri%e REIEEHESE, HCCBH R4 BHEFRCAM DIS AUTOSENSE, SIMIKZ
2P W HEhIfTREQUEST  SENSEfr 4 Mk & fililtsense (FBHERGERE) £k . X2l
I, sense$UHE RN Y B (R AECCBHT HA% B L IEFR -
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* CAM_RELEASE_SIMQ - 2Bl T~ CAM_DEV_QFRZN, {HFTSCSH=#l#% H & A8 (s SR A fE - e
SHEHI ST 1E Sk & Pixpt_freeze_simq() {1k . SNIKBIFEFF AR PGSBS, HiBidiREEE T
ILEFRIICCB JEAICAMS , = HIZRIAT R S EHED) -

* CAM_SIM_QUEUED - 4SIMf§—> CCBRLAFIEREAFIIS B L5 B ILHEPR (Bl CCB HPAE M AR |25
CAMI Z:4) o BIZELLHPRIDV R FECAMCRS MR T (6 A, BRI H i) S0 T217) -

B action O R VFREAR, B BERE - U5 AT [F A0 A0E I VR SIMB & BAF R ZERL - BR T Rl
REEERRSN,  CAMF REIRAL T pRExpt_release_simq()F xpt_release_devqO)FREHFEMEIRINS, THA
F CCBfZBEEICAM -

CCBLHR AL & a0 T B

* path - iER B 1EID

+ target_id - i K B FR& &1D

+ target lun- HFR % & AILUNID

+ timeout - XMy & BN ARG, DIZAbit

+ timeout_ch - —> R SIMIK )y #2717 (EHEMS AL BB AU T 2 BT (CAMF RET B & H AR AR %)
« flags - H RIERMEN FEA

* spriv_ptr0, spriv_ptrl - SIMIKEHREFFRERHFIFE (N E|SIMEA S s SIMFAE #5#I3) 5 58
bk, EAIERBATE:  spriv_ptrOfisprivptrl LA 5 (void *), spriv_fieldofl spriv_field A%
Hlunsigned long, sim_priv.entries[0].bytesH] sim_priv.entries[1].bytes>y5E& A E A A/ N—EF
HIZET R0, sim_privibytesh— N (& A/ NS

fEFCCBRISIMANE FBIHEBUT AR N ENTE L —EEE XA T,  HHERSREF P HEAXEEE X
HIZF, BB T EDXAE:

#define ccb_some_meaningful_name sim_priv.entries[0].bytes
#define ccb_hcb spriv_ptr1 /* -BFEIEHEIR */

BROH LA & R AR R -
+ XPT_SCSLIO - $i471/0&E %%
HX&rccbify“struct ccb_scsiio csio”sSLff| [ T 2 & - BAITRE:
+ cdb_io - 5[] SCSIfn &% M X AR ET B R IP XA 5
+ cdb_len - SCSIFy & K-
+ data_ptr - fR[MEERE M X FEE (MREASE/EPEER—R)
+ dxfer_len - RE R K
+ sglist_cnt - 735/ 8 B AL
+ scsi_status - jR [E]SCSLIR 75 A 7

+ sense_data - & IREFEIRATRIFSCS] senseff BRIEIFIX GXMMEMN T, WREH HECCBRIEIR
CAM_DIS_AUTOSENSE, NI ESIMIKEHFEF < H 555247 REQUEST SENSEAF4)

* sense len - ZRRXAUKEE (AURELTS K Fsense_datapy R/, SIMEKEHREFLAT T IHHER FAEIME)
(B —mHEh, 2HECRAE)

* resid, sense_resid - 4 FEHE L HEISCSI sensesk[AET IR, MIEA] SRR EAF & CRIEH) BURAT
o ENERRFAREIERL, FRSEETERBLT (B0, iTESCSHERIZSFIFOZ i X i
WP H) , BT CHERRIERT B X T RIhsEae s, N TumpasE Ho.
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)

* tag action - ff F FUFRZE R
+ CAM_TAG_ACTION_NONE - 45 i bR

+ MSG_SIMPLE_Q TAG, MSG_HEAD_OF_Q TAG, MSG_ORDERED_Q_TAG - {625 T-i& 4 b= 5. (J/sys/
cam/scsi/scsi_message.h) ; {WAHIRERA, SIMRENEF Y1 H CIFREE

ALFEE SR E FE AN T

BE - EERRER MR RN, BRGSO T AR AN L

FA TS E T AR 2R e 2 S0

WG D ECFA VA BIER TR OEIEGEN (RME R ERIRE) o R BEATRRED LRSS SIMEA
F, AT FEAVE —MEEAERME, I&E cCB, TERCAMEFCCBEFTIALIA - LU S BRA AN, Lt
IR [ H AR 1% B CAM_SIMQ_RELEASE fif fjccboRfRVRSIMEAS « I, AnSRFTA IEH, MPRFCCBERE 44
HlsR (HCB) HERE, HRHIREACTAR .

MCCBAHZIN BRI EIRE (R IR . B R B ERIAN L~ 5%, WARNF 4 — P HE— bR
EFHHESCSIHRZEE R - SMIREHRERF W335 B th i SR U SR RO B B - Rl R A
%o

8
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RIF B ESCSIT4 « AT LIFECCBH LI Z Mg BT S HE R i & AO77 A%, X277 FCCB AR RIS E - A
LRI XA LA AECCB A B RS 18171, /5 & B0 NIRRT AI LIFR R Y Btk stk P TR
R YL, R FA ]S R A O Y B -

AHRAEREFRR: B X B Fvtophys ORFERET, HHT  F5PRAAlphalE sz 2 4b, h TPClk#&

(ENTHAE GSCSHERIZS IR L4 JRENFEFP [ AlphaZB i ORI RS AEME , B e LA viobus() R5E
B o [IMHO F2AERH ™ B Y %L viop() Fl ptobus(), Tfj vtobus() FUEEATH MRS, XFEMELFS
%o | IR BB OLT, IR EHEIRA CAM_REQINVALID fCCBZ R LARY, 4 Hi IR FPmt
SRR « B FTREBGX T (KSR FP o B B N S g S B M:) PRt SwistAlpha
FEERIRAS AT o QAR EY B RER I B R B S st ik, (EARE U RS, TR FAT T AR -

AR BERIRAB R T, Ik, ATAECCBHR LA fEefdafrtl, X2/ z(HCCBH
HUREPRIETE - B A ISR S i 770 - i B A LRI BRI B U

RIEFAN BRI — D chunk iR RSB/ EHFIRT, HFHRE  YHEMILOREME . SCSIEHIE
A RE A REAL TR PRE B B TR KBk o GnF0E RENA B A FRAIBA TR EEEHR - B 16EH — MRk
BREORIEICCB, FEAE— T AL FRHCBBTJRAR S - S hnchunki) R EUE: IXENREFPHECHY, LB TAEN
EATRIEAASEIL - % Tl B3 (R 020 15 7T LS B SCSI i < (CDB)Zh A HIA « ip SRECLLAR (A6 T 45
MR REMESAFTRESSEL, IREMRZA CAM_REQINVALID SERTLARY. SKEPR L,  EUAERICAMACHS A {Ll-F
R L% H SE 2 B/ A REST o (B /DR B BUB IR P X AIE L,  CAMA XA L AR
%Z.
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)

WRIX AN CCBA VR B, BT % #X M R Ellhcb:

IR HIZSRES 52 4 H CLZ1TREQUEST - SENSEf4, MR Y4 ¥k CAM_DIS_AUTOSENSE[(E {£i45
T XEEF LIZECAM T A& %5 NAEREQUEST SENSE it | F 5 Z/REQUEST SENSE .«

T HME— R BT, FEATRhOEBAE M HHRE, RTH B R % (SURn 22 R
B FERL-

1X ) L3R (B CCB) R £ ) — 1> AT ESE EN.:
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+ XPT_RESET_DEV - % 3%SCSI “BUS DEVICE RESET"J}4 .51 3% &

BT SLEIRIPCCBHR B RIE B4, HP Rk NBOLBAIS & ftarget_id.  (REATIRHISSIE(E, 5
HI AR XPT_SCSLIOE R AL A (S FEXPT_SCSLIOERFIIHIA) H A EFIEHIRY, 538 LA
SREiESCSI PSR & ARESETIY BB %A, BB X MESR AT RE R A0 (FREPRA
CAM_REQ_INVALID) . fij EHLi&RFERT, HARRIFTE CWiT 7E#(disconnected) () ZE 50w 1k (FTBE
W EIRES) .

B BAREIPTE M ath mAaES NN & 2K, HILENRATREmRER . s BRTREER, HAANEE
FERPRR S T — IR FIERER A -

+ XPT_RESET_BUS - /& $£RESET{Z 5 %I|SCSI 4 4%
CCBHHNME RS &, MBS &R R HsimFEEHRR FISCSLE L «
FNEMS IR B LB R A RISCSIFI R, HaR [EPIRA CAM_REQ_CMP .

Po 2 ASEISERR B2 AR AISCSE . (R REH S RISCSIEHIER) I RiF A 7ERE A IAS i BN IF 4%
AR L IE A AL R I CCB R SERCIR AR FRIE 79 CAM_SCSI_BUS_RESET o X
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HRESCSUR LB NMEN MECR LI RER MF LR, FOVIREFL TEHE, BN mENREN
WEREM -

+ XPT_ABORT - /1| F#E 5 fCCB

S B AEEE A ccb 5L “struct ccb_abort cab” FR{EEy . HAME—S BT EN.
abort_ccb - $g [ # A 1 frccbrYFEET

WA SHFF W IR [BICAM_UA_ABORT o sX 2 HR/MUSRELX MR @A AR, EER T EHRE
CAM_UA_ABORT «

T R B IEM SEILXMER - B SR N 2ISCSIZE S5 A b

RIE TR EATA RIS HHRELXDCCB . XA Ll sh BATERAE  EHRsI%R, BEkSX1CBxk
HK PR32 F AROR SE AL

BAEBAIRE — THCBH BRI EIRA - ERTREEURAERRS | IESER; AR RISCSIE 2, B IEAER
frh, BCKOFERIFERm SR, B b £ O RS BUE AR PME I e - 7 T B RE
A E SEEFFET R, B HRFHCBIRE A H IE (aborted) , JXFFUNSLX > HCBEM A IAFISCSLE L%
%, SCSIFEMIZ R 2B BNX MR F BT E -
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UNSRCCBILI IEAER R, Fll ] — M IRARE R AR FS  (ASCSHEHIg:, B ERAHES
1B FTHE R - SCSIEHIZR 2% & SCSI ATTENTION(F 5, I 24 HARKT ELEATHA LY 5 A X ABORTIH . -
IHHE AL RS, DUFER BAR A 27LHERR - A0R Ay & ANBEER DA BRI (|, Qi 10BN AP L, R IR
MEBITHEMEANSCSIE S . T mLEERED GBI EEHFIE, FIBATHIAER DU F EE
SORE, HPERIhTERL, FFRBH IERICCBRRME AL (BB RERCNTER) -

WERCCBALTWIHERASIFR S, MR ERENFTIEER, HEME SRR EEHRAN . SAO0H
i, HARE P EER TR -

XLE R TABORTIER 2, REEH —MH@. HTABORTIHE  {HBRLUN LA IEAEE T
%5, BATLARFLUN LR EMIESIEESS ppc ik . IR S FERITFIRE P sem, BAEPIEESZE .

KrCCBH IR B EOR I AT RER MRIFHIER, BN InSRI/OR S5-I X/ e A e e - ME— RO
Hmﬁﬁj‘%a’%ﬁﬁﬁﬁﬁﬁj@gmﬁﬁ CAM_CMD_TIMEOUT » F/&XPT_ABORT[fjcaseiBE At &1R/N, 18 N

‘&*
*
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struct ccb *abort_ccb;
abort_ccb = ccb->cab.abort_cchb;

if(abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb->ccb_h.status = CAM_UA_ABORT;
xpt_done(cch);
return;

+
if(xxx_abort_cch(abort_cchb, CAM_REQ_ABORTED) < 0)
/* no such CCB in our queue */
ccb->ccb_h.status = CAM_PATH_INVALID;
else
ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(cch);
return;
« XPT_SET_TRAN_SETTINGS - 7 3i% & SCSIE % B HI{E
TEBE A ccb S5 “struct ccb_trans_setting cts” {E S &
o valid - 7EFg, EoRR Y EHALEEE
* CCB_TRANS_SYNC_RATE_VALID - [&] 4> {% & %
* CCB_TRANS_SYNC_OFFSET_VALID - [&] i %%
+ CCB_TRANS_BUS_WIDTH_VALID - 5 &% &
e CCB_TRANS_DISC_VALID - 3% & 5 FH /2% B % 3
* CCB_TRANS_TQ_VALID - 1% B & F /25 T AR 2 O HERA
+ flags - TR EA, WITSEMFERIEME . WTSERN:
» CCB_TRANS_DISC_ENB - [= W %
+ CCB_TRANS_TAG_ENB - 2 FH T IRZBIHERA
© FEIER:
» CCB_TRANS_CURRENT_SETTINGS - B 25 24 H5ij (110 i
» CCB_TRANS_USER_SETTINGS - iC{¥ & EHFHFE
« sync_period, sync_offset - 5 R, tnSEsync_offset==00I|i# K [F]HHE

+ buswidth- %, Dt (TREST)

R
@ 258 JESCRIURTD

TRWAMTESE, FHPREMSENYE . APREASIMESREFT SR EABAS, XEEAE—
AT, BEEREFEE OFHELURIKE) HXT S8 —2F5K . WEHFZEOFA 2 SEET %
AR o (HLSCSIEHIZFM AN, CLIUKGENERER THPSHME, HIEEmEE ER-

HHIE, EMEATIOR, BEAH. SR ENEWE N —RIEmA LAEFHNESE. Ik, X
£%new current settings” FIH R EUE MIRHIH TixE L, ENFURAIEDRERSEK. i, Tl
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W SCSIFEHlas BOSEPRRE /TR Bilan, Wi RSCSIEMIZTHSALEL, s RERIKE ML EH, MIfE
RIRR A HIS R I B B84 -

— TR AR R S SO ANE A P S RO R BARITT S 1O, WA= AR 1
SHGRE R lunii F ) -

BUWSEHR REPAD A 2E (BELTIEMELD €5 -
* user- fIFM—4H, Ik

* current - SEFRAE R LL
+ goal - JEITIZ & “current” ZHU T iE K T LL

(NMEEEyaRig &
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IUJE 2 N —IREL B/ OIE KN, EAREHETTHERGIAE, 15 anaE I A FH pR AR
target_negotiated(hcb) « ‘B A] LARA N SEEL:

EHFRXENE, SRELTFERIRA Y 50R H A (goa) 28, X LUS KII/0ESS M HiFl H 1%
¥USHARE, H target_negotiated()£R[EITRUE. M#JHAfk+  (FExxx_attach()FF) Y4 Fith i {EL MM
WIRIL R BRAERDSES, BN B EL IR NSRRI R R R E . (B JRXCATRER
iR, AR

« XPT_GET_TRAN_SETTINGS - $Kf8SCSIfE #1154 B H (4

M 3EFXPT_SET_TRAN_SETTINGS )5 #a/E - FHIE Y kR CCB_TRANS_CURRENT_SETTINGSH};
CCB_TRANS_USER_SETTINGS (qISRRIEF%EN] INERHEFRE L FIRE) FrigKimEoEdEE7£CCB

SEf] “struct ccb_trans_setting cts”.
| XPT_CALC_GEOMETRY - {1 i & 85 (B10S) 45#(geometry)
% B IEEL A ccb iS5 “struct ccb_calc_geometry ccg” i {% .
+ block_size - i N\, PAFIIHH RN (B A HEX)
« volume_size - Ej A\, LI AN
+ cylinders - iy, ZHEIEH
+ heads - fi i, BB
+ secs_per_track - ¥iith, HRLERBHE R X

A SROR E] L5 K 55 SCSIFE ISR BIOS AR S Z IR A, H ELSCSI 4 EARERL /B mT 5] Sh, TR
SAIRETCIRE BN - MaicTxxx SXBNAR T A B ) S8 23 SR
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b

secs_per_cylinder = ccg->heads * ccg->secs_per_track;
ccg->cylinders = ccg->volume_size / secs_per_cylinder;
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done(cch);

return;

LG H T — B, RETT RAO TRF EBIOSHIREAF (quirk) - G BIOSIHR AT 1L EEEPROMA
ff)“extended translation” AR, T HCRHRIE N 24 (BUE S5 T1 - HARRAITEEH

128 heads, 63 sectors - SymbiosiZflzs
16 heads, 63 sectors - -EZH1HI2E

— I8 ZBIOSHISCSI BIOSS M 54 JEf R, filfnSymbios 875/895 SCSIFIPhoenix BIOS 4t 478 R 45
DL £ 45 250 128/63, T M4 A B shE kR Bh /G 4 &255/63 -

* XPT_PATH_INQ - B{{2[Fif), #A)iEUl, RIGSIMIKENREFAISCSIERIE: (HFRONHBA - EHLE LB RLE:)
YL -

FFIEAERR & ccbf 57| “struct ccb_pathing cpi” H13 ]

* version_num - SIMUKENREFF5, 4 i FTH ISR (£ 1

+ hba_inquiry - {2 il 85 Bt SCRRF I O A Y -

« PI_MDP_ABLE - I £MDPJ¥ &, (3k HSCSI3f—LL R ?)

+ PI_WIDE_32 - % #:32/3 % SCSI

+ PI_WIDE_16 - % $£16{i %5 SCSI

* PI_SDTR_ABLE - A] DA [R] 2 (% s

« PILINKED_CDB - 37 4 (i &

* PLTAG_ABLE - TR IR A &

* PISOFT_RST - 3B ks  (REE (ARSI 7ESCSUE & A R B /R H))
+ target_sprt - HFMEASCRAAIIIR, QI RASHFNIH0

+ hba_misc - 1 ] SR AR A4 000

+ PIM_SCANHILO - M B IDZFI|{HIDF) i 2 14

* PIM_NOREMOVE - AI B2 BRI & N ELEIT 2 5]

+ PIM_NOINITIATOR - N7 H5& 4 A

+ PIM_NOBUSRESET - f /92£ Fi #/]#4BUS RESET

+ hba_eng cnt - WELHUHBAS [ 14Y, S5E48H RM—L% RKIG, HHiE2EH0
+ vuhba_flags - SR FiAE—RIBERR, 2 AR A

+ max_target - By KX FFHIEFRID (W81 EE N7, 16018415, JEAFEE H127)
* max_lun - J\RARSCHRFRILUN 1D (W8 RISCSIE 28 A7, BOFTHIH63)

+ async_flags - 2N FAP AL B R B ALY, 2 HiIR A

217
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* unit_number - EH|FRE TS | cam_sim_unit(sim)

+ bus_id- B85 cam sim bus(sim)

« initiator_id - #5528 H CLf#SCSI ID

+ base_transfer_speed - RABA EHI )4 W AEHIHZE,  LIKB/sit, X TSCSIZT3300

+ sim_vid - SIMIZBHREFP AR AT 1D, LIOZE T AF R, /6L &5 45 R OTE A ) B K A< & 9 SIM_IDLEN
+ hba_vid - SCSHEHIZRAIHERI AT ID, DIOZERMFAF &, & 45 R 07E N 1B K4 & -y HBA_IDLEN

« dev_name - EFHEWHNEFHTF, UOSEEMFERE, HEEROENMEAKE NDEV_IDLEN, %
cam_sim_name(sim)

WETH BT BRAENINER# Hstrnepy, 40

strncpy(cpi->dev_name, cam_sim_name(sim), DEV_IDLEN);

BEIXE(E 5 RPIRAL B ICAM_REQ_CMP, HFFCCBIRE I EM -

12.3. %218

static void xxx_poll (struct cam_sim *sim);

struct cam_sim *sim ;

B T S i T RGUNEERR (FlEn, REABEIEERE ROUHGE) BIUPR . cAT RSHE
VARSI R B EE X R - L E TR e e R A IR (B, iRk
PATSEFRANE, TAPETBIRE LR ARG « ARA N A BB 55 H — D B A R EoRE? 1302 H
FAFEHIANE - xxx_pol 1FIREILE M cam_simK)FEEHE NS 8, TPCIA W IS #2 i 5 1m £ € B2 18
[ 4544 xxx_softcffEEf, ISARTHIRE HEHU &S, HItRlpE—BEERE.

static void
xxx_poll(struct cam_sim *sim)
{
xxX_intr((struct xxx_softc *)cam_sim_softc(sim)); /* for PCI device */

}

or

static void

xxx_poll(struct cam_sim *sim)
{

xxx_intr(cam_sim_unit(sim)); /* for ISA device */
}

124. R o8&
GRS T RS EAE R, TN 2 E SR REL -

static void
ahc_async(void *callback_arg, u_int32_t code, struct cam_path *path, void *arg)

+ callback_arg - 7 fiff [5] i 42 (LA (B
+ code - FRiR g KA
* path - SRIREERTH L&
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. arg- BRFENSE
R HEMER)SLH], AC_LOST_DEVICE, FHEERANT:

12.5.

PRI 1A A ) R B AR T SCSIFE I SR PR BRSNS O R (PCL,  ISA%ESE) .

SIMERHAE - B P T IR 2 AT 7E T ¢ hl spleam | o (R MER S 7ESKE) 2 PP 8 F spLleam )R [7] 42 H i 5 72
S5FEF RARTHES O TREERNZLHBHERERF, FHEREE, H AR AR FE
U)o AU U B ZRE T R D AR . SEPR S —EANRERIE EA] . — MESRE IR A
AEARFIRER) A O m 4k esplean(), FAERERFFEE, WM H—DREIER XEFENT . T HR+
Wr A SR S WIRE, ATLUE L — MR %L,

XTI R B, (BRI REUE P AT RS B AR AR, XA R RE A UE
M. A5, sPLOMEURE A mIEUNTHE, FIKE R/ XA RER AL -

F T IR A TR LA L R R T P B T RE AR o Tl 1B R A (typical) "L -

B, HAIRELL LB TSCSIEN (AIREMF—SCSIEsk B ()55 —SCSHEHIgs5I&) - ifiXtt
FAEFF TR AR E 800 16K, RS EFH BEFr oA LT ASCSIFEfIES - UG R 2 4% AN
SREA—ADELL, XHEA] T EE, BMFE—SCSIEL BRI M EHIE: FIREE —EREHMEM T X .
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T

FElaR B ER AR M OLAT IFE R — M7 T, (X AT B B AARESET(E S EISCSLR ok B 5
SCSI 5L & AEHIRAS -

AR T AR RIS VB B R SRR T A, AR AT AE 2 BTRE R IR L T R . TR, "TREEE
HCBAER R, AN TR AS R EN - REHANTIMHX MHBEAE T A4
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EIEHAREHCBRGEM, AERFEMEA TR B R E X SCSLIRA -

RIFEIX IR SREQUEST SENSEAF &/ %, WA RN # b —TE -

a4 A5 RSN, BESERNMEMT L. EXCCB  %H%E fauto-senseFf H iy 4 1% [Fsense
HAEARM, WZTTREQUEST SENSE iy & 3R AR LER L -

BT R E R — A ERE. ASCSIAMR (EEZAIMD AR B ERAER) BB EHEE,
s BARTiEh R (FELABANHIEHEE SAEEEl]) -
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INJE BT 5 BT [F] B9 28 I0 A4k Bauto-sense i (A T HE HHERAUAL AT $53% « 0, FATH —REALT -

FAB BRI T — BRI ANERNTIT, X HFFEABORTE BUS DEVICE RESETH B 2 JF# & (ERIEH
1, HABIL T RIEEFRD-
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WR BB EZ AR, Bl Imth@mICAY, FREBLLUNFIBTE i

RIGBA TR E — L E Al IF DL, 48 (processing) B F IR 5 ECCBART:




BER S

RIFENEER TR ERITERGRANS|, BERCRRAETT W ARR, SRR 4 BX R AL
N

XEFEEA WA, R €A EE AT AR 2R LR b 2

1 2 6 %H I;IE\IJL:

LHFTI/OVE R R L FIETTRELI S - 7T LIZECCBIRZS AR % 1 Rt RS BERIR A - (A ) 78U T AL
B o O T SERSER L IEAR 25 X ST B DR A% 1 LR LA — S B

* CAM_RESRC_UNAVAIL - BEEBE SN aTH, B 24 H Ay w] I SIMBRENRE PP ANBEF= AR S 4 o X P
TR B — DT R T L I A N BT AE (BRI, 2 H T I AN 2 O P A AT

* CAM_UNCOR _PARITY - % “E AR H03F (RAR B IR

» CAM_DATA_RUN_ERR - ${#fz 5 M s AR T p i R A5 (phase)  (BI7E 55 —1>77 ] L /i 452 CAM_DIR_MASK#&
SERITTT) BN T IR E B A A R K

+ CAM_SEL_TIMEOUT - & 4= 4348 (B AR AR )

* CAM_CMD_TIMEOUT - /& 4 iy &AM (R s &G 1T)

+ CAM_SCSI_STATUS_ERROR - % %53% [A] (58 1%

+ CAM_AUTOSENSE_FAIL - 14 3% 0] {5515 H REQUEST SENSE #7442
+ CAM_MSG_REJECT_REC - it F|MESSAGE REJECTS}4 &,

+ CAM_SCSI_BUS_RESET - It 3I|SCSI 4 & & fif

* CAM_REQ CMP_ERR - {H#] “/a] fit(impossible)"SCSLik 5 (phase) =& HAb I FHEE, sl widtE—DSm
SEANET ) R 5

+ CAM_UNEXP_BUSFREE - H il K FiiHA AW T35 4%

+ CAM_BDR_SENT - BUS DEVICE RESET¥ .4 % 3£ 5| H #7:

* CAM_UNREC_HBA_ERROR - ‘NA[K & A EHLE et L es i %
*+ CAM_REQ_TOO_BIG - i 3K %} T il & KK
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8 12 B 3 V1) 7 15 SCSIE il as

* CAM_REQUEUE REQ - IR N 24 4 BT ABKDLORFF S5 IR PP - XS8R (HEAE T 571 %1 SIMAR)
TR 2 REERAS BRI B aTEsImZE R B BARE HAB ABAERILEIZIXPTEAS - 53X LLEE IR
A DUV IRFERERS « ard BT R LUIE S - IXEERFILT M R a2 R PRSI RER, 1
2 FIEAIEBE A AR SR A L B HTARA -

+ CAM_LUN_INVALID - SCSI#z: 8|38 7~ %7 451 K 1 flJLUN ID

 CAM_TID_INVALID - SCSI#: 4| 8% A% % ##:i% sk 7 /ity H H7ID

12.7. fBRTALIE

UHCB AR BT, TE SRR M 1, AR FEXPT_ABORTIESR —HE  fE— X B 726 T o 1F i sk
IR [EPPRAS R 24 9 CAM_CMD_TIMEOUT [ AN CAM_REQ_ABORTED (X if 2 1 4 F 1 SE IR i B HH R SR 52
A o AEE—ATRERIERE: iRAIEER B EH TRV 2407 SXFMEOLT R B AISCSIELL, #A
ALPEXPT_RESET BUSIER—HE (Ff HRFHSCHN s, AP A A EEA TiXL) - mEmR
WERSAERM T W, BTN EAEEDSCSIELL . Bl G bR BB ARG T T

HPATH IE—MFERES, [F— BbR/LUNBIBTE EAETE 2 AER etk FILHIL T — e,
AR 2R EEA TR CAM_REQ_ABORTED;Z /£ CAM_CMD_TIMEOUT? 4 ij IR B2 7 15 FH
CAM_CMD_TIMEOUT - XEMANF &8, K AWR—MERER, Marfe &l 7 RERHRERN S
15, R EITE wELN el 8 o b= e .-
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% 13 Z USBiRE
EE : Nick Hibma.

4w FFM : Murray Stokely.
iE ..

13.1. BN

T F R AT S (USB) R S 2 D AT ENLI— R T 15 . Bk S5 TUmEERRF e, IF BH
TFRFENHEE T R ERHERMN HEShostt T EL X HHIE . MUSBHSHFE SELHITHE G
FrHR B AR S FOPCHI R T A o 3SR (Apple) 5 A\ {SUHY USB ryiMacsy BEE {4 il 7 A2 7 fth (T TUSBRR A )%
e — MR - RARPCHETEE PCERIFTH E1EEERN S H— P EE PUSBIERZF T, fefitE
PR BIFERIAIRE ] o XFUSBRE () SZFFAENetBSDAH = FIIRLE |, ‘B & H Lennart AugustssonJjNetBSDIj
HIT &1 . (UHE AW 1EEFreeBSD F,  FfTH BI4ES & — NERZ L2 - WUSBF RGTHIEIR L,
YV USBIY FFPEIRE 22 -

Lennart Augustsson 24252 | NetBSDIF H FHUSBSC 5 KB 5L - + 0 BahX I LAEE AR LI
+43 B Ardy FODirk X A SCRE FIVEIRFARERT «

© REEBERENTEN LR O, SEEERIIIRY BRI E, RN SN .
o BT IEIB AT R RN T -

© REA LR B B il & host RET I EHTR AIBTT -

© HTREFHELM A, Flithost gL ARER R P as A HRIRTIE -

© NERBERPTEARPRS R, #FHR—E% W LUERRS126 M 0E, X Eh MM 5k
EHIEHILITE S FIF12Mbps AT FHHF BT - (USB 2.0#8 14 400Mbps )

© REERUFEERESHRBNRTESIESR -

HUSBF ARG LASGE RS KR & T Z MR 3% CIT K SCRF 2T A MTLASTRF o dXEEATE AT LI USB
FETRAFFIHREG - FEF(Apple)i@id 15 1@ A RIXEN TR AT M HARIE RGMacOSHRAT, T LASUR) A ST
B 3 FH B IR SRR R SR AT TARE R RSN AT o AT R BB A 15 B LA XS FreeBSD/NetBSD
FRUSBHR ) 2 i SE A A TR - IR, UK N2 FPR KA AT 5 A E Rl ] 2 -

13.1.1. USBHH45H

FreeBSDH {JUSBL AN =2 - BRIEEM S THE, miEd: REERE SRS — MBS . T3
WEEIaIL, SHEREEITEE, DR/ EMER - B4 R R LI — B, LI
e T5 3 77 SRR AR L B8 T AR O BB A2 2R 7 4]

FEZ A AR AT, SR EARIAL, WehREFRES, EEEE (BiE) MRFEEHE. X1
IS5 R B HIBONE B AN E bR & iE K -

TMEEEFREE (B) NS NIRRT - XLIXEFEFEM  BREGANEESMNIE M EE LR
W MATHSIASNNEE, 5% WA SRR LAY - M1 RS 2 5 H RIUSBIR SR 7
¥ 10 (USBDI) »

13.2. =8

Tgs (HO) #HHIB& LamTh . MALIZR RN . EE8WUT B, FEE™E—MWiJFE (SoF, Start

of Frame) £ .



UHCI

SOFE F T R MR e FER BRI L B - B7Emi -4 (&, =idthost s (out) |, EUEEE]
host (in) . 2 Hhostie (BRifH) - FEIERUSBELRAEHE —Mhost. BMEIEHRANE
— MR BL,  BIRRCE T EE AR EIACK (MM |, NAK (i) , STALL (¥R M) 2ift 4
WIEHE (RALEGEEM B, && AT HEICKIT) - USBHLYE USB specificationf) 558.5°F7 B AN i T LY
2017 . USBEZ bR LA PR RIRAL ML 4] (control),  K¥R(bulk), il (interrupt)Fi[E]
(isochronous) « fEHIHIRIFIMATHIFFEA T i ik CEE 7)) -

USB /G 2 _E AR & AR & R BN RE Fr (A B KT A& B = P 2 Bl HC SRR P 8 h 2 6L -

BB S BBAER (IR HLRR . ENHWE =1 B A fBsh (SETP) |, &
(DATA, WJ3E) FRRF (STATUS) o WE (set-up)  BHLEENEE . MRFAELIEN B, BIRaHTT
R EAPEE . RSB RTT SEAEN BORR T AR, B R IR B 9IN. E
PR OAR AR AR, T ORAF AR 11 A 2 BPIRASAN B RS B A d B Jm — IR AL ISR B & £ 2R
45 o USBHTE[2I U — > Rl hubseR (X LB A7 2R AT 1A o K flhub b 275 & LTS S 115 p 4 Hi )
hubif &2 . B AR — BN E & E R AT AR AE - BiRE  SREMhubZe s g i —Hitk
B o CHN S RA— D HITEERIEE AL ERR . SR AREESEEN D EAEE
ayid (UNCL; ZERP/R) M JTMGERSRE O (OHCL; FRAH, B, EZREFH) - UHCHITEABSTEL
BOR E R AN AE ) B (R R R BL S BRI, TR T REAF R A - OHCTRTU AP HIES B B iR fit
—NEMREE QR SERARE TIE, AImE ML -

13.2.1. UHCI

UHCIE % SR AR5 1 1024 D5 ) SRR L5 A0S | - CHAERIPAFE RS R (E R
(TD) FARAFISL (QH) - P TDFRIRFRGE &AM TEEN — M . QU —EID (FIQ) 19> A%
HE—MITIE -

B ERIE— N EE D EAEM - VHCTIRENE TR R R HIRL 2 - BREIS RSN, B8R 2
Bo— Q. X TRMERN CH, #E —DS5HRBNAGH, i XEQH R WEHEIXMQHLE . H
THERHBERRK, RS ERELAECIT, CREIMSIRTY e ERSIHE - REHFEPTDE
s | AR — i A (R AIQH - AR (R ITE QETE P RIIIQH, #2551 (& A QH I8 ) KR L Hy i)
QH. TFHERIERSH T — MBI

X SFECNE O E S EENFET - BHI28 IS F P EUS S5l (IFEtE, B e A IR—miF R E 1 E
s (isochronous) L HfTID . IXEETDHIERSG—1  5I B —Wif R W E Q. SRIF 28 IR TQH R
TEISA FErERRQE . SEAFR—BASE, W EHQHS FIEHIZ TR EINE  EHIfFmpQn. &R
PUTEIRLEHREEMITE T, R RERQHF  HEAMETE 4 . N T 77 252 AL E KT
&, WHESERNRE FAERRERB W . EFmNSE— 1 TDH, HCIRZhHEFi%E Interrupt-On-
Completionfif KARiC F HITE AT I9— T - QISRTDIAR| T HEKEIRE, HtmicERSPwr . EAETD
BRI, BEmT NFIEEMEKE (ME) , Betmot W OB EE 2 X sh s 7 (55
ESEAL - FRHBB T CSE e AR FRE I I BT ESS - MW ERS HIRE SRR, TR E N
B B SE R R A e A8 = -

B R HEA1EE UHCI specifications

13.2.2. OHCI

SOHCI 45 it R B 58 - SR — M (endpoin) WTF,  JEATHEBE R A )
PR SERANHET - RSB FRANTE ORGSR SRR (ED) | B LHERE— MERfR AT
(TD) HIBAZ . EDEL & S AT RIS R IE RN, EHISEGEREN S E - BikfEHE FEaEHTE
FIEHRR IR X FaEr, YR ETRE SR, TDRRIT BI5EABAS(done-queue) « PUFPTY i i %

HHECHAS - EHF K3 bulk)sg SaHI7EE N8 CRIBAFIHERA - FRRTEDZER A, ZERS IR
LT ENDBITHIBIE -

iz AT [F] 25 (isochronous) #54 K bk (bulk)

TR BT ERAWT - EHESERETIE  FAEEEHIRARIAS, S m] 2HCIR B2
Frist B — M RIBR S SRJF AR S (RS BL1E D AP TEDHY LIREENORIFR—Z RS, 217 AW
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http://www.usb.org/developers/docs.html
http://developer.intel.com/design/USB/UHCI11D.htm
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http://developer.intel.com/design/USB/UHCI11D.htm

13 % USBIE &

SHITWT R . X MERE, FPEDuER, HEEEW &8 - FPTDEE T REN S aTH RS
— Mg S - AR GRS, RIS IR 0ET - FRTARS GIRE 2 A
Ve, SRAESEREIAS, AR EEEFHEE, HEHEE HWrAFE 2 -

B REATEE OHCl specification. fIR55ZE, RIFRIEIZE, &4 T LIAMER 7T =0 H& & AT U7, FF4Ee
& HANFIR SR PP AR SS Z BT S RO BT RSO R LTS

© RERERR
© SREHTEENEE
© TNALERER R, DN &E DB (detach) -

13.3. USBiZ &2
13.3.1. 3 BREEE

BMEERMTARERNEREER . BMEEEE 182 BE, HN/EE RN EFEE—1 .
BLERMINRAF RER . S IEEFITUEZ D S&E DR S ACE (collection) »  ff
0, USBHE esa] LIE — M EiiiE 0 (Fods) | FIxiEd (knob) - W5 (dia) Fifes s 0 (HID
%) o —AEEFMIEROTLURNER, HAHAER RFEFEE . 8RO L& HED,
DRBAFREMNIRS S Fla, ERAEVLE, X R EARE RN A BRI .

B O AT LATE E OB 2 N . o Wi s S & BRI VAR o T TR AR i X SR IRE 775 M
WA, BN ERREEEE . 80 AR E P EE— b, B S S EHA . BAss, B
WE0, NEEAEOM—Es, FEEMEREFH. THRSE B, FHESEWEF R EERE
i -

Level 0 Level 1 Level 2 Slot 0

Slot 3 Slot 2 Slot 1

(REZR T 320 1941)

XFPZ KA B BAE BAE & B — HRR TR (BF  USBHLE[2]589.677) - ©fTal LIEE
Get Descriptor Request3fiE K o RSS2 LR A7 X LEsAR AT LUK SR AEUSB B 4% H it T N BEAO L 6y - XX 25 #iA
FERIV R i bR O A SRR R -

© BRI RTIREMEMGEE, WHRNE, 78 METID, SGRIRER . TRAEMAMI, B
B R TR B A 5

© BCEMAT. WEESRREOR, SEFEEM KSR, DIEIRER.
© BOMATY. BOR . TRAERMN, EO SN BEORE fm S 8E -
© UERIEATT: WAL . TEARE, SERRRRNE Kb, IEGE AP RA A S LD SRR
Bl s (o) IHRAF, THMNABOT A O #RRF .
UZMiES Rt .

5t B (specification) AT LA I E A1 H CHFEATF KT, SXLEHMARF AT LUl GetDescriptor RequestsfiX

.

FESRE LmarEE, REFmENEE - WSEF R an MR CeEE, Hikitith (B2
) RWGECGERETARIEE, BiSERER (FP ) - BlimamEmEE E P RaTit . e
AR, ECERI, BEEE (RE TR o ST RREENARELAER . B8R AZ LR RER TUSB
B LR (ZFP) o XA R, AT RER TR WIS R - 5 — R ER R
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B IR IIAIE B

W, HfEEEE ERENRE () AR ML . XERTRENMTHNEEENES ZL. HEH
TR AR S RN, R X R B @R, sz .

WNSREE L RO R T R S AT IR ISR B AN, £ EdF (OHCT) EGHCEKENRER (UHCT)
R R R/ EIfCH, I Bida — MR NTRREHKR) .

BT & R UhR B DT B KSR A R - Flan, SRS ES R Rin{e & ] gE1E k200
FITREGE, HAGBRAZR I AN FEYATH - ISR I IR B ASPDIIRE - EAE i
fEE R EEIR /D T nEREIREFN T EZE - XS A ENER T ER, FARERLE
FNFFEURE SR EL MERN . RERTEPEEHIATKE SR, EESWEN. BXaA
HEHEZEIELIET, WP HREREEWRR, B BOEE LRSS SR IR A K (clear
endpoint halt device request)3i & [ S =S -

B R R R R s SO SR -

- EHEE/BONEE: BDREE I EREE, R RS GRA0) o WEIEZEIRE ERM
KERHUEUE - BONVEEAMEMEE DA EmOXAET T SR, PHUTEUSBALTE 2]k .
XEERATEAMACE LS. SR ELIFRFUSBHTERIEIRE it —HEAG <. FEL
SCRFEAR AT OB s s R AEY R, DUSCRABSNIIIRE -

© RR(bulk)EiE: X EUSBS FIAEHITEAN R TSN -

© FPWIEIE: hostRliZ & AREURIER, WREFIRE RELE, MHNAK (BERNE) BEE. Tl
Ht O EER TR E R R PORE -

- FPEE XWEEATEGEENERFR DR, FIanBRsEmin, EARIE—E X . Haiscm
PELHEMXFRA EERFEEIF . SR IR, BB BT, FlanskZ X E R
PEANEGEMS RS ETEMER (NAK) B, &6 RRMTE EEH e aiER . mFEP A
&2 RIE EINAKRE AN EEIR, Ry IR AT S S [Fl P2 -

P SR AR E R QI RO B - (R AP AN AT - Wil A9 58 0 B R USBRLYE
HIEES.6 TR « [RIZPAIRWT R HIm O VFIH AT 2208 90% HHT B « S IAN ARG H i B AE TR [R5 A0
B ZJE TR, FRRE R R R R -

Fe R B AN B [ A B £ {5 B AT LIZEUSBRIYE[2] 5853, UHCIHYEBIRIAIEE1.37T7, oHCTHLTE[4]H)
3427 R F]

13.4. IR FHIRMFNEE

g (hubliB AT & DG, IRSZESEN DN (switchon) , iR &S HE100mARJHLRE - L% A ik
FHERE, HEZ&ito. IRFSEEISBIN FERSRIEFRLT o« BJ5 TR A1 & &4 Set
Addressisi, Rk WERABSCEHIE HLORETF o ATREE £ M & WEh R SO irt ik - B, — 1A
1 A R 25 T BEAB I ATHEZR 32 1 SCHFISDN TA . SR, HFEZY 5 HUISDN & BCas i IXsh R 7 AT ESR (IExT it st &
WIBEIF ST o T SCFRRIBEMIR TGN, HSRE R, TEntf R STRe R - SCRr R E A &
BEa&m ud, ERRsErFEERRELHR . MR-IEENEZMEA, WA 210 REEFS
EEE M - BB AR E RO — T4

HTERRN S HFEN IR, BRI a R € e - REELIM, WHEMAAENH S
WMEE FESRNERE, 5 £ PREPERS—PMEET - BT SRARRDO EERZ AN 2
PRI, RN STE— N ECE D IFTE MR ISR FE 5 U (claim) i) 820 LS W7 . B H PRI R
BN E W2 . EHIE, W) BTN EREnt a2 RE, EAEEL, FRIESMEER
&8 CHONSE LW, HEFHBNRNERE . 7B REE N LR, AN YRR FE
WrEE, TR H RS ECEE, BEFTIF SRR EREGE - 2R SCERT, BE R 2 R
RUE R TREIIN EHE -

13.4.1. 1§ &% (disconnect)F145 E(detach)
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13 % USBIE &

WEWEF SR FHTEMESYR, MY REEIRR . USBRISOT SO H SR & T A
TR -« SXENAE I MR OR 20 & ANEREIERA S -

BEAk, Wi (disconnect) f5 W E % #% (reconnect) {1 % 2 NS 9 3% #% (reattach) Ay AH [R] A0 3% 75 L 451
BRYFELZHEEIFFINE (SHEEEWERR) | 8IF & HEME GRS TRRA T R RIRHE, X FME N

Bl A S
AIHERENAE -

ST R A R E P S IR AR R LR R (5 S A Gsignal By o RSB S BAER
AEEOR LT RS . SRR A MO A SRR S AR S B ORI, 4
FI R . W CR SR AR — i B2 B connect FITE M B11, IHIFTEREL & 03
PR . B R RS P — MSF BT, FEA AT AL -

13.5. USBIX 2 F I HMIE R

USBHLYEIH € LBRBVAE EAN LM E B AR - SXOTHAIEE AT LUNSMORIFIRTS - SRiER Rk
JRARUSBE UL LM L EERSY - MoXLE DU b AT MG 2R E AWK A s 2R iAE o X EERITETEE M
WMENFERF MR LRI R AN LB, TRZIRM AR AT REAIEFEE LA il - vsBiliEl2]a
T EPEENL . AAEZEHD)MEMETLE  QlEdR, LUDAWRE . BFHmANR - FEH
BeisEas  ZH - HEE (FMWknob) « JFREZEER . B— PP F2HTREEFEL SR - SERD
ST SEUSBE TN L E ST -

IR, W Z R EIITUE BB IE AT « KT HIER FTRERT LUARRE IR & H ARG . —54
T STEAIRITE Z BTE SRR 2 (58351 (Non-Disclosure Agreement, NDA) « KEZEUEM T, XFEIE FFIX
N FP TR A -

A—ME BRI RIER LinuIR SR RS, ROVREZ AR CLE FHa bRt & F ftlinux R i 3R sh
P - BXARARLIREHRE PR iR A 100 fE BAIRE R — MFER -

Bl AWLFERE . ALFESE, s Bbs . 8RR . %5 RS ASHITR bR E R
MIESI A, FAEREBETEM -

fan, HWZE SRR B AR A A, AT REILSRAERISMETE T 2250 M o AT D 1 i T ) 4 B
AR5 BAE SR A EE O AR BEHID S o MR MR BRI R R AN o 8L AT FH NN P 25 (R %, STHID
RIXBNHE PP Bl F XS RE P — i T LU B E e O X R O SR - A— DR AT LMERE— P ECE
HEZ A O BARFBSEREREF I T, X MiREE—MEERRE, FEENBRED . BT
WEGRAE & PO USBEE SR 3G — MEAF T S BRI B, SRR AL T 0 PS/ 23 O Hi 2 A
PREE Sk B A PR A & AR — P ECE P R T B E O . BRI S AR A B ENE S
WA, FEBCE] P N7 b A ) TE

7 B TE. CETFAHROTSEEEETEMNBNLERS, FRHIUMIUSBROINARH - BT
IRENFEFF T A FNUSBIL & R (-7 98 JEHHT, VF 2 % i T e i HE (connect) 2 J5 R 8 [E 4 -

THEFPRIEE R E R - & @ SN R A SIDAR IR B 5 o SB— DS EER T, R
HTEIES . EEEECREN, WhEFTE . BENEEZEREEMEELSE LIFE. %
BRI HAENE /P S/ AR AID DU SRRV B R R SE, B A — DM IKENER RN R
(attach)®| .

X LRI R B — M) F R E TEZ-USBActiveWire I/ORR - 3X 4~ Sih A — MBI T EH . TEE
ActiveWiretf 7 b FIFEFECERAID . S5 R PATEZ-USBIE A RJUSBER I RS AL,  MUSBELEL LT IT,
FEHR EHE -

Bl REEFEE - WABREFEL SN S EZESIER IR - Tomega USB Zipiizfas 25
TSCSIA IR BES - SCSIan&Fl RSFERB ARG, ERFbulk)EE L IAMmE/ & BikE, 7EUSB
2 LRLUSCSIRHIES o ATAPTAIUFI -4 LURIR T 200 -

REEIERTESFF AN F R RORT i @ RAVEHE - RIIZEH BT EIBONE B LA SRS
B, RS Ehostilk & 2 18] Boahiudl - 7RSS0 HA B8Ot A —For %k, SMTEETEEMS
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USBIREHEFP (1IN [5 B

AOREIR, FHAERSRoutMindg 5 EAXEN] - MVLREMIEE 1L LZEMF 4, DUKIEREIEER
FEBOL T ROZMAT 4 - HIXERERE PN RAPEE M HETUSBIIY, LEE & EHEK
NREFBFHERE IS CABRME T T, DM ERE T SR FOREAGX 1 « ATAPTEL IHIX 47
T, B8 EIDERE O MNARAE S Z AR BRI -

o HY-E Dataf{ S USBERE SR AR IR A B, Rt T —F& Hilm <4 -
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£ 14 Z Newbus

51{E : Jeroen Ruigrok van der Werven (asmodai) #1 Hiten Pandya.
g .

2 1| Rt Matthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith, Peter Wemm and Scott Long.
g g

REEFRE T Newbusi & HEZE .

14.1. B IRNIEF
14.1.1. RS RMIEFEM

WEMSEFEYEAN, EENRKTINERE (Fli0, Ba. M ERF) rEAEMmsNE R &R
SEFRSEIZ ARME T HE O o & YRBNAR 1 (DD A% 5 1% s AN Eh R FP AR 2 A <8 SCAHE -

14.1.2. R B RNFZFAYEE

TEUNIX®FF AR, FreeBSDHLMFRRESETIR, & X T PURPRTNEY 5 &

- R EIRETRE

© FRREREERE

- B IRENTRR

- ik IR

Heig g DUEF R A/ (SR SR 0BT . XSRS RGBT IERY i X & 77 (buffer
cache), HEK) EIAENFTIERAKEEFVINLTHEGRR . SMEFREEHEETFEEE  (write-

behind) , XEWELBIANFHHRELUE, SRGUITHAPN WERFR A SWFEP S, Amit
WEERAE -

14.13. FHRE

RN, FEFreeBSD 4.00A LI RS ERRRA A, BB &M PR & I XA AL T -

14.2. Newbus#

NewbusSZBl T —FE TG R MFAMLLE, LI reeBSD  3.0MBFXMSBAEMIONE, Lt
AlphalfFs i S AE (ISR T . 40T A HOR A IR (R HOBA RS . B HAORNENL RS
HE L R G0 K PSS R I IR BTN T PN B 7 3%

HF ZR A1

© DIASERE

© WAREFAE SRR

© B

i T WIERAE 2 — I T AURT IR AR ST s s AT R -

4
TUZSEE SR “IR” #f, E1Fh J0k&, IrEHRMREERET Ll S TENEH, E@F R
REBRN T, H A Ehost-to-PCIFF SR . xfFx86, iXFh “f” H&H  “nexus”ik#



Newbus#Hf i

K FAlpha, AlphafJ&Fft  AEESHAEMIHZ R A, NEAFRBEGSAE, G5  la, apecs,

ciafitsunami .

Newbus | SCH A & FOR REUP R DBECESLR - filn, SPCHEEH R —Newbusiftfr . ALY
FEMEMREATLIEZ T B THRIREERH R bus”. REHHRAELRFITRLE ISAFIPCT, ]
# BEHERERISAFIPCLE 4 A0SR & 515 -

WE, NRIRBEAESLZMEEERER W W&, ENETIREIEERN B — BT
FEPCI-to-PCIfF , EAEACPCLEL: By IR ypcibN, THERIE T pciNFIRIERRAEE LR B4k iXFm
JRfEIL T PCUSER M BOSEIR,  AvF S AR R F T TZ FIMF R S -

NewbusZE ) H 14 & 1H K B AR #r ok HLBT BT - A0 & HEETE R B E, BEEIENA
nexus. [FI, FIK FnexusgENewbus 245 ME—KIEFTH BRI -

e

ISA % A BEARAEOX230ML T HoIOui [, L EME  Qk&IER, XFIBN T RISAL
2 o ISAEZR I A4 PCI-to-ISAK}, PCI-to-ISA Wit BTG KPCIER %, PCLEL&REIA
host-to-PCIHff, &5 E|ifnexus - i XFff] I AIIESE Z A0 FE T 7T LIV 25 (A SR AX #1E
Ko XF0x23010%% [ {15 KAEMIPSHLZS AT AR PCI AR 5 0xb00002304h f1) A 77 LG

BEIR s BC T IFE R A B BRI T i LA - Biltn, 7EfRZAlphat& £, ISAFRIT 5 PCIFA T2 Bl 7R
f, STISAFRMT BT IR 2 HAlphafISA B 2 ik i EBRAY - 7EIA-32 £, ISAFIPCIFR T #E o T /2 fnexusi%
EEM . X RMBAE, NG O 2 A A SUARE L - FEIA-32 [ onexus, fEAlpha (f%0, CIA
Bitsunami) ERMERALE AR -

T HTE AR A AR F B BER AT R], Newbus#E4 T NetBSD[Y) bus_space APT . fiifi 152t T B —f]API
S AUErinb/outb FIEEA LS o IXFEMAIIEHAET AR REFP A AT LLGEF P 7P BRI 27 7 3% o 1 st
ey (BUEASEME) -

XFSCRR A R T SRS ECALEI S - S ECHEIRR, IXBhARF AT LA BE R LR 3 GRS
HJbus_space_tag_tf] bus_space_handle_t .

Newbustty o /F7E % F Tt B RS0 SR D 5k o X8R .o, AT LAfEsre/sys B i3] .

Newbus ZEE RIS I TR “2ET X 54 A% (object-based  programming)”fIEAL . AL rh M & B
HEFRRH—DIER . RGBS (X S R IR & HERIRSS - W& PSR AR R 7 %
WL AZAD A o EOr R RESKHR—H AR

FENewbus REEHT R & 77 1R IE RGP AP &IPSR LAY - 2 HBIACE (auto-configuration) i
[Bl% #r e (attach)  BIENEHRERF, EEAIRSEFERARTTER . UG RET UAERSEF 55
(detach), I EEH7i% He(re-attach) B A HTIERAHIKENEERF - Xt VPRI s, mahie
B TR R EHEH -

Dl 530 R T € Lvnode B ERIE SARMIAVE O € GBS K ik o« B OBIRFELE T AU
(GE# i Fyfoo_if.m) .

{5 14.1. Newbusf 7 i

# Foo -FRG/EEF (ER..-)

INTERFACE foo
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# 14 ZE Newbus

METHOD int doit {
device_t dev;
b

# -MNRSHEIDEVMETHOD () IRt —1N75i% , MIDEFAULT RIS HEERRITSIE

METHOD void doit_to_child {
device_t dev;

driver_t child;

} DEFAULT doit_generic_to_child;

HIEOARGRFE, EFE DI “fooif b7, HoA ) ek B

int FOO_DOIT(device_t dev);
int FOO_DOIT_TO_CHILD(device_t dev, device_t child);

PERE BB ERR SO, B B — NS “foo_if.c”; HA & —Lm)siBl, XL EUH T
FITHER T B KRR B H I R -

REENLTHAFEZED . F—NEREOWKS & &(device)”, HAFESIHEREHR MTE. &
(device)" B2 O P71 A4E “RM(probe)”,  “iEHE(attach)"F 4rEg(detach)”, fifi ] A Sz iR f:fr) 01
M, AR <p(shutdown)”,  “Hc(suspend)”F1 Ik (resume)”, fiif T T S SRR A3 40 -

A, EMEREOZDus”.  WIEOGSHIERERTHEZTINE, BFUIR &R EnERs

=B "' HE{EE4% (child_detached, driver_added) FIMiRZSHE (alloc_resource, activate_resource,
deactivate_resource, release_resource) .

“bus™E A FRREZ T IE N DR BRI RELEZTHIITRSS . XETHEERE EHET SR IE 2R RS 6
BRI R RS Fi - AT B EIRBNTR D, XL 77 E HIIR 2 #0110 % (accessor) pL, i
(A3 PR R B AR & A A Q% & b7 - Fln, 7575 BUS_TEARDOWN_INTR(device_t dev, device_t
child, ...) m]LI{# FH K%k bus_teardown_intr(device_t child, ...)3&FH -

AU R SR B SRt T AN O LIS G S 2 E ThRERI DT ] fltn, PCLRSLIRBNREFF E X
TUpcd™EN, MEDEMANJTE read_confighflwrite_config, FITF I RIPCIE# MHLEFF 1745 -

14.3. Newbus API

A FNewbus APIHEHHE R, A8 TR ESCHL « AT N —hRA S HREL(E L -

14.3.1. FRBERMHANEERME

src/sys/[arch]/[arch] - £FENLEREEHE ) NAZACRS AL THX A H 3 - (40113864574 af SPARCALERL) -
src/sys/dev/[bus] - STRAFFE [bus] A& AL TixX M H 3 -

src/sys/dev/pci - PCLE L HFFAUR AL T XM H % -

src/sys/[isa|pcil] - PCI/ISAIS B IRENFRIF AL T5X M B3 - FreeBSD4.ORRAH, PCI/ISAY #ACHE o £ 777
FTXPEEF -

14.3.2. EZLEMFNLIELE X

devclass_t - $XZF5[A] struct devclassfFEETHIZRAIE Y -

"bus _generic_read_ivar(9) and bus_generic_write_ivar(9)
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https://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_read_ivar&sektion=9&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_write_ivar&sektion=9&manpath=freebsd-release-ports

HBRETRRRTE X

device_method_t - 5 kobj_method tF#H[F] (& src/sys/kobj.h) .

device_t - X & R[A] struct devicefJFREFAIRTUE L . device t FIRARGTHHIEAE - ERNEIN G . LI
MF7 % F src/sys/sys/bus_private.h.

driver_t - X E—/NEAIE Y, BE|H struct driver. driverZE e E—2& device(&E) NN 2, T MR
BN FHFVEEIE -

& 14.1. driver_t=Z3f

device_state_tZ&— MR Hl device_state. P42 Newbusi% & 7E HEhBEC BRI T RELTINE o

& 14.2. E &Ik K device_state_t



ﬁ'%' 15E FETFAREA

Jean Francois Dockes.

15.1. &N

FreeBSDfE & F A IEM IS B F S NS5 X &S ENRMAE  Jk . XHEEEESIMAS L&
B FE .

pem(HEZR R B T REHIHFOERSY « B B N A

© N EECTLE EAR E AR B RGN E N (read, write, ioctls) . ioctlfirQE G IRAZHIOSS
BfVoxwaref [1, VRS AN AR MBS0t HE -

© WHEEFRIRH AR (B, EILEE) -
© AR D, SRR E RSO DR O
© NELSEREAED (aco7) BB ENY  (Flan. ISADMABIRE) AIBIPSE .«

KRR RE 7R R SR R R B AR MBS PR SEEIRY, XSy SR MEE AR E A R T, S
FlpemfCHg -

AREH, RiEpemiEiEE FWNREFH) B0, BEHERS, X2 HURE {47 E R BLER T = /Y

TR IRANE P S 8 SR A BN IR, HERIREEED H&S% . HE, HTEERET
DRTERS, XWEA ERRRTER . AU RS HESRE O — MR, FFRE S WE U AT E
HEAT — LR -

TER A RIRTE, SEMHERT N—" A TAERTEGIFIRE /ML Sh,  RATLLM http://people.FreeBSD.org/
~cg/template.cHoFl| — LR Y IXEHHEFPRRAR -

15.2. X4

B /usr/src/sys/sys/soundcard.hdb At ioctldzE 0@ AN, B IFE oS 24 §ij(FreeBSD 4.4)(si T /usr/
src/sys/dev/sound/ .

fE/usr/src/sys/dev/sound/ NTE], pem/HFEPRES T OMCES, Tisa/flpci/ B EHH ISAFIPCIHR LK)
B -

15.3. /M , EREF

F B 5 R R e R Fr Eiﬂiﬂﬂéﬁﬁff%{ﬂﬂ EE RE) o RARERENE T FH
FRISAELPCIZE T A B AR ARBUE Z (5 5

N, P8 B IR B AR P A 77 T SR LA [
© AR B CE B IpemRIZ &, HHE 1 B E S Mstruct snddev_info.
static driver_t xxx_driver = {
"pcm",

xxx_methods,
sizeof(struct snddev_info)


https://www.FreeBSD.org/cgi/man.cgi?query=pcm&sektion=4&manpath=freebsd-release-ports
http://people.FreeBSD.org/~cg/template.c
http://people.FreeBSD.org/~cg/template.c

e an|

DRIVER_MODULE(snd_xxxpci, pci, xxx_driver, pcm_devclass, 0, 0);
MODULE_DEPEND(snd_xxxpci, snd_pcm, PCM_MINVER, PCM_PREFVER,PCM_MAXVER);

REBHE EWNETFHEFERT H RSN EER - AERIE SE ¥ e PR+ 20 . Hit
IbsEsd A pem_register O mixer_init() g pam. J5 T pem Rt b hE A FH A H BN AR £ S
HISEUL B E «

« EEREHEFAEEGIREN 2 8 A Amixer_init()  [mpcmiE B T AYMIXERELACI7 %0 o X TMIXEREE
O, XeEES[EIFHE xoomixer_init() .

o EERSIREFIEREGIASE A pem_register(dev, sc, nplay, nrec) [apcmps BYE 5@ FCHANNELRLD
&, HfscRix&EuRgmniith, Eeeml5 AR RSAEIE, nplayfinrec B E 1#IE 1)
#H -

+ FEHWHEFER PR  pon addchan R B A MERATS - XA ponftR R 4
%, HEESTHIEH xxxchannel_init() (iFE: ESEEY) -

© F KB A B G REE R BTR 2 Fi B Y pem_unregister()
AR RER T 1AL B AEPOP I 4

 ffifdevice_identify() /5% (V5. sound/isa/es1888.c) . device_identify()/7{E7E & 40H TR A
e, MBI E RS QIE— MM pemi &, X Ppemik & HEE 2% # ] probe/attach .

© [FHESINZECERITE, HpemiZ &g EiE Y ihints (JEffl: sound/isa/mss.c) .
pcmIR SR T 7 24 S2E) device_suspend, device_resumef]] device_shutdownffijfE, 33UiE FE YR T RSB (1 26
WhHE IEFth R IE/ER -

15.4. 10
pemiZ 05 7 YRR Y 2Z (B 3 1 AR TE IS S LA E 3L -
P B IR B R LR E B2 . CHANNELD) [t MIXERE[ACI7 «

ACOTR-— MR/ NIRRT (B fFeei/E) O, HAKSIREFF A ACOTRTE RETE &5 AORE ARSI o JXFf
THOLT, SEFRAY MIXEREE M fpemrh 3£ 2 AUACO7 G I 4 -

15.4.1. CHANNEL#EO
15.4.1.1. AP SHBEFTEREM

A B IR EN AR Pl — VA BB SR FAR A T H i &, IXsh R B SR R O Sk S Bl E A —
A
™o

X BTE BICHANNELE [1pR &L, 55— 1240 — IMAE AR TR -

FBASERIRAFE FEERIRLAWATRET,  channel_initOZ MBS, ERHREIRIAAE &4
(FFIR[E HpemLUE (E FH HIEETRET) -

15.4.1.2. BUEIEEIRIERL 5

KT EERE G, pont 5 EINE BB — P struct snd_dbufifiiR iy T AE XSG TIEE
HY .

struct  snd_dbufjE pemfAEH), A EIKENEEFEN WA FIE KA (sndbuf_getxxx()) SRARTFESERAY
=
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BLEBEETAL

HERNERXEAIK/NET sndbuf_getsize(), HFHWHEI N A/ NEE, HET sndouf_getblksz()FETHIRESE
o

LR, HAROERELEL T (BRI ERE)
© pemITIRRHATELR MK, RJ5 L ZEAPCMTRIG_START i ] 7= H 45/ 2 [T () xxxchannel_trigger() -

© HEWENEFEEZHELL sndouf_getblksz()F 7R/ Nk, EER BANAFXE (sndbuf_getbuf(),
sndbuf_getsize()) f&HIEI&#&E . XTEAD RHEREJpcmp £ chn_intr() (@ HEAEFWIR FAZ L) -

o chn_intr OZHERFTEGEEE ILBIIRLE B CEmEhs IEZN) MK, FE5F snd_dbufssiiTiE
2R -

15.4.1.3. channel_init

i Fixxxchannel_init ORANIA LS MBI FIFEHEIE - X MAANE TRDRFIERIRTFLE. (&
E RINFLEE—TT) -

©  bJyifiE struct snd_douffjkbhl - B R 7E BKEL S Y A sndbuf_alloc ORWIEGIL - T AR R X
KANEH B A BRI N — R NS
) pemiIEIEHI A FIFRET o RDAGER f5E . RERN SR ERERREEELSE T, EETEE
F pempgi (fF4n:  chn_intr(c)) B&EHE -
dirfg 5@ A (PCMDIR_PLAYE( PCMDIR_REC) .

O SRR MIRE—ANEE, IREHR A TESIGEENFAE X ERENS B G R A

ERE A -

15.4.1.4. channel_setformat

xxxchannel_setformat () 4 ¥4 EiliE, FrErF gV B .

© format’Jy AFMT_XXX value{fZ — (soundcard.h) .

15.4.1.5. channel_setspeed
xxxchannel_setspeed ()45 & FIHUREH & X BIEEM A, HaRELRE AT RS fEE -
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CHANNEL# [

15.4.1.6. channel_setblocksize

xxxchannel_setblocksize )i EIR A/, X fEpem5EHFRWEIREF, AN FIRE) BT7 5% & Z R A&
BATAIR/AN o (REHAR], B EENXEEA N BdE/E, B E ISR PR 2 A pemfr) chn_intr() .
REBERNTE R LERA D, RO = SE PR & f T 4R RO (X ME -

static int
xxxchannel_setblocksize(kobj_t obj, void *data, u_int32_t blocksize)

{
struct xxx_chinfo *ch = data;

return blocksize; @
}

O REORE A REET BB A N o AR NERRL T, XFE ST R P sndbuf_resize()ifi %
PR

15.4.1.7. channel_trigger
xxxchannel_trigger () i pemsf i X BhRE 5 H B SEPR (L HifRAF -
static int
xxxchannel_trigger(kobj_t obj, void *data, int go)®
{
struct xxx_chinfo *ch = data;
ré%ﬁrn 0;
}
O gofE L HIHRIBHE . ATRERIE -

* PCMTRIG_START: IXZhFEF L 2 RS/ BB E R v X B E (T . NRFE, NEHET
sndbuf_getbuf ()F sndouf_getsize ()F&HENZE M X 1Y EHHEFI RN o

+ PCUTRIG_EMLDVAWR / PCHTRIG_EMLDMARD. “ifERENFRFY, i ASke HLEM X AT RECE#IE T . Kk
SRR H WX LR -

+ PCMTRIG_STOP / PCMTRIG_ABORT. BRENFRE/F N 245 (& 24 B (A& Hi -

EE
@ W ERIRBHRE - FHISA DMA, TR Y 7E 1% & BT EhERT i sndbuf_isadma(), FF4b%E
DMAE F— 7 i) 15 -

15.4.1.8. channel_getptr

xxxchannel_getptr (iR B[ fFHZ i X A HFIAIZ M - EilEH Hchn_intr OM, MH X2 panii
ENAVEEE VIR et

15.4.1.9. channel_free

VAl Fxxxchannel_free )>RBEHUEE FIR, (140 IRSREFPEI AT, HAan SRl EEUR AT 2 oS Br,
2GRN sndbuf_alloc Ot AT X AL, TR 24 SEEX P R -

15.4.1.10. channel_getcaps

struct pcmchan_caps *
xxxchannel_getcaps(kobj_t obj, void *data)
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BLEBEETAL

Q  XABIFRIREIFE A GEFEESE X)) pcmchan_caps4EFgfFEET (7 sound/pem/channel.hifi g X ) .
IXANGEN RIS B MR ACREERR A 2 A E A% . B E F s BFEA LIER—NE
il .

15.4.1.11. E3E K

channel_reset(), channel_resetdone( )7 channel_notify()F T4 5k H I, K E5HUg A 1L (Cameron Grant)j#
PRI Z IR RSN P SE I E

AN {5 F channel_setdir ().
15.4.2. MIXER$Z [
15.4.2.1. mixer_init

xxxmixer_init OFIALHENE, FH-5F pemft 208 5 3% & 7] FRER AR & -

0 BE-DEEETRN, FiEH mix_setdevs()F mix_setrecdevs ()34 panfELET A% o
BS54 5 AT LA7Esoundcard. hi 45 %] . (SOUND_MASK_XXX{E {1 SOUND_MIXER_XXXFZ{7) .

15.4.2.2. mixer_set

xxxmixer_set () iR & FH &I EHFBHH (Level)

Q L& UIEE )y SOUND_MIXER_XXX {H
FEEE0-100] 7 [Al¥E E H R H - FMEN S EAFE -
0 [T GER) F(leve) ATRERICEC A A LU, £ HEE B BIFER [E 4n b 18 AT 7R A SEBRek Al

& (JEFEo-10004) .

15.4.2.3. mixer_setrecsrc

xxxmixer_setrecsrc()i% E X HIRIEE o
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ACO7HE

O HERRE A H— MDEHEE .
0 REEEAMCRE NSRRI E o IR AR E D RERE . WRHIER, RN R
[E-1

15.4.2.4. mixer_uninit, mixer_reinit

xxxmixer_uninit()Ry 4§ RS & MR 5, I BANSR AT AR 4 10 JR & Ae R R g -

xxxmixer_reinit(O)N Y B S estfi i e, 3 HIKE S ~NZmixer_set()sl mixer_setrecsrc()I&HH]
WHE -

15.4.3. AC97#

ACOTHITH B ACOTYRIL RS ER AN ENAE 7 SE T . ERBE =A%
* xxxac97_init iR [EHE 1) aco74m i fERG 25 5L H -
* ac97_read()5 ac97_write )R EFE EMITFE e -

The AC974 O g pem  fHACO7AR L LT = E#/E - 5B sound/pci/maestro3.caf sound/pci/ IR £ EH Al
BEAERTEH -
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%% 16 Z PC Card

A E 511 FreeBSD /4 5 PC CardslCardBusik & AOYRSNAR/F MR BLATHLA] - (B B BT A SCRIES T 40 31
H Hpccarddi A5 R INIRBNRE R -

16.1. K0k &

[6] BT 3 ) pecardist & 1 & FRiR T ik & P IR E 485 AT EFreeBSD 4 HEFHATIEARR T o 7ELLETHIAR
A, FEEYRE /et B — SRS %% . MFreeBSD 5.077h,  EIKBIEFAIE TN SR 4%
& MENBHE - PZIEFRENER, WehEFHERERRE -

16.1.1. o

AVEPMTEFRRRIPC  Card, MBATEET R LR CIS(EE 5 RfO5 kR (6 FH s f A S T S
e BMUTERBEAANTRK TSR, PSR A S AECISH o PC Card H A {f SR A AR A — Lk
FRBEME— NSRBI S & 1R 5 Mo € IL AL LIRS RE Fr 350 -

—MREEESEPRE O, EANATFI—FPC Card” B A HE% #it, WEIEX MRS AL
", UMEAEMS B . IR A RN it SR Birg PR st B K & 5, R 8
CHEF  BEIRS . RMPHERNIE R oEeH, REHISEMEN, XSBE0ET  BTPFEM. &
M, 97 3AeA] B CRCRR M, XL G R 5 2R AR #8 F A CISZS [A] B A B4 8 A
AN G B S0 1D

LTLLEIENL, % T FreeBSDRLF FAUFIDA LUB/ N TAER « [t 2B INFIDINAZI RS H) R+ B
WORMERME . DAFAREER R RERNES, THAREEROREEEH OEIEEFEEE 1
RRIHIID B o Linksys, D-LinkF{INetGear /222 # i & A0 BT AL SREHIER - MRFNEIT I AEE H A&
LLi# fnBuffaloffiCoregaff) & 5 tH & « RIM, XLE & HH BA MR W& B 0™ S 1D

PC Card B2 fE H AL /sys/dev/pecard/pecarddevs (/77 T RIUER, EANRSHIMNSEFSE
IRERANE R - EWRHE T —8%, LAV WahEF ARE R a R E S AR A5 -

e, FEIER R S RANE S HIE RN - XS EFHEMER  ATECISFAF BRI EA] - ik
HENATFEIMMESIELE L, BEXT L EH Rm A6 fT fICD-ROMIRMEAULER LT 1Y -
RN 2GR X ROV, EARTT ARSI TR A, B ENTRAEINREIPC Card )l #IOEMA it
AT AN D RNA Ly w5t - s Rr

16.1.2. pccarddevsHIi&=

pccarddevs U « ST R MEH ENTRBLEMGREII L THER S . AT HEFHF . T-78
& XM EE AT A R, BRI RIDSEAEA TS . MR REEASHEH (H
fe, BMERATAT ACECEU IS, Befl]  ORET AT RERICISIR BR & HfiiiR) - RE TR 8 L
BCTT A RS s EELX M TR - fRja, SUPRARMTHb S AT DL A C KU FERE

SRR — TR A BEBURTID o WEIRIFIIRIRECT AR - AL, ST BER — B FTE M R R T AR
FXEEfEE, A1 5NetBSDIL=Z I S, BRI E TR I SO AR T B - Bl

vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR_2 0x000b Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co.
vendor SANDISK  0x0045 Sandisk Corporation

BRT LA BEBTRIID . ARIZTIHZNETGEAR 2 ST | ENETGEAR A ELE 3K K FOEM, WAL F (S Fr i1k
EISHAFIE ~ NETgearfE A=A ARIID . XL AMHA ERSE - BT LMAMNE  RETRTE
IRAFTHIRA . MEBKENLT . 4T R 2 Epccarddevs Ui FFHES WM, A FHEHERNEF
MILER S, FRFFERE DN HF BRERCHRHRR - 88— MABTR A/ S HEF 1D ANZA



BRI GIREREA]

OXFEFFFFEFRiOKTIAASt D,  PINCATRIRRID (W& R ZIDME | MEHHN &7 RRMELERN £
1 EF, RS Tnone) - BIGTA%THIH AT MARTAE . 50 F/FH 7EFreeBSDHER T fI THER
B 5N S

SCPREVER B AT A WORAE R T A B Y

/* Allied Telesis K.K. */
product ALLIEDTELESIS LA _PCM 0x0002 Allied Telesis LA-PCM

/* Archos */
product ARCHOS ARC_ATAPI 0x0043 MiniCD

Fast 5 SR RTOIPREA TR . P ST . RERBIRR AT, @ EHEEMR. FHRE 5%
T, WATFERHET R, AR R MERCRAR, T LB TIFL . RF RS
FAID.  HEECPIEMXIOCTIICFOR  OXFIFPEMFMILIE - AR RXTIRE HIMTHSE k. mT
FreeBSDffjpccard ji IR ENTRLFF 52 I W LAOCIS A B QIRE— > SRR, RIS/ 6 fEFreeBSDE S -
WA, (ESCECISA BANE R ESRIER TR TR - 7 S BE R T R R, BRI
ST HEFF o G-I R4 F A —ACUERE, 4 L Z IV — 14547 -

FE=TARRATE A BEEE —T7, (EFTHRHIEREIDY 1. -17EFreeBSD pecard 52k A HERE “TEALA
WAEMAR - BTENMRGRRAT, ENMnaTLaE—. PRtz SMgzlE R T IXFRHE—T1 .

B — AL FAT B ITECH) R « X —T NS E A R SN E:

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless&spPCMCIA", "Version&sp01.02", -
NULL }

product ALLIEDTELESIS WR211PCM { "Allied&spTelesis&spK.K.", "WR211PCM", NULL, NULL } -
Allied Telesis WR211PCM

HNCEAE TRy, FRERELAT, REERTOAT, MSEHFSE WP . R, X
ZIEEIREAAFT - H— $9AE, FERILDFAE o XETFRF R RCIS INFO= T E LAY {17
B, FRERAEOME R . iXEEFRF R pecarddevs  hEURE IR, K &spEHLh KRS . SRERE
RE 5% B HXER S I 2 A0 « FEBORFERIF T A — DRI E - BRI FRBRIEREERER, &
MM SRS AERAS - AR HEEFEI N FEHRHE FRREAFBAR, XEHRAR #EELIE, X
MEOL N AL B R LA A R LR i) N\ fEFreeBSDA BERELIGEA] - AR YRR HTHS%EE (7]
g, Wigs%sE) | FENE R TR AFEI N, XHRELER . RXeE, NIZEIRE (4
PR R R AR A HE R/ T S D BT, BERX AT RER HE. R AREMAENFRAR T
AL -

16.1.3. FRM IR

BB R P SRR SR PRI R, S IUERRZ RS #A RRUA/ S FIRE - BT
WHERRM T I FEJR, IXAE FreeBSD 5xif — G &% .l T H@window-dressing A[&], iXJLZAH T
— AR AIRRCAS -

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD(3COM, 3CRWE737A, 0),

PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),

PCMCIA_CARD(TDK, LAK_CDO11WL, 0),

{ NULL }

i

static int
wi_pccard_probe(dev)
device_t dev;
{
const struct pccard_product *pp;

if ((pp = pccard_product_lookup(dev, wi_pccard_products,
sizeof(wi_pccard_products[0]), NULL)) != NULL) {
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& 16 Z PC Card

if (pp->pp_name != NULL)
device_set_desc(dev, pp->pp_name);
return (0);

}
return (ENXIO);

}

XLERATE — AT LAICEEADEUL A% & B Spccard 5RMIGIFE - 40 BT PRiE], ZF AR (WRAE
foo_pccard_probe ()|t foo_pccard_match()) . pK#EY pccard_product_lookup()2— @ HEKEL, EiRFA
FIEIREHR A E BT ICEL 88— TR FR S - —LRBRXBNAE T Al BEAE X LR Rt R AR5 B & b 29K
PIEFRIHER S, FHRFREER R . HE—NEREWRIRE — MARE, NEROEENE
| jﬁgijﬁ ?tf@pccardiproducto

Wi — N Fwi_pccard_productsit & & Hl, FE £ HH#HE PCMCIA_CARD(foo, bar, baz)fjfE=. fooHksy
2k B pecarddevsflE R ID . barff A . baz it RETEAEE M INRES - 5 & pecards ATLVEZ 1T
fe, TEHIMNEX S FFIIRELFIIAEO « /RA] LAF — K PCMCIA_CARD_D, ‘BI#% | > H pccarddevs S ER)IL %
iR o YRt A LLEH PCMCIA_CARD2F PCMCIA CARD2 D, M{RFETH “(HFHBIAIA> F1 “Mpccarddevsth
A5 fii%, [RIRUCELCIS=EAF 8 FHE i S igm st < HEI e -

16.1.4. B E8E—#2

W, T —DIErscE, LA T NHPR . B, LANEE REMRER - SERX N RE ST
B RS & 1 AFIPC Card(CEf R, J % Hidevinfo -v. {RATEEREF| —LRLI N A K7G:

cbb1 pnpinfo vendor=0x104c device=0xac51 subvendor=0x1265 subdevice=0x0300 -
class=0x060700 at slot=10 function=1
cardbus1
pccard1
unknown pnpinfo manufacturer=0x026f product=0x030c cisvendor="BUFFALO" -
cisproduct="WLI2-CF-S11" function_type=6 at function=0

et B — #8493 o I3 R AN SR P ST 1D« Tiicisvender il cisproduct fyCIS FR i (A A i i

FAFER
T HATE AR ETE, FE e e@ETIMARE - AT RE, EEEFEERMHE
WL T - FATERIMIBSI R ONBUFFALO, BEELH—&HT:

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)

XEEFATRATLLT « HiEXDFEH—DFE, EHRIELI . BRI LI

/* BUFFALO */

product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11Mbps WLAN
product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3_CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11Mbps CF WLAN

FA 1L AT LAl pecarddevs Hrs b

product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ultra 802.11b CF

HEl, FE-FIPER EF i Epccarddevs.h, FRRXEFRARFFHE BI& P IERR - IRIEEIKENEE
FHERTNTZ BT HEAR T AR

# cd src/sys/dev/pccard
# make -f Makefile.pccarddevs

—HSER X IR, ARt AT AR SRR RN R 1 o X R — 1 S0 — T IR B4R

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD(3COM, 3CRWE737A, 0),

PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),
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+ PCMCIA_CARD(BUFFALO, WLI_CF2_S11G, 0),
PCMCIA_CARD(TDK, LAK_CDO11WL, 0),

{ NULL }

¥

ER, BERBMOTIEERS T+, EXRE FARREX 1T AEEERNESERREFR+ - —
BRI TXA7, Bt ATDLE R N AZEER, k& B E R TRERABE - RTIRBIHBE  FFhE
TAE, ERZHNT o REALIE, HRHEILE TERFENRE RL— DT« RERARNRGK
&, IRAIRATREMER T 14, MNEEH REST 5.

WS AR L — P FreeBSDIR S Acommi tter, F HEFERITEMMKES IEH TIE, MIIRE HIEX L 5252 ]
TR o RIMTE L NIRRT IR FREHIE . BIE, (R Cpccarddevs TS #H - SERUE, IRITE
WP tEpccarddevs.h FEREENEN 7 —IRFEORIEL (X2 T HIIRIERIH) $FreeBSDSHRZE 2 B 7E /7 I HSC
) - &JE, RFHEEIE HERRC SRR -

16.1.5. IRHNR&E

R NEEIEHR & RIS B A5G TEE - WAZTREE . WBRENEN  PRAGRR, FRPREMKIALIE
FERTICT . IHERRFAANZEK . 3 PRI, T L EA fpccardevs . hifjdiff,  [RIOGARLEAR
PRI AEEHT = - B & B AT PR RR P AN T A2 ). WURIRAALE S Y, 3 OEM99fE Dy
A5, VEERSAERHER MR OEMO9 . FRACH AN H F22C0EN99, T M1% T E £ = HIOEMZ% H H- 5252 &
FAA BJ—F
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