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AHHOTauuA

9Ta CcTaThs CO3/jaHa UCK/IIOYMTE/ILHO VIS OTIMCaHUS TEXHOJIOTUM 3aflepXKKU Iiepejadu Co-
ob1eHN Ha TOYTOBOM cepBepe FreeBSD. CepBep C TEXHOIOTHEN 33A€PIKKY TTepefadn
(relaydelay) nnm nomaganuem B cepbiii ciucok (greylisting) cHukaeT ypoBeHs criama mpo-
CTO 3a CYET BBIZAYM JUAaTHOCTUYECKOro coobienrss TEMPFAIL Ha Kajk[oe BXOSIEee IOYTO-
BOe coobuieHwe. CMBIC/ 9TOM TEXHOIOTHY 3aKJII0YAETCS B TOM, YTO GOJIBIIMHCTBO CIIaMEPOB
L1 BBIIIOJTHEHUSE CBOE paboThI UCIIOIB3YIOT COOCTBEHHBIE MIePCOHATBHbIE KOMITBIOTEPBI U
CIIeLjuaIN31POBAaHHOE TPOrPaMMHOe obecriedeHre. HacTOAILMI TOYTOBBIH CepBep LOIKEH
[OMeIaTh COOOIeHNUS B 04epeb U MBITATHCS LOCTABUTS ero mo3sxe. TakrM 06pasoM, CKo-
Ppee BCero, cllamep IepeiAET K CllefyIoleMy XOCTY BMECTO TOTO, YTOOBI IIOMBITAThHCS CHOBA
TIOCJ/IaTh 3JIEKTPOHHOE MOC/IaHre. DTO NIpeKpacHas ufes; o KpaliHel Mepe, [0 TeX Iop, Mo-
Ka CIlaMepsl He HaYHYT MCII0JIb30BATh IIPOrpaMMHOe obecriedeHue, KOTopoe GyaeT obecrie-
YUBATH MOBTOP epenadu. Ho kak MMeHHO 310 paboraer? UTak, B ripolecce mpuéma coobuie-
HUS 3JIEKTPOHHOM IT04THI ID coobIieHus coxpaHsaeTcs B 6ase JaHHBIX, a B KA4eCTBe pe3yJ/IbTa-
Ta BosBpaiaeTcsi TEMPFAIL BMecTe C 37IeKTPOHHOM MOYTOM. EC/iu cooblieH e 3/IeKTPOHHOM
TIOYTHI TIOCBIIAETCSI TIOBTOPHO, TO ID coobuienwst 6ymeT cBepsiThesi ¢ ID coobieHn i, COXpaHEH-
HBIMU B 6ase fAaHHbIX. EC/M B 6ase JaHHBIX OHO CYILIECTBYET, TO IIOCTaHUIO 3JIEKTPOHHO 1M0-
YTBI paspelraeTcs AOCTaBKa 10 Ha3HaYeHMIo. B mpoTBHOM city4dae ID coxpaHsieTcs, a B Kade-
CTBe pe3yJibTaTa Bo3BpaTUTCa TEMPFAIL. 3TOT LUKJI 6yeT IOBTOPATHCA AJLA KaXLOro CO06-
1eHKs, IOCTYNAKILero Ha cepsep. [10 MoeMy JIMYHOMY OIIBITY, 9TO JeMCTBUTE/IbHO OTCEKaeT
90% criama.

Copep>xaHue
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1. ba3oBas HacTpoiiKa

Ham notpebyetcst perl ¢ MOAAEPIKKONM MHOTOIIOTOYHOTO BBINIOJIHEHMSL. YcTaHoBuTe lang/perl5.8 ¢ ycranosien-
HOM nepemeHHO# USE_THREADS=yes . CHa4ajia MOXeT II0TpebOBaThCs yAaIUTh TEKYIYIO Bepcuio perl; Ha He06-
XOLUMOCTb CAE/aTh 3TO yKAXKYT OLIMOKY B ITPOL|ECCE YCTaHOBKHU.

[IprMmeyaHne

Ipu aTOM TOTPebyeTCst, 4TOOBI BCE MOPTHI, KOTOPBIM HY)KEH perl, 6bLIN epecTpoeHbl U Ie-
peycraHoBieHsr; ports-mgmt/portupgrade Xopowo Asst 3TOro MOAXoAuUT. o KpaliHeii Me-
pe, OH yKajeT, KaKue OPTHI ObLIN yaIeHbl 1 KaKre HeobX0AUMO IepeyCTaHOBUTb.
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BasoBas HacTpolika

Temnepb 4TO KacaeTcs cepBepa 6asbl JaHHbIX; MySQL MpeKpacHo MOAXOAUT [JIsl TAKOTO TUIA paboThl, YCTaHOBU-
Te databases/mysql40-server Bmecre c databases/p5-DBD-mysql40. [IpeAplAyLIMii IOPT AO/KEH MOAPA3yMEBATh
ycranoBky databases/p5-DBI-137, Tak 4TO OAMH War GyAET MPOIYIIeH.

YCTaHOBUTE MEPEHOCUMBII TTIOAKITIOYAEMbII CepBEPHBIN MOAyJIb Ha 6ase perl, mopt net/p5-Net-Daemon. Bosb-
LIMHCTBO YCTaHOBOK 3THX [IOPTOB JOJDKHBI ITPOXOAUTH 6e3 mpobieM. Crefyromuii imar 6yaeT 6071ee TpYAOEMKIM.

Tenepsb ycraHoBuTe NopT mail/p5-Sendmail-Milter. Ha MomeHT Harmucanust aToro okyMenTa B datisie Makefile
VIMeJIach CTPOKa, HaurHaromasics ¢ BROKEN, mpocTo yb6epurTe 1Ii 3aKOMMEHTHPYITe e€. OHa TOMeyYeHa TaK JIMIIb
IoTOMY, 4TO B FreeBSD 110 yMO/T4aHUIO HE BKJIIOYAJICA 1 He YCTaHaBJIMBAJICA ITaKeT perl C MOAJepiKKoi MHOIo-
IIOTOYHOTO BBIIIOJIHEHUS. [10C/Ie yaIeH!s 9TOM CTPOKY OH JOJKEH CTPOUTHCS Y yCTaHABIMBATHCSA 6€3 OIIMOOK.

CosgaliTe KaTaJsor AJis pasMelleHNs BpeMeHHbBIX KOHUTYPalIOHHBIX GpaiiioB:

# mkdir /tmp/relaydelay
# cd /tmp/relaydelay

Temeps, KOrzja y HaC NMeeTCs] BpeMeHHbIN KaTanor A paboTsl, koMaszge fetch HyHO mepefaTs ciefyroLye
URL-azpeca:

# fetch http://projects.puremagic.com/greylisting/releases/relaydelay-0.04.tgz

# fetch http://lists.puremagic.com/pipermail/greylist-users/attachments/20030904/b8dafed9/
relaydelay-0.04.bin

Teneps HEOOXOAMUMO PACIIaKOBATh UCXOLHBIA KOZ;:

# gunzip -c relaydelay-0.04.tgz | tar xvf -

Ha 3TOT MOMEHT BO BpeMeHHOM KaTaJIore JO/IKHO OKa3aThCst HeCKoIbKo daiiioB. Tereps Heobxonumast HHGOP-
Malys MOKeT Ilepe/jaBaThCsl CepBepy 6a3bl [aHHBIX NMIIOPTUPOBaHMEM eé u3 daiina mysql.sql :

# mysql < relaydelay-0.04/mysql.sql
YcraHoBuTe natd relaydelay.bin mms ocTanpHbBIX $aiiios, 3aMyCTB TaKy KOMaHAY:

# patch -d /tmp/relaydelay/relaydelay-0.04 < relaydelay.bin

Orpegnaxtupyiite daiinel relaydelay.conf udb maintenance.pl , 1o6aBUB B HUX KOPPEKTHOE UM TI0JIb30BA-
Tesst v mapoutb oyt CYBI MySQL. Eciiu CYB]] 6bL1a MOCTPOeHa U YCTaHOBJIEHA TaK, KaK OMMCAHO BBIIIE, TO B HEM
OTCYTCTBYIOT II0JIb30BATE/IN U MApOJIM. ITa CUTyaLys JO/DKHA OBITh UCIIpaB/IeHa [0 IlepeBoja CUCTEMBI B IIPO-
MBIIIJIEHHY0 3KCIIJIyaTalluio, YTO OMMCaHO B JoKyMeHTalu K CYB/I 1 BBIXOAUT 3a paMKH JJaHHOM CTaTbU.

Cmenwure pabounii karasor Ha relaydelay-0.04 :

# cd relaydelay-0.04

CKonupyiiTe WY epeMecTUTe KOHQUIypallioHHbIe Gaiiyibl B COOTBETCTBYOLIVE KATaIOTH:

# mv db_maintenance.pl relaydelay.pl /usr/local/sbin
# mv relaydelay.conf /etc/mail
# mv relaydelay.sh /usr/local/etc/rc.d/

[IpoTecTUPyIiTE MOMTYyIHBIIYIOCS KOHPHUTYPALINIO, BBITIOHUB TaKyo KOMaHAY:

# sh /usr/local/etc/rc.d/relaydelay.sh start

[IpMmeyaHne
@ 3ot daits He OyAET CyIeCTBOBATH, EC/IU MPEAbIAYIIMe KoMaHabl mv(1) He 6BIIN BBITOIHE-
HBIL.
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Ecsu Bcé oTpaboTasio KOPPeKTHO, TO B KaTasiore /var/10g [OJDKEH MOsSBUTHCS HOBBIM ¢aii, relaydelay.log . B
HEM J0JDKEH HaXOAUTHCS TEKCT, TOAOOHBIN ClefyoLeMy:

Loaded Config File: /etc/mail/relaydelay.conf

Using connection 'local:/var/run/relaydelay.sock' for filter relaydelay
DBI Connecting to DBI:mysql:database=relaydelay:host=1localhost:port=3306
Spawned relaydelay daemon process 38277.

Starting Sendmail::Milter 0.18 engine.

Ecnu daiiy He MOSABUJICS, TO YTO-TO CpaboTaso HellpaBU/IbHO, IEPECMOTPUTE SKPAaHHYIO JUATHOCTHUKY HJIH IPO-
CMOTpPHUTE XKypHAJIbHBIH Qaii messages Ha IIpefMeT MOSBIEHUS HOBOY MHGOPMALHL.

O6benuHUTE BCE BMECTE, J0OABUB CIIEAYIOLIYI0 CTPOKY B daiis /etc/mail/sendmail.mc  wiu ciequpuyHbIHA A1
Balet cucTemsl mc-daiir:

INPUT MAIL FILTER( relaydelay', “S=local:/var/run/relaydelay.sock, T=S:1m;R:2m;E:3m')dnl

[lepecTpoiiTe U IIepeycTaHOBUTe PaliyIbl B KaTasore /etc/mail u nepesamycrute sendmail . KopoTkas komaHza
make restart Ho/DKHa CZie/TaTh BCE HEOGXOAMMOE.

Crpysure CKpUNT Ha sI3biKe perl, pasMeléHHbI mo agpecy http://lists.puremagic.com/pipermail/greylist-
users/2003-November/000327.html CoXpaHuUTe ero B Karajor relaydelay-0.04 . B cienyroumeM puMepe sTOT
ckpunT obosHavaeTcs Kak addlist.pl .

Orpenaxtupyiite daiin whitelist ip.txt , MoguduuMpoBaB ero Tak, YTOOBI B HETO OBV BKIIOUEHBI [P-afpeca
CEpPBEPOB, KOTOPBIE JOIKHBI IMETh BO3MOXXHOCTh UTHOPMPOBaTh GuIbTpsI relaydelay. To ecTs aT0 fOMeEHEI, Tp1
MIOJTyYE€HUU JIEKTPOHHOM MOYTHI OT KOTOPBIX JUArHOCTHYECKOe coobueHre TEMPFAIL BriaBaThCs HE OyLeT.

Kak ImprMep MOKHO IIPUBECTH:

192.168. # My internal network.
66.218.66 # Yahoo groups has unique senders.

darin blacklist ip.txt [osmkeH MMETh MOX0XKee Has3HAYEHNE, HO C 0OpaTHBIMU MPaBUIaMU. YKAXKHUTE B 9TOM
daiine IP-afpeca, KOTOPBIE JOMKHBI OTBEPraThCs 6€3 BblAa4un AUarHoCTUYeCKoro coobimenus TEMPFAIL. dtor me-
peveHb JOMEHOB HUKOI/A He MOIYYUT Aake BO3MOXKHOCTh COOOIIUTh O TOM, YTO OHU SABJIAIOTCS PEaIbHO Cylile-
CTBYIOLVIMU ITIOYTOBEIMU CEpPBEPaMU.

dtu daiibl Terepb AOIKHBI 6bITH UIMIOPTUPOBAHBI B 6a3y JaHHbIX [IOCPEACTBOM ckpunTa addlist.pl , KOTOpBIit
OB [IOJIy4eH HECKOIBKUMU CTPOKAMHU BBIILE:

# perl addlist.pl -whitelist 9999-12-31 23:59:59 < whitelist_ip.txt
# perl addlist.pl -blacklist 9999-12-31 23:59:59 < blacklist_ip.txt

Ons  BrmiodeHusi TexHosoruu relaydelay mpu  kaxgoit  3arpyske  CHUCTeMbI, [00aBbTE  CTPOUKY
relaydelay enable="YES" B daiin /etc/rc.conf .

XKypHaneHbIA datin /var/log/relaydelay.log [O/mKeH IIOCTENIEHHO MOMOIHATHCS YAAYHBIMU IIPOXOXKIEHUS-
MH. B 3aBUCHMOCTH OT 3arpysKy BalLIEro [OYTOBOTO CEpPBEpPa, BCKOPE AOJIKHBI MTOSBUTHCS CTPOUKH, MOJ00HBIE
CIIeyIOIUM,

=== 2004-05-24 21:03:22 ===
Stored Sender: <someasshole@flawed-example.com>
Passed Recipient: <local user@pittgoth.com>
Relay: example.net [XXX.XX.XXX.XX] - If Addr: MY IP ADDRESS
RelayIP: XX.XX.XX.XX - RelayName: example.net - RelayIdent: - PossiblyForged: 0
From: someasshole@flawed-example.com - To: local user
InMailer: esmtp - OutMailer: local - QueueID: i4P13L06000701111
Email is known but block has not expired. 1Issuing a tempfail. rowid: 51
IN ABORT CALLBACK - PrivData: O<someasshole@flawed-example.com>

B datin /etc/newsyslog.conf Termeps MOXHO £06aBUTH CJIeAyIONYI0 CTPOKY, KOTOpast obecrieyrBaeT pPOTALUIO
xypHasoB relaydelay.log mpu AOCTIKEHMM pasMepa B 100 Kbaiit:
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BasoBas HacTpolika

/var/log/relaydelay. log 644 3 100 * z

[IpMmeyaHre

B KaKoI-TO MOMEHT IOSBJIAIACH OLIMOKA O HEMOJHOM OIpe/e/ieHNN epeMeHHBIX perl
B datine /etc/mail/relaydelay.conf . Eciu Te gBe mepeMeHHBIE paCKOMMEHTHPOBAHHI,
TO KOHQUTYpaLMOHHBIN daiin MoxeT 6bITh 06paboTaH HopMasbHO. [IpocTo He 3abynbTe
ybpaTh UX U3 KOMMEHTapHeEB /10 TOTO, KaK HayaTh paboTy ¢ TexHosoruel relaydelay .
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